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Rebrand
Complete

The NICE Challenge Project is
now XP Cyber!

As of January 2025:
v/ XP Cyber Range left Beta
v XP Cyber Support Portal is online
v/ XP Cyber Website launched

H! _NICE Challenge Webportal is deprecated
N NICENChallenge Helpdesk is offline
I NICE Challenge Rroject Website is deprecated

0 The XP Cyber Range co-eXists with/the NCP
Webportal and can be used interchangeablycuntil

the NCP Webportal is taken offline in Summer
2025.

0 The XP Cyber Range and NCP Webportal share all
content and user data. No new accounts needed;
all data is preserved.
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For more information on our
rebranding, please visit...
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HTTPS://XPCYBER.COM/BLOG




Designing with a Workforce Focus

Each challenge is designed by using a work role as a
lens to view one or more tasks in which a professional
in the cyber workforce must be competent.

Build &Assess

Com petency with Real World Complexity & Depth

Workforce-Based Injour challenges, students must competently
complete tasks actualized as real-world scenarios
Challenges within multiZlayered,.cemplex digital business

envirenments.

Actionable Assessment-Metrics

Empowered by our cyber range platforms.our,
challenges include live monitoring of a variety of
telemetry in the challenge environment to determine
and produce reporting on the method agnostic
competition of objectives, and disruptions to critical
services.




Deploy Challenge
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NICEWG Presentation | Vincent Nestler

i 4

1 love to be of more assistance, but Im not 0o sure on ow o proceed. M n folow up on tis

and take a ook atFirewal

Ricardo Corte:

e Atte m pt C h a I I e n g e

1fyou find anyihing that seems lie it shouldn' be on our network. move t 0 a directory to be urther
Iater date. Im thinking you should NICEWG Presentation | Vincent Nestler

sktopiquarant
Virtual Machines Checks.

Ricardo Cortes
status Check Description Check Type Check State  Last Changed

arantined Chaler o State | 06:41 P

Status Open Console 2
from Compromised Challsngs Check JoState  06:41 PM

Acton~ | | BHTMLS | S VMRC

Acton~ || [@HTMLS | VM Challenge

Acion | | [@HTMLS | v Challenge C!
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Submission Review

James Ashley
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Challenges” Y/
Used?

CYBER
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0 Capstone Experiences: Cyber work role based
experiences for students approaching graduation
to determine if they are ready for the workforce.

0 Challenge Labs: Next-level labs for upper-division
course work, extra credit, and all-star students.

Competition Preparation: Exercises for student
and individual students preparing for

/71 ,ﬂi competitions

0 Free Play: O W|d a

see what work roles suit th i

selection of cyber
S students

Instructional Aid: A visual and functional aid in
class for showing students real-world issues and
the different ways to handle them.

work role based experl
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Home Grown
National EDU
Cyber Range
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Locally Managed Infrastructure

0 Compute, Storage, & Networking
0 Hosted & Managed at CSUSB

Full-Stack Cyber Range Platform

Content Deployment Engine
Automated Scoring & State Monitoring
Automated Cyber Attack Engine
Virtyalized Infra.4Orchestration Suite
Full Featured Web,Application
Purpose Built Hypervisor (IP)

OO &8 el L1

Training & Support

0 2 Monthly Webinars & Private Trainings
0 Year Around Support Help Desk
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Cyber
Workforce
Challenge

Catalog
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4 Complex Environments

148 Unique Challenges

15 DoD Cyber Workforce
Framework Work Roles

14 NIST*NICE.Framework
Work Roles

45 National Centers of Academic
Excellence in Cybersecurity KUs



')
A
025 C w 750+ Educational Institutions

Reach§ CO j 1.5K+ Educators (Curators)

Usage Stats
(Since 2016)

g@tﬁjyn Sﬂayers
1M+ Hours Spent SoIvn@O

Challenges




New
Challenge
Highlight

New Malware Analysis

0 5 New Malware Analysq:siagl?en&%%ithin the Cyber Defense
Forensics Analyst (DCWF) & Digital Forensics (NCWF) work
roles and cover both static and dynamic malware analysis

0 In “Malware Analysis: The Static Search”, students will be faced
with their company being victim to a ransomware attack.
Through malware analysis, they will need to discover a means
to recanstructthe key needed to decrypt the affected files.

Ransomware Alert

Your files have been encrypted! Send 1 Bitcoin to decrypt.
! 1TFYMZEHNszCHKTBAFZ2DLrUuk3dGwYKQxh
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CISA Threat Sandbox

0 12 Purple Team S%/E%L%pquess each designed
around a CVE on the CISA Known Exploited

N ew Vulnerabilities (KEV) Catalog

C h al Ie n ge @~Each challenge provides a background on the

chaosen CVE, including the technical basics and the

H ig h I ig ht commaon conseguences of exploitation

0 Students are provided.links tosthe real-world
resources used by red &blue teamgand are
expected to exploit & mitigate the CE on target
systems contextualized as being within appropriate
critical infrastructure (Cl) sectors




Upcoming
Challenges
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“Penetration Tester” Obstacle

All challenges take pgc?el'\llvﬁ%% a new environment
that is currently under development.

Students will be given a Kali Linux machine placed
outside of a company’s corporate network and they
will be tasked with performing recon, gaining a
footholdrin the network, pivoting inside the network,
establishing persistence, & exfiltrating valuable data.

Challenges will provide*bite’sizedpartions of the full
course and a challenge that makes/the student do the
whole thing in one go.

Expect to see these in Late Summer/Early Fall 2025



How do you get access

2+~ _ and get started?
;, € ‘
Sign-Upfor an Sign-Up for an
Educator (Curator) Aceount . On-Boarding Webinar

»
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Form is in the Available 1% Friday
Middle of the Page of Every Month



Thank You
to Our
Funders &
Supporters




James Ashley — jashley@xpcyber.com
Alexander Hillock — ahillock@xpcyber.com

Contact Us Vincent/@estler — vnestler@csusb.edu

Tony Coulson —7coulson csusb.edu
XP Cyber — XPCYBER.COM | /
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