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\Why are we here?
We must democratize cybersecurity!
Via:

Jen Whiting, CIRI/University of lllinois
Adel Elmaghraby, Speed Scientific School, University of Louisville

Andrew Wright, School of Business, University of Louisville

Michael Losavio, College of Arts and Sciences, University of Louisville,

With Sharon Kerrick, Jeffrey Sun and Adrian Lauf, University of Louisville
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NOTA BENE!
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- Jen Whiting & Bill Cope, CIRI/University of lllinois

- Sharon Kerrick, Jeffrey Supl/EL®yollege of

* Andrew Wright — School of Business MIS

Cﬁ;’z

Adel Elmaghraby and Adrian Lauf, Computer Science

Michael L Q{?@ﬁr}}wustice

Education



?ny Others!
And with our North Florida

projects Unlver5|ty /(r:ll?s
/77
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- Pervasive and ubiquitous computing, especially with the Internet of
Things and the Smart City, offer novel means of criminality.

Current forms of investigation and discovery are insufficient.
ecurlty approaches within criminal justice, criminology, and

Iopment offer models to combat cybersecurity harms.
Yet the ely overlooked.

Abstract

- An interdisciplinary lens |/?elr€y &securlty, including criminal
tl

justice and workforce developme mploying

empowerment theory Q
- We demonstrate the effects from integrating cyberse ;@ﬁ
forensic practices into traditional law enforcement and other dis

- The effects are positive as public safety will be needed to provide ] ]
public safety and security in our hybrid technical world.
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WE MUST!

Q!}gy cratlze cybersecurlty through its
distribute m

We present means s and results from
efforts to promote thls |n h several
coordinated, yet dn‘ferently targe

Implementation by universities is needed. S/Um
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- Cybersecurity, like public security, is a physical-technical-social & behavioral domain.

" Current forms of investigation and discovery are insufficient to limit damages from cyberattacks

. A@lsuplmary approach to cybersecurity will significantly benefit efforts to address public
ersec

C Oha rms

° an 1nterdlsc1p i dress cybersecurity, including criminal
justice and workforc t 1ntegrat10n and employing
empowerment theory.

* So please share your thoughts!

JIOO '
* AND, YES, THERE IS SOMETHING IN THIS FOR YOU!!! S/Um




TARGETED DEMOCRACY?- WHAT IS MISSING?
CONSIDER...
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High School Teachers
(waiti Im
Os;/

College faculty, staff, students

(UofL + Coalition Partners, including four MSI) S/U,),)

Underserved communities >650
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ICT-enabled Community Empowerment
Attain Collective
Participation
Psychological
Eﬂ-lmmem Attain Collaborative
Control
N
Legend: /
C:’ Dimensions of Empowerment
> Enactment process of social media in empowerment
<Text in bold> The role of social media in community empowenment




NATIONAL CENTERS OF ACADEMIC EXCELLENCE

CYBERSECURITY IN HEALTHCARE CAE
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Sharon Kerrick, Practitioner Professional

(Badge/s) (Badge/s)

= [nformation Security

+ DB Security
= Network Security

= Post Quantum

Andrew Wright .
Adel Elmaghraby -
Tests the use of online * SecUMPigfc

# Forendlics Cryptography
’ Foundations ptﬂﬂulllh't = loMT
.« . ; F
mentored training s e éy st
III

« Possible future

- Tieatpu = Artificial intelligonce Eﬂ:'lllﬂtﬂ'l'l'!ﬂl
¢ e = Cog options:
0 & Da irviingg fAnalyeis
3 levels of depth: o Risk Analysis o Artificlel IntSile e o 1 ey
= Artificial Intelligenco
Explorer * Dats M-mn,gfuftm » Data M.mng;’nrmln % o @eeplarfing LEI'E.ISIIEE
i J * HloCkihain o C'\Fbﬁf'ill‘(uflf\r
P ey * Roboticy Process + Robolics Process _,mm_ﬂ_m
ra Ctltloner Automation Analysis Automation Anahysis .ﬂ.naivﬂ

Professional " !
Healthcare Cybersecurity
Certificate

Healthcare Cybersecurity - Workforce Certificate
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O,hm 111 participants originally enrolled from at least

fferent law enforcement occupations and

t states
Technology
32 partlc ant ted all 5 modules

rity

, * 10 participants re e[??) hips and
ecurity completed a Graduate Cyb tnflcate
ensics (‘//77




U.S. DEPARTMENT OF DEFENSE TRAINING
JEFF SUN
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Objectives:

shape, set,
Bcurjty

ongie * 3 phases beginning in October 2019 and

e)
,77 ending in March 2022
.ed /77(] typarticipants: transitioning military
ional ﬁf@ber veterans, and dependents
* Desired sultﬁ sgd cybersecurity
ent search opportunities fo ; cifically those
hesefi

wishing to work in @O N
ain * Cybersercurity, Certifications, CareerS/ct//77

Communities
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<° Cz bersecurity for State and Local Law

It
* Cyberseclirity feaghing and Training Testbed-
Adrian Lauf /')7




U.S. DEPARTMENT OF HOMELAND SECURITY 2022 | AW
CEMENT CYBERSECURITY PROJECT () SAE
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MMMMMMMMM

* Goals:

* Increase pool of cybersecurity professionals in multiple
domains through identification, recruitment, and training of
practitioners and students;

fMdegrate criminal justice systems and practices into

rity; and
. Adwsﬂ:)m nforcement on effective ways to respond,
afr % , .

advise, and

* Online program includes/?!cﬁyss cover IT basics, legal issues,
eCuN

network security, information mputer forensics

* 171 participants from a variety of rank ﬁOS

!/
- 32 states represented /g
* Registration interest as widespread as Nigeria and Bei /77




NATIONAL CYBERSECURITY TEACHING ACADENBEY ¢ o
ADEL ELMAGHRABY

Q 7 4 COMMUNITY

: Three regional coalitions to provide High School
TgFxhers with fellowships for enrollment in
bersecu rity Certificates.
* The coalltlm ag?t)%e Southwest Midwest, and

Southeast with le as UALR, DePaul,
and UofL.

* Recruitment yielded approxma'!/m E? mts
na

with 30 offered fellowships at each regio

Sy
coalitions (90 total). U’h




OUR THOUGHTS
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S|ty of skills, backgrounds, positions, and

in part|C|pants of these programs exhibits
a bro%t in cybersecurity

- Participants’ W|II|n é{ %ddltlonalworkloads

of cybersecurity e uca lon
commitment to learn and en OS

* This is cybersecurity for our highly distributed, o’lz
democracy

16



ADD VIA CHAT...
POST YOUR HIGHEST PRIORITY OF THESE,
R ANY OTHERS?
* Funding? J/
Sy

* Interagency/intergroup/interdisciplinary CQI&@@

dreaming?) 7 .[7/77

* Things we’ve not thought of...



CRITICAL INFRASTRUCTURE RESILIENCE
N&;{ITUTE, UNIVERSITY OF ILLINOIS
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How Will We Do
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