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QdNTRODUCTION TO THREAT HUNTING
°Whatisc’lllﬂz@|@'ng?

» Proactive approach to urity

» Importance of data exploration in

» Identitying and mitigating t
before they cause harm

threat hunting

https://mitre-attack.github.io/attack-navigator/?ref=fr33s0ul.tech
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ZEEK AND SURICATA COMMAND LINE
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eek and Suricata

Comman n@is for network security monitoring
 Benetits of understan C and line analysis

» Preparation for advanced threat ues
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OPEN-SOURCE THREAT HUNTING
PLATFORM
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An open-source Hunting Elastic Stack (HELK) 1s used as a central data analytics tool. The outputs of the HELK feed hug&/ @e

In this project, HELK is used to monitor network traftic and device logs, detect anomalies and their correlated components, dete

ATT&CK TTPS, and trigger the threat hunting phase.
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https://github.com/Cyb3rWardOg/HEL K ?ref=fr33s0ul.tech
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