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DevOps: What
and Why?
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* Goals: Improve business agility and software quality

* Issue: gaps between development and operation

* Solution: integrate Dev (development) and Ops (Operations)
CCuIture changes: open communication, collaboration and shared
h|p
and contmuous improvement: continuous
mtegratlo elivery (CD) and continuous monitoring
and feedback (d

* Automation from initial so
final deployment/executlon in pr

Q ment aII the way to the



DevOps
Pipeline
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* May also referred to as a CI/CD pipeline.
* Version control to handle code changes
* Cl: automated merge to the (main) branch, triggering automated

builds and tests

Automated testing: various types of tests (unit, integration,
c |onal securlty, etc) are automatically executed after each build

or defects).
|f e ’rﬁ? ode Js automatlcally deployed to staging

enwronment f g and validation
* Apps are often packa |n ntaifler and deployed to cloud

* Release: once approved, th& cod ﬁithe final production

environment, delivering to users

* Monitoring and feedback: continuously monitor

performance and issues to provide feedback for mprove&ll/,h
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* Goal: Proactively identify and address security issues from the very
beginning to reduce security risks and vulnerability and thus
enhance security.

DevSecO PS: » Solution: extend DevOps philosophy by integrating security
What and @Jghout all DevOps phases .
e better communication, collaboration and shared
Why? %Mr security across development, operations and
security S N
* Shift-left security@fp@éecurity awareness and contin
improvement in securi [ esS
= NP

uous

S

ec
Dev ‘
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DevSecOps in
Industry

- DevOps/DevSecOps have gained increasing popularity in
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software development industry

+ 86% of organizations see the value of DevOps as important to have

(Harvard Business Review Analytic services Study)

* 74% of organizations have adopted DevOps in some form.

edGate).

* 36% @ ions had adopted DevSecOps in some form.
er su

(Gartn

platforms or tools through In

* Found many professan gs/wdeos on specific
* DevSecOps industry certificates: y LQO

* Certified DevSecOps Engineer (E-CDE) by EC-Co
* DevSecOps Practitioner Certificate by DevOps institute ,77

* Certified DevSecOps Professional (CDE) and Certified DevSecOps
Expert (CDE) by Practical DevSecOps
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* Seldom used in student projects or research projects.

* Not included in
* CAE KU

+ CC2023 — ACM/IEEE — CS/AAAI Computer Science Curricula
recommendation

D@VS@CO ps in *“Software Engineering Body of Knowledge (SWEBOK) (IEEE Computer

; )
Academic - /?7 |
* Limited offefs#fr, & erg,and Udacity, most are focused
primarily on specifi ﬁ?/wforms.
d

* Very few universities offer re c§ r programs.
* Found about 10 universities in the y@ ific DevSecOps
d uSe E

courses, most are at introduction level an ific training
purposes.

* There exists a gap between industry and academia in terms oy,h
DevSecOps adoption.
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* Related fields
 Software engineering, including software architecture, software

DeVSeCOpS. testing, software operations, etc.
. Cloud computing, including containerization technology, serverless
Related flelds putmg, cloud infrastructure management, cloud security, etc.
an d J ') b RO | es ,%'Wcludmg software security, container security, cloud
security;

* Related Job Roles: Un/.fy

 Software Engineer

- DevOps/DevSecOps Engineer y,hD

;. * Cloud Engineer S o
o’  Security Engineer

Rog e,
S0 e qent
DAST bo f ua“’g e
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* DevOps and DevSecOps Key principles

* DevOps and DevSecOps Practices
* Version control Core Concepts and Branching Strategies

* Automated testing, Continuous Integration and continuous deployment
* Security testing, including SAST, DAST, IAST, penetration testing, risk-based testing

DGVS@CO pS * Containerization and container security
Curriculum:

Infrastructure management, including Infrastructure as Code and configuration
agement and infrastructure security

ponent anaIyS|s compliance security, and secrete management
Vulne
* Monitoring an

* DevOps and DevSecOps Plpellék @
* Measurement and metrics ylh
- Other important related topics: DOS/U

o ﬂ;ﬂ * Agile methodology

Fad * Web-based microservices and REST
* Virtualization and Containerization
* Software Testing and Building

* Security analysis and security coding




DevSecOps:
Learning
Outcomes

* Explain the key principles and working culture of DevSecOps
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* Describe the phases of DevSecOps
* Perform basic security analysis

* Create docker files to package the application in docker containers

. @ Infrastructure as Code to define required infrastructure

d tests and build a simple CI/CD pipeline to automate

test, build, ment.
* Integrate SAST and D(!J?)f Cl/CD p|peI|ne

* Integrate various security scan S SCA secrete scanning,
compliance scanning, license scannlng, |nf annmg, etc,

into CI/CD pipeline

* Manage detected vulnerabilities and analyze the vulnerabllﬁll(ff)7

* Monitor continuously the operational stability and security of the

application in the deployed environment.
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* Develop one or two dedicated DevSecOps courses

* Examples:
* Introduction to DevSecOps by John Hopkins University via Coursera
* DevSecOps Process and Implementation (CMU SEI) (2.5 day training

Dedicated course)
Courses on .

ros:
. €%T ement of curriculum
Devsecops  Structur j%)

- Better industry u@#
* In-depth learning y S

cons Moo

Can only be an elective

' 4
+ Hard to fit into the schedule S/U,h

* Students may lack of background knowledge

* More costly




Dedicated
Modules in
Related
Courses

R et R
RO e qent
DAST ,Oo ! “ g‘«
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* Embed dedicated modules into existing courses such as

 Software Engineering (most popular choice)
* Software Security
* Cloud Computing

. /?’?r ed with other related topics in those courses
* Provide tj and background knowledge

 Suitable for diffe

. RUZES

* Harder to manage and update curricu cros e courses
an

* Need to coordinate the curriculum design to en d
avoid too much overlap b
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In all courses, we can

Broaden the
adoption in

Acad em iC ‘ gwate automation using tools
Programs

* Advocate shift-left Security

. c@f??a oration

* Advocate ha b)) (If}l .

 Advocate real-world pr!j?cliy

* Require to design a set of standards&yﬂ? as well as provide
9,

ready-to-use toolset O .
Siy m
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* DevSecOps: involve highly practical skills, practices, and tools

* Labs: short-term, specific instructions, same for all students, useful to
learn individual tools

* Project-based learning:
* student centered

+ help identify and understand real world issues
PrOJ eCt' Based < A Iy knowledge and skills learned to solve real problems

. ble to individual
I_ea fninN g Cnt(g? catlon

Involve a real- worI
* Develop a new softwa
* Extend an existing software ect

Explore tools and build pipeline ,72
* Depending on the implementation stack and type @@f

* Automate build & deployment

oy

past Ml e  Automate security scanning and testing ,77
* Preferably, long-term and group-based.




DevSecOps

* Requirements and Project Management Tools: JIRA,
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Pivotaltracker, Trello

* Communication Tools: slack, discord, zoom, Microsoft team
* Build Tools: Maven, Gradle, Npm

* Automated Testing Frameworks: Junit, Pyunit, Selenium, Cypress

SAST: SonarQube, Fortify
AST_ZAP, Burp suite

ndabot, Synk

Integration T ‘QZ) orkflow/actions, Jenkins, Circle CI
¢ Containerization: Do A’Q V §ker Hub

* Container Scanning: Clair, Trivy

* laC Tools: Terraform, CloudFormation, Ch D

* Configuration Management Tools: Ansible, Chef OS/

* Cloud Platform: AWS, GCP, Azure U,h
* Cloud monitor: CloudTrail, GuardDuty
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* Our courses are mostly graduate courses

* DevSecOps topics are mainly embedded into the following two
courses, both courses feature a semester-long project.

- Software Engineering (CS673)

* Related topics covered : agile, microservice, automated testing,
devSecOps principles, CI/CD pipeline, containerization, 1aC, security

O ur ‘ tices overview
: . % ith 5-7 students to develop a new application with some
basic Be

Curriculum

C tlces in 4 iterations. One student is assigned to be
the securi OUp Utilize GitHub, emphasize automated
testing and CI/C sic securlty practices.

* Secure Software Developmen
contaner %7, * Related topics covered: secure softwa LJ/ rameworks,
(& DevSecOps principles and pipeline, Secufity fequi ecurit
oWy analysis and threat modeling, Security coding, secu
2 DAST, IAST, RASP), penetration testing, vulnerability taxo@w%

pasT Mg e management, security monitoring. ,77

+ Small group project with 2 students to integrate and extend security
analysis, features and practices into existing software projects.
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* DevSecOps related topics are also included in:

* Network and Cloud Security (CS690)

* Containerization and virtualization

Identity management
OU r < : Q urity and Infrastructure management

Curriculum

sec
. % nd cloud-based web services and serverless
applicatiofis 4{ Y
* Security Monitor nléy

* Enterprise architecture (CS7
scanning “”'*L@ g, * Microservice, containerization and or stér? ervice and
A T infrastructure management, security awareness,
Q g

!
principles, case studies S/U :
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* Most students’ software projects are hosted on GitHub

* GitHub workflows provide a powerful and flexible way to automate
the various stages within a DevSecOps pipeline..

GitHub - Werk

flows can integrate with various DevSecOps tools and

S U p pO 1t fO I zer?ﬁ. Github provides over 100 workflow templates for various
t
DevSecOps

* GitHub actio r ebundmg blocks that perform specific
tasks within a work f ibrary of GitHub actions are
available to use, including Sng, deploying, security

scanning.

* GitHub also supports dependency scannlng an Q@ naing
directly. §/U ;




GitHub
Support for

L
secrete  m, roas Container
scanning eling, scanning

<> Code (O Issues I Pullrequests 5 ( Actions [ Projects (@ Security 38 |~ Insights 5 Settings

Get started with GitHub Actions

Build, test, and deploy your code. Make code reviews, branch management, and issue triaging work the way you want. Select a workflow to get started.

Skip this and set up a workflow yourself >

Categories Q [search workflows

Deployment

Continuous integration

AiiGRatsH CodeQL Analysis 0O Fortify on Demand . Codacy Security Scan
By GitHub Scan By Codacy
Pages
g Security analysis from GitHub for C, By Micro Focus Free, out-of-the-box, security
Ci+, C#, Go, Java, Javascript, Integrate Fortify's comprehensive analysis provided by multiple open
TypeScript, Python, Ruby, Kotlin and static code analysis (SAST) for 27+ source static analysis tools.

Swift developers. languages into your DevSecOps

workflows to build secure software

faster.
Requires GitHub Advanced Requires GitHub Ac E] F~I
Security Security lles
¥ main - + Q
. Go to file t
&8 General Code securityand a %
L Security and analysis features help keep your rapasitory seeu By, ithub
2 Collaborators and teams. you're granting us permission to perform read-or o Y. u
Code and automation Dependency graph v rk S
o h Understand your dependencies.
ranches X
[ Jshyk-security.
© Tags Dependabot
G Rules . Keep your dependencies secure and up-to-date. Learn more about Dependabot. 0
zap_scan.y
® Actions v

Dependabot alerts

&5 Webhooks Receive alerts for ities that affect your jies and manually D -keep
5 Pages Dependabot pull requests to resolve these vulnerabilities. Configure alert not
> [ .vscode
&) Custom properties Dependabot rules
Review and manage alrt pressts

Security > B9 code
@) Code security and analysis
pryr— Dependabot security updates > BB demo

ployiey Enabling this option will resultin Dependabot automatically attempting to opt

Secrets and variables v requests to resolve every open Dependabot alert with an available patch. Ifyi md
like more specific configuration options, leave this disabled and use Depend: oc
Integrations

—_— s B omicn
(@) GitHub Apps. Grouped security updates (Beta)

Groups all available updates that resolve a Dependabot alert into one pul request (per
package manager and directory of requirement manifests). This option may be
overridden by group rules specified in dependabotymi - learn more here

£ Email notifications Disable

< excELLg,
5 Q
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CeNTERS o,
5

!

cs763-project [ .github / workflows / snyk-security.yml

Code Blame 79 lines (67 loc) - 3.17 KB e

33 contents: read # for actions/check
34 security-events: write # for githu
35 actions: read # only required for
36 runs-on: ubuntu-latest

37 steps:

38 - uses: actions/checkout@v3

39 - name: Set up Snyk CLI to check f

# Snyk can be used to break the

]

40
# In this case we want to upload
uses: snyk/actions/setup@8061827
43
44 n Sz'rce you must
45

46

y| el
xamp Lelif ompNode
#=uSes@ ac n etlp-n @v3
47 # with:
48 # node-version:
49
50 env:



OWASP
DevSecOps

Guideline

8 7
secrete  m, reat Container "5%
scanning eling, scanning

Git Pipeline Secret
AppCode init Scanning

Cl

Container|
Scanning
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cbh

loy - o

sonarcloud

C Contrast

®

Q0
Semgrep

@ sit-secret

Central Vulne

2

C Contrast

7 T

@ git-secret
Seit ol

Secret

snyk

checkov

 terrascan

Git

Pipeline

Cl

cD

InfraCode init Scanning

,
] I

i

: Deploy- | -
1| staging

: — S

' i

1) i

! |

Source: OWASP DevSecOps Guideline (https://github.com/OWASP/DevSecOpsGuideline)
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* Raid Evolution of technologies and Tools
* require frequent curriculum updates

* Balance the depth and breadth

- DevSecOps encompasses a broad range of topics in software
( \development security and infrastructure operations.

varlous specific areas in different courses.
Challenges
Advi |

PrOJect

* Individualized a /zfyortsmall group size, additional TA

* Promote peer Iearnmg

o, oyt | e * lterative approach with quick feedbacth
' 44 %, < %, DO s
Yy s 0% ““‘ :;:\\ / U m
peti




DevSecOps
Curriculum on
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* CLARK: the largest platform of free cybersecurity curriculum

//clark center/, developed by Towson University.

und on Clark

. urses and modules on secure coding and software
develop

* So far, no DevOps/ mrses or modules are available.

* I am developing 2 modules o

d Secure Software
Development that will be publlshed on


https://clark.center/

References:
DevSecOps
course Links

secrete ,,,
scanning
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tps://www.edx.org/learn/devsecops

tps:// www.classcentral.com/subject/devsecops

tps://www.udemy.com/course/devsecops/ , https://www.udemy.com/course/devsecops-

-aws-and-aws-security-services-asecurityguru/

ps://www.sans.org/cyber-security-courses/cloud-security-devsecops-automation/

pS://wWww.coursera.org/learn/introduction-to-devsecops

ps://wWww.sel.cmu.edu/our-work/devsecops/

n
N
n

1
N
N
Nt
Nt
ht

1
1
tps://ep.thu.edu/courses/605609-devops-and-secure-software-development/
t
1

s://extendedstudies.ucsd.edu/courses-and-programs/devsecops
/pe.gatech.edu/courses/devsecops-and-agile-defense-acquisition ,

ttps://pe.gatech.edu/courses/devsecops-and-military-applications

[0)

:/ cecenter.slu.edu/public/category/courseCategoryCertificateProfile.do?meth
0 1hieateld=1337/
5

i
0 C u.edu/search/publicCourseSearchDetails.do?method=load&cour

-h1
8

tps://programmap. C dii/academics/interest-clusters/11¢2¢501-4273-4582-

prog ebb-9661-1155-

7
2(34840361 8057utm source= Il

==

1

tps://www.dau.edu/courses/swe- 0

hitps://sie.engineering. arlzona edu/sites/si€.engifiee

Sy Habus- RI728 1720 pdl 1/ P~
ttps://workforce.ship.edu/professional-development/sg line-

programs/certificate-programs-with-individual-course-optio

(@)

ourses

tps://customcareer.miami.edu/classes/devops-foundations-devsecops/

ps://protessional.uchicago.edu/find-your-fit/courses/devops

ps://professional.uchicago.edu/find-your-fit/courses/devops

=== 1= 1=

pS: //waltoncareers.uark. edu/classes/devops-foundations-devsecops/

ps://knowltonconnect.denison.edu/classes/devops-foundations-devsecops/



https://www.edx.org/learn/devsecops
https://www.classcentral.com/subject/devsecops
https://www.udemy.com/course/devsecops/
https://www.udemy.com/course/devsecops-in-aws-and-aws-security-services-asecurityguru/
https://www.udemy.com/course/devsecops-in-aws-and-aws-security-services-asecurityguru/
https://www.sans.org/cyber-security-courses/cloud-security-devsecops-automation/
https://www.coursera.org/learn/introduction-to-devsecops
https://ep.jhu.edu/courses/605609-devops-and-secure-software-development/
https://www.sei.cmu.edu/our-work/devsecops/
https://extendedstudies.ucsd.edu/courses-and-programs/devsecops
https://pe.gatech.edu/courses/devsecops-and-agile-defense-acquisition
https://pe.gatech.edu/courses/devsecops-and-military-applications
https://workforcecenter.slu.edu/public/category/courseCategoryCertificateProfile.do?method=load&certificateId=1337114
https://workforcecenter.slu.edu/public/category/courseCategoryCertificateProfile.do?method=load&certificateId=1337114
https://workforcecenter.slu.edu/search/publicCourseSearchDetails.do?method=load&courseId=1505662
https://workforcecenter.slu.edu/search/publicCourseSearchDetails.do?method=load&courseId=1505662
https://programmap.cypresscollege.edu/academics/interest-clusters/11c2c501-4273-4582-8f62-97683327dd16/programs/8f9e30b9-debb-9661-f155-2e484c3e1805?utm_source=FutureBuilt
https://programmap.cypresscollege.edu/academics/interest-clusters/11c2c501-4273-4582-8f62-97683327dd16/programs/8f9e30b9-debb-9661-f155-2e484c3e1805?utm_source=FutureBuilt
https://programmap.cypresscollege.edu/academics/interest-clusters/11c2c501-4273-4582-8f62-97683327dd16/programs/8f9e30b9-debb-9661-f155-2e484c3e1805?utm_source=FutureBuilt
https://www.dau.edu/courses/swe-0027-0
https://sie.engineering.arizona.edu/sites/sie.engineering.arizona.edu/files/SFWE-402-502-Syllabus-R1%281%29.pdf
https://sie.engineering.arizona.edu/sites/sie.engineering.arizona.edu/files/SFWE-402-502-Syllabus-R1%281%29.pdf
https://workforce.ship.edu/professional-development/self-paced-online-programs/certificate-programs-with-individual-course-options/agile-and-devsecops-courses
https://workforce.ship.edu/professional-development/self-paced-online-programs/certificate-programs-with-individual-course-options/agile-and-devsecops-courses
https://workforce.ship.edu/professional-development/self-paced-online-programs/certificate-programs-with-individual-course-options/agile-and-devsecops-courses
https://customcareer.miami.edu/classes/devops-foundations-devsecops/
https://professional.uchicago.edu/find-your-fit/courses/devops
https://professional.uchicago.edu/find-your-fit/courses/devops
https://waltoncareers.uark.edu/classes/devops-foundations-devsecops/
https://knowltonconnect.denison.edu/classes/devops-foundations-devsecops/
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