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NCAE-C Strategic Plan for Cybersecurity Competitions

025 C oaden the pathway into the cybersecurity
A ti 6 n landscape.

 Develop an t a framework for
evidencing compete J\/n competitions.

* Clarify the pathway through the cO

landscape for NCAE-C faculty and studenQ]C)S/L/,77
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S0, WHO WON?

(LITERALLY EVERYONE)

NCAECYBERGAMES

YOU'VE GOTTA BE THERE IN 2023

#NCAE-C r@ AR
CYBERGAMES
PLAY | LEARN | PROTECT
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2025 Informal Results: Participation

2025 CAE CAE Institutions: 100

Cr@r icipants: 1124

Tea{nzlll@ /.lj/ S

YouTube Views: 27,709 J/ m’OOS/'U
m
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Meeting our Mission
45 @rsecurlty competition: 80%
Interested in mormm%ampetltlons 80%

Overall Event rating: 9’%/08_1//77
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Sandbox Training Environment

Tutorial Videos
0 13+ Hours/of Video
0 44 Videos
0 362 Chapters
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172 .20 .0.2 NCAE
172.20.0.2 CYBERGAMES
9 7 PLAY | LEARN | PROTECT

664us
NCAE Cyber Sandbox

1 172.20.8.3
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James Rice
jrice@c2games.org
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Participant Preparation 2025

In the selected period, your channel got 27,709 views

vV S Watch time (hours) Subscribers

27.7K 2.5K +126

A
’“~Q‘ﬁ4£xw_’:ﬁ‘7—/7k’\*ﬂl—:_hﬂ\//‘\/ b e e i

Oct 5, 2024 Nov 8, 2024 Dec 12, 2024
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Participant Preparation 2025

A Datasets Stream Query Dashboards Monitors Flows (0:3 Support NCAE v

Sandbox v 9 (O Jan 25,07:00 AM - Mar 15, 08:00 AM v O Compare period 58 OCv @
SchoolFilter

I Al

Average Users per School Peak Users (from one institution) Peak Unique Users Total Unique Users

1.507 users 24 e 52.sers 1,031

Distinct Students by Institution Distinct Users over Time

A

,‘Jﬂ' fﬂ. ‘w THTHIAT

|
M

“m,»..»awm.m&& UL _m,n ” L’m*

You've made changes to this dashboard Revert
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Participant Preparation 2025
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New for 2025 Sandbox: SOC Challenges

G @ % grawellsandboxncaecybergames.org;

NCAE Sandbox
8 Query Studio

SOC challenges are currently in testing. Progress may not be preserved R S =

Have feedback for us? Let us know in Discord! e Search
% Today

> Threat Hunting Overview
> Soc Triad

— >MITRE

Resulls Fields Performance

Vv Accessing the Environment Mar 25 2025, 12:00:00 AM to Mar 25 2025, 7:08:09 PM

3252025, 120000AM 32512025, 20800AM 31252025, 337:36AM 2512025, 507:12AM 32502025, 6:36:48AM 31252025, 806:24AM 312512025, 93600AM  3/25/2025, 105:36AM 32502025, 1235:12PM 31252025, 204:48PM 32512025, 33424 P 3125/2025, 5:04:00PM 312512025, 6:33:36 PM
Data

1742944086.151964 CPnuU43Iz1UhcjlSOb fe80:e047:f3c6:17db:aa34 5353  ff02:fb 5353 udp0 0751879  _ipp._teplocal 1 CINTERNET12 PTRO NOERROR scoreboard.local,fe80::e047:f3c6:17db:aa34
120.000000,120.000000 F

1742944083.957845 CKiPoc393SoPvZ7Cgj  feB0:abea:d581:ddaic869 5353  ff02:fb 5353 udpO 1.913051  scoreboardlocal 1 C_INTERNET255* 0 NOERROR scoreboard.local fe80::abead581:dda:c869
120.000000,120.000000 F
> Part 1 Scenario
1742944083.799375 CKtPoc393SoPv77Cgj  feB0:abea:d581:ddac869 5353  ff02:fb 5353 udpO 0.862847 _ipp.tcplocal 1 C_INTERNET12 PTRO NOERROR scoreboard local fe80::abead581:dda:c869
>1-SQL Injection T 120.000000,120.006000
v 2- Webshell (B734K)
{ L 44081797203 C7c30J1ABINNZNOSD? ~{e80:3127:8f76:d337:77d5 5353  ff02:fb 5353 udpO 0962119 _ipp._tcplocal 1 C_INTERNET12 PTRO NOERROR 0 analystncae-siem.local fe80::3127:8f76:4337:77d5
120.000000,120.000000

1742944081.171372 CqGPu93zGYVUGIZCyg  feB0:a269:44d5:719d:52b6 ff02:fo 53 udp0 6290980 _ipp.tcplocal 1 C_INTERNET12 PTRO NOERROR 0 sandbox-ubuntu.local,fe80::a269:44d3:7f9d:52b6
120.000000,120.000000 F

1742944081.165518 Cs04912A0h4yyuEUwj fe80:a89:cbd7:7b3f:2308 5353  ff02:fb udp0 3626824  scoreboardocal 1 C_INTERNET255* 0 NOERROR T F scoreboard.local fe80::a89:cbd7:7b3f:2308
120.000000,120.000000 F

l ! SULmithia0 1742944080.915254 Cs04912A0h4yyuEUwj fe80::a89:cbd7:7b3f:2308 5353 udp 0 scor 11 CINTERNET255* 0 NOERROR T F scoreboard.local fe80::a89:cbd7:7b3f:2308
120.000000,120.000000 F

—— v Previous
1742944080.878089 Cs04912A0h4yyuEUwj fe80::a89:cbd7:7b3f:2308 5353  ff02:fb 5353 udp 0 A NOERROR T F scoreboard.local fe80::a89:cbd7:7b3f:2308
120.000000,120.000000 F

1742944080.329615 CqGPu93zGYVUGIZCyg  feB0:a269:44d3:7f9d:52b6 ffo2:fo 5353 udpO 5.098792 _ipp._teploce NTERNET 1 F 0 sandbox-ubuntu.localfe80::a269:44d3:7f9d:52b6
120.000000,120.000000 F

L 1742944080.308118 CqGPU9I3ZGYVUGIZCyg  feB0:a269:44d3:7f9d:52b6 ffoz:fo 5353 udpO 5.038727 _ipp._teplocal C_INTERNET12 P1 1dbox-ubuntu local fe80::a269:44d3:7f9d:52b6
—— >3- Malicious File Upload via BITS 120.000000,120.000000 F

Flag Submitted
—— > 4- Data Exfiltration over FTP (AgentTesla variant #2) 17A%0AANRN 15EARA CWImYAIHYAYaWSHR faR-R2n0-Rhahr170:1A7 #00-fh 5363 uAn0 2537204 cearahnardlnnal 1 O INTEDNETO55% 0 NOFDDOD N lernrahoarinsal 220 /2300 At
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-

oftware-Driven Registration and Tracking System

Created on: Janua

Size:10
Captain:
Ruben Abreu
Ligison:
James Rice

COVER EXISTING TEAMS

Jrice@mvcc.edu

Ruben Abreu
Clay Jacobs
Logan Williams
Griffin Haas
Selmedin Bobaric
Benjamin Brutsky
Dominick Restive
Brian Monette
Ethan Greene

Lucas Mickle

Size: 4
Captain:
Rayshard Pitkin
Ligison:

N/A

rabreu27@student.mvcc.edu
cjacobs0 tudentmvcc.edu
Iwilliams20a@student.mvcc.edu

ghaas27@student.mvcc.edu

sbobaric06@student.mvcc.edu

bbrutsky02@student.mvcc.edu

drestive05@student.mvcc.edu

bmonettel8@studentmvcc.edu

egreene2 tudentmvcc.edu

Imickle20@student.mvcc.edu

Mohawk Valley Community College 2
'

Created on: February 01, 2024 at 03:55 PM EST

rpitkin3l@studentmvcc.edu

Rayshard Pitkin
Uladzislau Kazakevich
Sam Macinsky

Nidal Ramic

rpitkin3l@studentmvcc.edu
ukazakevichl2@student.mvcc.edu
smacinsky2l@student.mvcc.edu

tudentmvcc.edu

NCAE CyberGames 2024 Regionals

Northeast 1- NCAE CyberGames 2024 Regionals
Region - northeast

Event Start: February 17, 2024 at 09:00 AM EST
Duration: 7 hours

Registration Ends: 2 days 21 hours

Roster Change Ends 9 days 21 hours

;vent Checklist

Team Limit

u members.
© Faculty Liaison

This event requires culty Ciais@n fromn y; itutien,to
be registered. @ Q |
© Region
This event is only available to teams in the northeast IOS
@ Institution Teams in Multiple Events
Your institution has not registered for any other events in this
competition.
© Institution Team Limit

Each Institution may only participate with 3 teams in this
competition.

Register Team

10



NCAECYBERGAMES

pecial Sauce - Approaches
I\Qg’c&o titive element
Professional Re@ArE
-Incremental Exploitatio C
-Backs off when teams struggle O,hn? :

-Leaves bread crumbs

Reward the behavior you would like to encourage:
Most Valuable Teammate MVT

Most Improved Ml

Student-centered communication: Discord

11
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ZT he Platform
a n environment is fully virtualized

wi reﬂ( x hypervisor

[0 Supported g Ar Ing systems include:
D Kali Linux ‘ O
0 Windows

[ CentOS
0 Ubuntu

13 Total Services
5 Server Systems
1 Backup Server
12 Kali systems

Blue Team Jumphost = Competition DNS Certificate Authority CDN
172.18.12.15 172.18.0.12 ca.ncaecybergames.org 172.18.13.25
172.18.0.38

Competition Router Scoring Engine
72.18.01
External LAN 172.18.0.0/16
| ‘J

4

Team F er ~TP / Shell External Kali VMs Gravwell
ether1:172.18.13.T 172.18.14.T 172.18.15.T[1-6] 172.18.16.T2
ether2:192.168.T.1 DHCP DHCF HCP

N e e

Team LAN 192.168.T.0/24

4 s & &

Web Database DNS Backup Internal Kali VMs
192.168.T.5 192.168.T.7 192.168.T.12 192.168.T.15 192.168.T.4[1-6]
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TEAM SCORES
UPDATES AUTOMATICALLY

service CTF @ OtHer

5080 SVELTE

4397 _—
o 000 3563 Py 3544
b | 2622 9023 | 2683
2083 N9 ﬁ
| 21130 oot 2222 34 1;8,_’ §
a 700 1250 1500 4ﬂf] 1300 1050 2_[],[3_] 1200/

WWW  Router  Shell WWW  DNS pns Memal  intemal FTP FTP  MysQL kUbernetes H ASUR A

HTTP Forward Reverse
o SSL ICMP Login Content Forward Reverse Content Write Login  Read/Write

o DNS
O
& © ©

Team13

Team14 O 0

Team16

Teaml7

o
o
o
o

@ GraphQL

Team18
Team19
Team20

Team21

CQOOOOOOOO
QOOe0eO0e0O

Team22
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2025 Informal Results: Infrastructure

2025 Total Service Checks, 2025 Season:
CA E 3,272,248

AveraQ tee Checks/Event

It
Total password changes Fgo§§l{f)7ﬁ08

4,000

Ransom dance videos received:
22

15
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Red Team’s Dynamic Approach

s o5 5, uide % ) 0005 Zo

Does red team have our FTP login by chance :>?

Again???

D1

Dunno shrugs

Go overMhO's dging wha
. afethe maingoals of th
sta mis key

that was not us but | can get it if you need

We definitely have it

dont do it

i had to learn german

@ 2 PERFECT

Things you may need to know:

root:iloveredteam




Red Teamiscord Engagemen

— !S Things you may need to know:

RAARARAARSAARANS

Team 20 Shell Server
root:ILoveRedTeam

1 L

- 1ay at 6:08 PM

< » the things you'll do for points

L eeeeyy so how might you be finding our passwords

THE BRAKES! HIT THE BRAKES! @ /is Today at 3:55 PM

You sent them right to them!

X A . Todav at PM
i ey sz 1 @
red team overlords, did you change our password for shell/ftp? 9

Todav at 4:21 PM - - a - =
3 : oday at 1:42 PI

oh, we thought root Was locked... we didn't think you wanted him anymore g @20-tridenttec rOI‘l Al K TO RED TEAMMMMM

-

= Today at 5:06 PM
T Ziss
¥ /. We don't make backups of your files

FORGIVE ME ’@: e
FOR TRYING TO HELP ‘M. samelol
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Red Team Results

Red Feam Feedback
ve 13.6% |

[ Negat

® Positive 217 [mINegative 13

18



Engineering Advancements - Tracking

Seoering Feedback Exploit Tracking

V
\ R Teamo ® Team1 & Team2 ® Team3 Q@ Teama R Teams Q Teamé R Team? Q@ Teams. Q@ Team9 ® Team10 ® Team11 R Team12

Redis RCE Shell

Redis RCE DNS

g % 4

Redis RCE WWW

Redis RCE MySQL

% %

Webmin DNS

%

Webmin MySQL

SSH router redteam

‘SSH router root_malicious_key

g % %

SSH router default_root

]

SSH router sshd_backdoor_router

%

SSH shell mal_users

SSH shell ansible

SSH shell redteam

SSH shell root_ malicious_key

o
=
=
=

shell sshd_backdoor

]

SSH shell nobody

“

SSH shell default_root

SSH vaww mal users

]

SSH www ansible

]

SSH www redieam

SSHwww root malicious_key

% %

SSH www www-data

SSH www nobody

SSHwww default_root

4 % 9

SSH db mal_users

]

SSH db ansible

%

SSH db redteam

]

SSH db root_ malicious_key

SSH db nobody

SSH db default_root

4 % %

SSH dns mal_users

]

SSH dns ansible

%

SSH dns redteam

SSH dns root_malicious_key

SSH dns sshd_backdoor

g % 4

SSH dns nobody

]

SSH dns default root
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Capture The Flag (CTF)

? Trivia

@ Exploitation

20
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Capture The Flag (CTF)

Team

N Team8 #souTHALA

University of Scuth
Alabama SFS

Team9 #usr
University of South
Florida

W Team10 #usk

University of South
Florida 2

N Team11 #ERAU

Daytona Beach -
Embry-Riddle
Aeronautical
University 2

Y Team12 #GEORGIA

The Hack Pack - A

Security
Operations

] e
[~

dala
[~

-
[~

PmB
FH

L=
=]=

Network
Steganography

~

=

Trivia

Networking Cryptography

ISl T

LT

TR

Il T

LT

Exploitation Exploitation

)

s

Binary

7

-

Programming

21
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2025 Informal Results: CTF

2025 C /4 E Total Points Awarded:

103,170
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= &Q
’ PLAY | LEARN | PR T

DNS HINT

You about my favorite d‘.re,c‘tom/: et/

There is some named local conf stuff
here that's fun to conPigur*e_.

eam Learning Experience

Exte,r‘nal
Interface

/ I'm y {1y 4 o
I coan tell you how to 3e,‘t \ trafFic is allare :
there with a port forward y A
. Internal

Ine_r‘Pace

I'll route traffic En‘temo\“t./

o Se,’t! I want to go to the web server

24



NCAECYBERGAMES

< Gigtne
?SRCA g ez

Router

FTP/SSH +01:00
WWW/DB Server +01:30
Red Team Survival +02:45

Guide
+03:00 to
Break for Lunch +04:00
DNS +04:30

SSL x509 +05:30

Sm
Mgy, e

>

Black Team Learning Experience

Assistance 9am 11am
Time Example Example
+01:00 09:30/10:00 11:30/12:00
10:00/10:30 12:00/12:30
12:30/13:00

y 13:45
1 2:00?7D1QCSf..£O/

13:00 ,77
+05:00 13:30/14:00 15:30/16:00
+06:00 14:30/15:00 16:30/17:00

25
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Blue Team Assessments

THE 2024

NCAE CYBER GAMES

SERVICE POINTS FINAL SCORE CTF POINTS
2281 3031 750

TOP SERVICE
Router ICMP

36% Uptime

BY THE NUMBERS

Midwest 2
FLAGS CAPTURED
13/23

lllinois Institute of Technology¥

Most Improved Teammate Most Valuable Teammate

y "IV';

How'd you do?

NF*FER JREkREN B¥*kkkp FFk*EL

26
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Blue Team Assessments
2@/ id our team have to say about yours?

. How well did your team defend services?
How well your te ork together? :
Heroically beat back red team by kicking us out of the FTP
From what I could tell, sepa duti (l and worked evenly on several

server!
paths.

WhCIt Sk|”S ShOUId th|S team Work on? & 1 secure it. We could not even touch you DNS server so kudos
They had some difficulties early on, knocking out a service that was alrea / f 0 you.

configured and just needed to be turned on. I think some more time ought to have

ed TeS
beev.\ spent checking the|.r surroundings before moving forward.' That said, they did The DN AVA - e e ke GhllkG
put in the time to reconfigure and set up the service again, which was great to see. ¢ olind.

- Red Team
- Black Team O
,77 Overall, your team did fairly well defending services. You
,n [ have an interesting technique of having the service down to

granting a |

- Black Team = Dad Taom

p OS /'
What could you improve? U/??

Consider spreading that level of attention on more servers
and services!

How well did your team solve CTFs?

Great job on the hunting, web, IoT, and reversing! You all really did a bit of
everything today.

- Orange Team - Red Team

27
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2025 C4National Finals

Aptib12, 2025
University of %&@ﬁlorida
Tampa, FL mﬁos/um
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MAIN COMPETITION ROOM
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) ) ) Last Update: 4:13:07 Team Scoreboard = Event Scoreboard \4 (=
Detailed Team View Interactive Topology View Event Playback Next Update: ~1 Minute 4/20/2024 4:14:05 PM Team Score: 2135

assnuss - : ' Rank11 .4
Display : Services + CTF + Bonus

Rank 9 Rank 1 Rank 12 Rank 6 Rank 5 Rank 3 Rank 7 = . 01
3766 6177 2916 5256 5479 5835 5184 . ¢0
I i

ranfellE)

Team 6 Team 7 Team 8 Team 9

Event View

e

Team 1 Team 2 Team 3 Team 4

CTF View Service Status View Online ° Partia Offline

Champlain
Bradley U.
West Florida
Embry Riddle
lllinois Tech

59 Teams Cinematic Camera

UNIVERSITY of

Boston U. WEST FLaRIoA B (30 second camera tour)
Central Florida M
U. of Nevada, LV

Liberty U. z I
CalPolyPomona oom in

Brigham Young U.

Eastern Wash. U.

(el 1)

L :4:31: ' Even 3
Neiftuig‘:i;eqimiste 4/20/2024 4:32:29 PM \ Event Playback View All Teams  Interactive Topology View  Event Playback

yrzzey snaw

Display : Services + CTF + Bonus

Rank 10 Rank 1 Rank 12 Rank 6 Rank 5 Rank 4 Rank 7 Rank 11 I

Event View Detailed Team View Interactive Topology View Event Playback

3905 6284 5643 5772 6048 5271 3671

Autoplay Event
|:| H H l_l l ‘l I;I H H = iz 1875 1943
1 p

Team 3 Team 4 Team 5 Team 6 Team 7 Team 8 Team 9 Team 10 Team 12

CTF View » CTF Status View I- Medium I Hard I. Uncaptured Stop

Playback

Champlain RN T [R R R R R T
Bradley U. | |
West Florida 700 |
Embry Riddle 1000 |

lllinois Tech 385

|

|

|

|

|
Brigham Young U. 1250 |
Boston 50( 1000 |

|

|

|

|

|

| [R o o [ [ [ [
| [ o o o [ [ [ [
[ R [ R R I [ [ [ [ R
| oy
[ o o o |
1 1 o o o
1P o o o
[0 e o [ [ [ R
R [ {R R P  [R [R
[ [ [ 01:19 PM

Team3 Team2 Team10 Team6 Team? cam9 Teamll Team8 paml Team12

Central Florida 1175

|
|
|
Eastern Wash. U. 1025 |
U.of Nevada, LV 800

Liberty U. 625
Cal Poly Pomona 725




Last Update: 1:58:44

Next Update: ~1 Minute 4/20/2024 1:59:35 PM

View All Teams Interactive Topology View Event Playback

# Overview o oan YUl oams

f Team 11 45 3080

Comperitiont

Current Rank Total Points Services
Online

LIBERTY( ' /13

UNIVERS

Service Status

Toggle 1 A & €S a

Service FTP WWW WWwW WWW SqL

Details SSH FTP Login FTP Write Content SSH Content SSL SQL SSH Login DNSSSH IntDNS Ext DNS

Your Team vs. Event Leader # Service Points per Minute 1.81
DNS

» Top Points Per Minute

1884 2885 3080 ”’

10887 | — ES BE /181 : 'E JF
. E:% Router

= . \
' : ! 1.81 *Team 11+ ¢ Team4 *

0
Leader Your Leader Leader Database
CTF Services Services Total

140
/o

~978 ~761
Points/hour Points/hour
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CAE Cyber Competitions Atlas- Map View

20 ©)' CAE Cyber Competitions Atlas
2 5 \ Filters (134)
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Measuring Competency with the Cyber Games

gad r@t kable competency milestones of value within the NCAE Competition.

Approach: Pilot leve D@d surveys and correlate to backend scoring infrastructure
data. Focus on taking the init acking beyond CTF and inside the contested
(red-teamed) portion of the competl /77

Outcomes: Successfully identified students mvolve“/léylagnﬁguratlon of a series of

networking and infrastructure services.

Next Steps: Expand and refine ability to automate and further attrlbute stu @G within
the competition environment. Award milestone badges to students. §/U :

34



4 Contested Service Competencies

Blue Team

f other1!172.18.13.t

ether2 1 192.168.t.

Server Name Requirements

Webserver installed, not running, and

Webserver Online . : .
networking is offline, requires router rules.

Requires active Webserver and intact
routing, Content requires configured
Database server, initially offline and lacks
correct user permissions.

Webserver Content

Requires active Webserver and intact

WQ!J routing, HTTPS cert provided via
competltlon certbot CA, requires
Fjubleshootlng broken packages.

DNS Forward & Reverse Bin r@ il ure.d 2o TS,

192.168.t.5§ 152.168.t.7 §192.168.t.12 ] ;

Web Server) Database

DNS

35



12
Competitions

176 Students:
Yes, | helped!

151 Unique
Students

Average #
Students: 1.7

Median: 1

Number of Students Responding “Yes” per

Comgstency Survey

15%

54%

2 Students M3 Students >3 Students

80% of measured services configured
in contested environment by 1-2
students.

Supports notion that teams are
delegating subgroups to work on
specific services.

Did you contribute to WWW Port 80 FIRST coming online?

Yes, | helped!

@ Nope, my teammates!

Sample Discord Poll

3votes 50%

3votes 50% ,77

36
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Follow Us!
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