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Introductions
Dr. Victor Piostrowski- Senior Advisor for AI and 
Cyber, National Science Foundation

Angie Painter- CyberAI Program of Study Lead, 
NCAE-C PMO, National Security Agency

Stephen Troupe- Director of the CAE Candidates 
National Center (CCNC), Whatcom 
Community College

Dr. Sidd Kaza- Associate Provost for Research & 
Dean of Graduate Studies, Towson University, 
CyberAI CoP Lead

Dr. Blair Taylor- Director of the Center 
for Interdisciplinary and Innovation 
Cybersecurity, Towson University, CyberAI CoP Lead
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Fulfilling National Science Foundation (NSF) request 
to establish a Program of Study in Artificial 
Intelligence in Cybersecurity for the NCAE-C 
program.

NSF has a mandate from congress per the 
2022 CHIPS and Science Act to establish a 
scholarship-for-service program in AI, and to explore 
the advisability of establishing a CAE program for AI.

First step was to define Knowledge Units (KUs) for AI 
in cybersecurity and to run a pilot on a Program of 
Study (PoS) based on KU's for CAE Cyber Defense 
and CAE Cyber Operations designated institutions.
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CyberAI Timeline
Goal: Build NCAE-C Program of Study for AI in Cybersecurity2025 CAE Community Symposium



CyberAI Knowledge Units
NICE Cybersecurity Workforce Framework 

& Defense Cyber Workforce Framework 

Artificial Intelligence in Cybersecurity Work Role Definitions (NSF 

Draft)

ALIGNED to Outcomes

Secure AI
Optional KUs (1)

AI for Cybersecurity
(AICyber)

Core KUs (3)

Cyber Foundational KUs (4)

AI Foundational KUs (3)

Security of AI
(SecureAI)

Core KUs (6)

SecureAI Program of Study AICyber Program of StudyOutcome: 
SecureAI

Program of Study

Must be CO or CD 
Designated

Program rigor will 
dictate which PoS 
students choose

Outcome: 
AICyber 

Program of Study

Must be CD or 
CO Designated

Will compliment 
CD or CO PoS – 

could be Minor or 
Electives

AI Cyber
Optional KUs (1)
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• Cybersecurity Fundamentals
• IT Systems Components
• Basic Scripting and Programming
• Math Fundamentals

Security of AI (SecureAI) Program of Study

• AI Governance, Laws & Ethics
• AI Fundamentals
• Machine Learning Fundamentals

• Computer Science Fundamentals (CO) 
• Advanced Math for AI
• Securing the AI Lifecycle
• Machine Learning Algorithms
• Deep Learning
• Adversarial Learning

•  Model Selection, Evaluation & 
Specification

• Risk Management of AI

Cyber Foundational KUs (4) AI Foundational KUs (3)

SecureAI Core KUs (6) Optional KUs (1)

towson.edu/cyberai  (Stoneman)
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• Cybersecurity Fundamentals
• IT Systems Components
• Basic Scripting and Programming
• Math Fundamentals

AI for Cybersecurity (AICyber) Program of Study

• AI Governance, Laws & Ethics
• AI Fundamentals
• Machine Learning Fundamentals

• Basic Networking (CAE-CD)
• Network Defense (CAE-CD)
• AI for Security Assessment

• Defensive Applications of AI
• Offensive Applications of AI

Cyber Foundational KUs (4) AI Foundational KUs (3)

AICyber Core KUs (3) Optional KUs (1)

towson.edu/cyberai  (Stoneman)
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CyberAI Requirements Document and Knowledge 
Units found:

https://public.cyber.mil/ncae-c/documents-library/2025 CAE Community Symposium

https://public.cyber.mil/ncae-c/documents-library/


Timeline

MA RC H / S E P

CyberAI Knowledge Unit 
workshops & 
development

O C T/ NOV

Call for experienced peer 
reviewers/mentors and/or 

institutions teaching CyberAI 
KUs 

D E C / J A N

-CyberAI Requirements 
Document developed. Both 
Requirements Doc & KU doc 

posted

F E B /M A R

-In person CyberAI Peer 
Reviewer/mentor workshop/Pilot 

kick off
-NSA internal working group 

formed to review and verify KUs

MA R - J U N

J U L - O C T

O C TO B E R

1st set of 
CyberAI PoS Validated 

Institutions 

2024

2024/25

2025
2025

2025
2025

A I  F O R  C Y B E R S E C U R I T Y  ( A I C Y B E R )  P R O G R A M  O F  S T U D Y

S E C U R I T Y  O F  A I  ( S E C U R E A I )  P R O G R A M  O F  S T U D Y

2024

-NSA internal 
working group 

feedback received
-Pilot timeline/ 

Checklist posted

-1st official cycle open to CAE 
CD & CAE CO Designated 

Institutions
-July 15 (tentative date)

-Virtual CyberAI PoS 
Validation Workshop held 
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*Once 
released, 
PMO will 
inform all 
CAE CD/CO 
Designated 
institutions
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First Official Cycle

https://www.ncyte.net/academia/institutions/centers-of-academic-excellence/cae-cd-resources
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CAE Program Office: 
• Caepmo_uwe@uwe.nsa.gov
• Angie Painter Arpaint@uwe.nsa.gov

CCNC Director:
• Stephen Troupe STroupe@whatcom.edu

CCNC Project Managers:
• Emma Graves Egraves@whatcom.edu
• Michael Singletary MSingletary@whatcom.edu

PCNC Director:
• Stephen Miller SMiller@whatcom.edu

Checklist Coordinator:
• Joel Hutchins Joel.Hutchins@enmu.edu

CyberAI KU/Community of Practice:
• Dr. Sidd Kaza skaza@towson.edu
• Dr. Blair Taylor btaylor@towson.edu

2025 CAE Community Symposium

mailto:Caepmo_uwe@uwe.nsa.gov
mailto:Arpaint@uwe.nsa.gov
mailto:STroupe@whatcom.edu
mailto:Egraves@whatcom.edu
mailto:MSingletary@whatom.edu
mailto:SMiller@whatcom.edu
mailto:Joel.Hutchins@enmu.edu
mailto:skaza@towson.edu
mailto:btaylor@towson.edu

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16



