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CIS 377: 
Introduction to 
Cybersecurity

● Towson University Department of Computer and Information 
Sciences 

● Required Course for:
● Computer Science 

● Cyber Operations Track (CAE-CD and CAE-CO)

● Software Engineering Track

● Information Systems
● Business Track

● Data Analytics Track

● Interface Design Track

● Systems Track

● Information Technology 
● Network Security Track

● Data Management and Analytics Track 
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Course 
Structure

● Hybrid 15-week Course
● 75 minutes of synchronous instruction per week
● 75 minutes of asynchronous instruction per week

● Prerequisites
● Sophomore standing in major or minor 

● Topics Covered
● Cyber Law and Policy
● Cyber Warfare

● Network Security 
● Social Engineering
● Software Supply Chain
● Risk Management 

● Incident Response 
● Digital Forensics 
● Cryptography
● Cyber Careers 
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Cyber Careers 
Lesson

● Learning Outcomes: 
● Compare various work roles within cybersecurity.
● Analyze the tasks expected of a work role and align those with 

your own skills.

● Explain the skills and knowledge required of a specific 
cybersecurity work role.
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Try Cyber 
Challenges
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Additional 
Resources

https://security-injections.clark.center/Interdisciplinary-Intro_to_Cyber.html
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Additional 
Resources

https://niccs.cisa.gov/
workforce-
development/nice-
framework
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Student 
Feedback ● Learning Outcomes: 

● Compare various work roles within 
cybersecurity.

● Analyze the tasks expected of a work role 
and align those with your own skills.

● Explain the skills and knowledge required 
of a specific cybersecurity work role.
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Lesson 
Available on 
CLARK

https://clark.center/details/pzalep1/09ae8f70-4b6d-46b9-b4bf-ce4f2bbc5867/0
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