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Cybersecurity Threats are no longer Just Theoretical

Attackers May Be Coming for Your Plant. Time to Tighten Cyber Defenses.

BY ANDY GREENBERE SECURITY APR 17, 2824 6:88 AM

/7 Hackers Linked to Russia’s
Every “Thmg’ Everywhere All at Once Military Claim Credit for

nizalion's inyentodthat is ngfat@amated for and protected is a potential attack vector that an attacker can use to gain access -
~ Sabotaging US Water
<O Utiliti

ThesWater@nd wastewater sectors are targets for a variety of cyber attacks. Some simple measures can go a long way to protect critical ¢

‘

or mov detectcd

Cybersecurity

US warns hackers are carrying edt : sborn, a group
Kremlin’s Sandworm unit, is crossing lines even that

a tta C kS 0 n Wate r Syste m S mUn l.‘ notorious cyberwarfare unit wouldn’t dare to.

Cyber Army of Russia Reborn, a group with ties to the

Russia-linked hackers claim People's Republic of €hina State-Sponsored Cyber
cyberattacks on U.S., French and Actor Living off the [afdi6 EVade Detection

Release Date: May 24,2023 Alert Code:AA2381445

Polish water utilities y US/
{ 1~

Arkansas City water treatment facility hit by

cyberattack Russian hackers breached, sahotaged Texas water treatntent
While disruptions are limited, the attack on the water treatment facility highlights how p Iant’ GYh er fl rm says

the critical infrastructure sector remains a popular target for threat actors.
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What is Cybersecurity?

C%ﬁe rity s the art of protecting networks, devices, and data from

unauthor or.criminal use and the practice of ensuring
confidentiality, | ri®8 availability of information.

muﬁl}‘y
-- Cybersecurity and Infrastructure ec@ ency (CISA)

What’s missing in this picture? = & Cyber-Informed

3 e Engineering
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Cybersecurity is not just about data and networks

(F.COLOMIAL PIPELINE WAS ° ! :
PURELYEN T SECURITY EVENT Ransomware attacked business data

on an IT network

'/)I)wa)cir, ipeline operations were

curtailec{

I
V.
WHY DOES IT KEEP.COMING UP * Why? n?pO S/.L/ /77

AS AN OT SECURITY.GASE STUDY?

Joe Slowick, MITRE

. Cyber-Informed
Engineering
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Operational Technology vs Information Technology

LOGICAL CONTROL OVER DATA ONLY PHYSICAL CONTROL OVER ‘THINGS’;
CONCERNED WITH PROTECTION OF CONCERNED WITH PROTECTION OF
DATA-AT-REST / DATA-IN-MOVEMENT ;. OPERATIONAL PROCESS - NOT DATA

<4

o RATE NETWORK

2025 O

Confidentiality
Integrity
Availability

External
Applications
and Services

SITE/PLANT NETWORK

Safety
Reliability
Performance

External
Applications
and Services

NETWORK SWITCHES
FIREWALLS
ETHERNET CONVERTERS
SIEM APPLIANCES

1PS/IDS APPLIANCES
IoT/I1oT/EMBEDDED DEVICES

INFORMATION
PROCESSING

CIA TRIAD

CORPORATE DATA ONLY s

Sponsored by DOE CESER and performed by Idaho National Laboratory and the National Renewable Energy Laboratory

LOGICAL | PHYSICAL y
DATA ONLY | PROCESS ONLY p O R
INFORMATION FOR PHYSICAL . S/
PROCESS CONTROL PROCESSING ssinfracritical ,77
Rev. 4 - 31-Mar-2022
CIA / AIC TRIAD SRP TRIAD

) PROCESS CONTROL ONLY - NO DATA
PROCESS DATA ﬁ PROCESS DATA — CONFIGURATION INFORMATION

http://icsmodel.infracritical.com/
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Cyber-Informed Engineering (CIE)
20 design decisions and engineering controls to

iminate Citi ate avenues for cyber-enabled

attack. 05
* CIE offers the opp ityto engineering to
eliminate specific harmfu ré throughout
the design and operation lifecycle, r d
!
cybersecurity controls after the fact. /7

A
L

* Focused on engineers and technicians, CIE provides a
framework for cyber education, awareness, and
accountability.

* CIE aims to create a culture of security aligned with
the existing industry safety culture.

Cyber-Informed
Engineering
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National CIE Strategy

2 jDirected by the U.S. Congress in the Fiscal Year 2020 National Defense

?r' ation Act
R line CO@ concepts ENERGY | ey, Enery seauty

» Defined e moperational, and organizational principles

National Cyber-Informed

Engineering Strategy
engineering

Q from the U.S. Department of Energy
 Five integrated pillars offer recomm d@? incorporate CIE as a
S

common practice for control systems engin g ®
* Intended to drive action across the industrial base stakeho fr nt, owners
and operators, manufacturers, researchers, academia, and training tapda

rds e
organizations y

» CIE has been named in the National Cyber Strategy and the National Cyber
Strategy Implementation Plan and in the report on cyber-physical systems
by the President’s Council of Advisors on Science and Technology

https://www.energy.gov/sites/default/files/2022-06/FINAL%20DOE%20National%20CIE%20Strategy%20-
%20June%202022 0.pdf

« Placed cybersecurity/con ider@at the foundation of control systems design and

* DOE issued the National CIE Strategy June 15, 2022

Cyber-Informed
Engineering
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https://www.energy.gov/sites/default/files/2022-06/FINAL%20DOE%20National%20CIE%20Strategy%20-%20June%202022_0.pdf
https://www.energy.gov/sites/default/files/2022-06/FINAL%20DOE%20National%20CIE%20Strategy%20-%20June%202022_0.pdf

Pillars of the National CIE Strategy

o N A N\ TS A TR 4
,1'»" N 5 - < MR T Wﬂ?fd\rﬁg_f‘
4 K2
n_ﬂQ , / ;
P I N "X
\ \ ' a7 |;f >

Education D » eloyment

Embed CIE Build the body

into formal of knowledge

education, by which CIE
training, and is applied
credentialing to specific

implementations

Infrastructure

Infrastructure

Conduct R&D

and develop

industrial

b ild
important | o

critical infrastructu / U
infrastructure systems and ,)7
emerging
technology

Cyber-Informed
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CIE Principles

PRINCIPLE KEY QUESTION

How do | understand what critical functions my system must ensure and the undesired
consequences it must prevent?

How do | implement controls to reduce avenues for attack or the damage which could
result?

Secure Information Arc ure ( '\ How do | prevent undesired manipulation of important data?

Design Simplification

Layered Defenses

Active Defense

Interdependency Evaluation

How do | understand where digital asséts are dsed,

Digital Asset Awareness ,
8 and our assumptions about how they work?

Cyber-Secure Supply Chain Controls How do | ensure my providers deliver the security we need?

Planned Resilience How do | turn “what ifs” into “even ifs”?

How do | manage knowledge about my system? How do | keep it out of the wrong

Engineering Information Control
& & hands?

Cybersecurity Culture How do | ensure that everyone performs their role aligned with our security goals?

Cyber-Informed
Engineering
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OK, But How Do You CIE?

pavanes e~ e

*  Purpose/Goal
*  Unacceptable Losses Initial Security

62443-1-3

6244314

. Requirements
System security IACS securiy ifecycle el Constrail
conformance metrics and use-cases =
oo“e“ < Refine and Iterate ’
& GOVERN Architecture Analysis
6244325 ‘Model Elements.

Security P
requirements for IACS

ion guidance
for IACS asset owners

Security

asset owners NIST . Constraints
Cybersecurity and Restraints
Framework

T

Increasing

Level of
Detail

System security

Securty risk assessment

nd wystem design requirements and * | Process Model Descriptions |
sscurty levels * | Process Model Variables (PMVs) Security
: e + | PMV Values Specifications

Causal Scenarios [Provide V&V of Process]

62443-4-1 6244342

Technical security
for IACS
components

https://gc ing-the-i dard:

ps: ineli i i 10.1002/}.2334-5837.2021.00839.x

i Failure Analysis
) & Risk

Risk Mitigation

Secure product
lifecycle
requirements

Cyber PHA

A proven method to assess
industrial control system (ICS) ‘ .

cybersecurity risk STEP3 f" E' 4 \ .'TE? STEP 6

Planningand ' Structure Function Failw B, (oo
Preparation Analysis Analysis Analys?s LU Jptimization

9

PHASE 1 PHASE 2 PHASE 4
Consequence-

Based Targeting Cybersecurity

Documentation

Determine the
adversary’s path to
achieve the highest
impact effects and
what information is
required to achieve

those goals.

Gather information
and identify paths and
interdependencies
between critical
processes, defense

systems, and
components.

Seta clear focus on the
risk management
framework to select
operations that must
not fail and associated
attack scenarios that
could bring them down.

Remove or disrupt the
digital attack paths as
fully as possible.

linkedin. ha-perfe hni " fety-sis-ki b

Cyber-Informed
Engineering
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Water Booster Pump Station



Water Booster Pump Station

Pressure Gauges

o~

.
e ‘ / ‘\

[ ~
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' \
1
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'

Pressure

Transducer ‘ I I

U
Dry Well Switch r ! m

Water Booster Pump Station Archives App4Water

Control

Food S /.(/ ,h

Cyber-Informed
Engineering

N ) Mo

Chlorine Tank

https://bmxlovesk.xyz/product details/13200675.html
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https://bmxlovesk.xyz/product_details/13200675.html

Water Booster Pump Station

025 Cloud-based
& Booster Pump Station . .
monitoring and
control

Pressure Gauges

- [
-~

L Symp,

Panel .
- Siy

Cyber-Informed
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Pressure
Transducer
'

Dry Well Jwitch

b

Water Booster Pump Station Archives App4Water

https://bmxlovesk.xyz/product details/13200675.html
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https://bmxlovesk.xyz/product_details/13200675.html

Cyber Solution Review

osControl System Software has a qualifying secure development
lifecycle:
« Very.matdre demonstrated processes
* Provided SBOM
« Component infrastcucture,is up to date
« Mature vulnerability release proeess — with regular patches
« 24/7 Support availability

 Cloud provider is reputable and qualified
« SOC Type 2 and Fedramp (if needed), great physical security
« Very mature, experienced in hosting critical infrastructure services
 Demonstrated response and restoration capabilities

Cyber-Informed
Engineering
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IT Installation Review

o/ Network entry point has standard security package

» Monitoring and logging traffic on this interface according to
standard practice
* Logging interfaces with,organizational logging system
* Traffic in and out is encrypted between the cloud provider and
the internal network boundary

Cyber-Informed
Engineering

Sponsored by DOE CESER and performed by Idaho National Laboratory and the National Renewable Energy Laboratory



Goal 1 -
Use CIE to Improve Energy Sector Cyber Resilience

20 orting Tools:
trat - https://www.energy.gov/sites/default/files/2022-06/FINAL DOE National CIE Strategy - June 2022 0.pdf

@a jon Guide - https://www.osti.gov/biblio/1995796

» Benefits ti ethodology - https://www.osti.gov/biblio/2480936

« Targeted R&D Gui for/CIE Principles - https://www.osti.gov/biblio/2448074

» CIE Guidance to Defeat Sys ional Technology Weaknesses - https://www.osti.gov/biblio/2481275
» Web-based Implementation Guide - m/mlguy/CIE/releases/tag/vlz 2.4.0

« CIEMAT - CIE for Microgrids Tool - https://gi : b/€IEMAT/tree/main
« CIEBAT - CIE for Battery Energy Storage Systems ub.com |daho|ab/C|EBAT/tree/mam

« Cyber-Informed Engineering Workbook: Substations - https://www.osti.g8
» Cyber-Informed Engineering Workbook: ADMS - https://www.osti.gov/biblio/2

Strategic Alignment: / U /’)7

Current Future

Awareness [Developmen
SVEopmENt Infrastructure | Infrastructure

Cyber-Informed
Engineering
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https://www.energy.gov/sites/default/files/2022-06/FINAL%20DOE%20National%20CIE%20Strategy%20-%20June%202022_0.pdf
https://www.osti.gov/biblio/1995796
https://www.osti.gov/biblio/2480936
https://www.osti.gov/biblio/2448074
https://www.osti.gov/biblio/2481275
https://github.com/inlguy/CIE/releases/tag/v12.2.4.0
https://github.com/idaholab/CIEMAT/tree/main
https://github.com/idaholab/CIEBAT/tree/main
https://www.osti.gov/biblio/2315001
https://www.osti.gov/biblio/2448237
https://www.osti.gov/biblio/2453879

Goal 2 -
Teach CIE Principles at Leading US Engineering Universities

2 Q@Sg Deliverables:

urricu d - https://www.osti.gov/biblio/2478665
 CIE Quarte is Cyber-Informed Engineering? - https://www.youtube.com/watch?v=P4dpA7-vjig
 CIE Presentatlon Wa o) ter Station - https://www.osti.gov/biblio/2447693

* CIE Workbook: Water Booster P - https //www osti.gov/biblio/2371031
* Engage Universities to Integrate Currlc port) https://www.osti.gov/biblio/2478666

Strategic Alignment:

Un/f
V Sy Pos;,
m

Cyber-Informed
Engineering
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https://www.osti.gov/biblio/2478665
https://www.youtube.com/watch?v=P4dpA7-vjig
https://www.osti.gov/biblio/2447693
https://www.osti.gov/biblio/2371031
https://www.osti.gov/biblio/2478666

Goal 3 -

Incorporate CIE into International Digital Design and
2 Engineering Standards

g@g Werables:

« CIE Reqw amework - https://www.nrel.gov/docs/fy250sti/90317.pdf
* Tool for AppIy| g Cl icality Levels - https://www.osti.gov/biblio/2480935

* CIE Validation Methods - HAttps ti.gov/biblio/2480931

[ ] L] .
Strategic Alignment: ] ] Un f
Awareness Development lnfrzz;i'gure lnfrcE:tt:’Jt:eture ylh D

Cyber-Informed
Engineering
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https://www.nrel.gov/docs/fy25osti/90317.pdf
https://www.osti.gov/biblio/2480935
https://www.osti.gov/biblio/2480931

FY-24 Goal 4 -
Conduct CIE Outreach and Grow the Community of Practice

2 Qg’gtcome Achievement of regular and consistent outreach and robust

gwnh key stakeholder groups to accelerate implementation

Supporting
* CIE Outreach

e 22 conference presentatlons p m hops
* Support CIE COP and Working Groups b
* 290 COP members Un/ a .’-  |

Strategic Alignment:

e 3 Working Groups met 32 times
* CIE Success Stories

nnnnnn Cyber-Informed

20 _ . #Y¢ Engineering
Sponsored by DOE CESER and performed by Idaho National Laboratory and the National Renewable Energy Laboratory




2025 C,(I
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What's Ahs&dfes, CIE:
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FY-25 Goal 1 -
Use CIE to Improve Energy Sector Cyber Resilience

utcome: Contlnued engagement to apply CIE to critical energy systems being deployed on the
5 lly the systems and supply chains of systems being added to the grid to serve new
nctions creating and updating tools and guidance to aid those applying CIE. Additionally,
engagement ﬁ) rch, development, and deployment programs desiring Cyber-Informed
Engineering integrati

Supporting Deliverables: CO ,)7

» CIE Adoption Pathway

» CIE Procurement Strategies

* Cyber-Informed Sensor Placement

« Engineering Controls Database

* Model-Based Systems Engineering

» CIE for Process Control and Optimization
» CIE for Process Automation

» CIE-Based Control and Optimization
Algorithms

» Cyber Conservative Operations
« CIE Engagements with Asset Owners

tegic Allgnment

| Infrastructure | Infrastio tu fe

Cyber-Informed
Engineering

22
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FY-25 Goal 2 -
Teach CIE Principles at Leading US Engineering Universities

2 @z utcome: Expand work with universities and educational
o add CIE into the engineering and technical

Currlcul Aﬂe US universities and to develop an initial
capabillity for mpetltlon to apply CIE to engineering

infrastructure. /77
Mg,

Supporting Deliverables:
 CIE Curriculum Advancement
* CIE Centers of Academic Excellence

* Professional Engineers (PE) CIE
Enhancement

* Lab-Based Assessment Use Cases for CIE-
Based Mitigation Strategies

* CyberForce-Style CIE Student Competitions

. wnC Cyber-Informed
Engineering

Sponsored by DOE CESER and performed by Idaho National Laboratory and the National Renewable Energy Laboratory



FY-25 Goal 3 -
Incorporate CIE into International Digital Design Standards

2 @?&tcome: Continue collaboration with standards organizations to build

t tandards that guide the development and deployment of
secure e ructure with the goal of publishing white papers,
examples, and in@l&accreditation bodies to add CIE into

engineering. m
Supporting Deliverables: ] ]
e Advance Integration of CIE into Existing
Standards
e Establish CIE Presence within Governing
Bodies of Standards
e CIE Standards Case Study White Paper
e CIE Standards Quick Start Guide
* Process Hazard Analysis and CIE Awareness [lDevelopment
* CIE Requirements Analysis Use Cases

tegic Alignment:

Future
~  Infrastructure

nnnnnn Cyber-Informed

24 “9¢ Engineering
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CIE COP and Working Group Purpose

<
OQSCAEC
OJa

Cyber-Informed Engineering COP

Quarterly

11 AM ET on the 2nd Wednesday of January, April, July, and
October

Multi-stakeholder team to aid the translation
of CIE into technical requirements that can
inform guidance, practices, and standards

development

Email CIE@inl.qov to request membership to any or all

CIE Standards WG

Monthly into engineering and
1st Wednesday, 9 AM MT /11 AM ET

Support integration of CIE

cybersecurity standards

. Develop curricula and
CIE Education WG materials that integrate

Manthlv CIE principles into

3rd Wednesc -y, 9 AM T / 11 AM ET engineering degree
programs

CIE Implementation WG

Monthly
4th Wednesday, 9 AM MT /11 AM ET

implementi%
and an open-source library

of resources

Cyber-Informed
Engineering
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