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Q ersecurity Curriculum Task Force (2021 — 2024)
ork completed

O tl o e n?d curriculum
Utliine .
e Cybersecurity LU ask Force 2.0 (2024 — 2027?)

e Work initiated S

® Opportunities
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e Towson University - Sidd Kaza, Blair Taylor
e Rartland Community College - Cara Tang
@i tes Naval Academy - John Doherty

Task Force e Cedarvi m ity,- Seth Hamman

e Coastline College - Tobi jy

e Metropolitan State University -\Ss

e University of New Haven - Tirthankar G
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Catalog and create high-quality and
vant curricula on emerging cyber
pmg to curricular and

workforc /?es and make them

freely available.

https://cyberedtaskforce.org
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(multiple cycles)
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250

Reconnaissance

1300+ m°
learning 50
objects )
25 topics

3000+ Q?o@j

resources
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® Industry focus groups

oSuyvey to identify top knowledge & skills in each area

@l resistant cryptography

Gap Ana |y5|s ® Au If—dnvn:g vehicle security
® Zero trust Q[I

e Software supply chai M S

® Ransomware y']

b d
8 rausicn Detecsan arc Reacores
-
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e Several rounds of proposals funded
<M§bwith a 1-year timeline
o Mi

e Technical amu a ﬁ'ew
e Available on CLARK _l/ SJ/

o Sl Um



Institutions

Funded
(Over 600K
Awarded)
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Topics

CAE

CAE/ 5
¥V 4 INCYBERSECURITY
COMMUNITY

® Zero trust security

® Ransomware

e Quantum Resistant Cryptography
oftware Supply Chain Security

e Security for®

e Autonomous and Co({ ehi

® DevSecOps and Secure SoftwaiJ}e S

e Autonomous Vehicle Security %p

e Medical Device Security O

e Ransomware: Prevention, Detection, and Recovery /77



All
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Available on
CLARK
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&b Part of the NSA NCAE-C Initiative collection

Zero Trust Security
Last Updated 9/5/23

Course

857 Parent of Zero Trust Architecture in Government Networks. +9 more

Descripti

This course will ex chitecture. Students will learn the underlying concepts of zero trust. Students will learn U o

—

U .f Y > €
Learning Outcomes / CLARK
O Define zero trust principles
No Mappings pped OutE@mes
[} Configure a zero trust architecture 0 m
< Mapped Outc:
No Mappings
) Manage a zero trust architecture 0 4
A No Mappings Mapped Outcomes
Analyze the different aspects of zero trust 0
No Mappings Mapped Outcomes
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e Towson University — Sidd Kaza, Blair Taylor, Mahnaz
Moallem

e Portland Community College — Cara Tang
Un States Naval Academy — Dennis Diaz, John

e Cedarville Méla} eth Hamman

e Coastline College — é

e Metropolitan State University em
e University of New Haven — Tlrthankarfz?

O .
® Tennessee Tech — Maanak Gupta S/Um

e University of Arizona — Paul Wagner
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Create high-quality and relevant
cula on emerging cyber topics,

|nc Jmﬁ and Secure Coding,
mapped to and DCWF

frameworks and wIedge
Units, and make them f Hable
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® Broaden the work of Taskforce 1.0
e Build on successful foundation and processes

e |[dentify additional high-need areas

oévelop and share high-impact curricula
o

eate and distribute high-value curricula in Al, Secure Coding,
r critical areas

Framework e Ensure re e&)@ﬁoﬂ istency with learning sciences

research

® Review and update mateZJs/ S
® Incorporate instructional design besmﬁ

e Foster collaboration with existing initiativ

|
e Enhance the impact of resources and initiatives like CLA§I{U/77

Competency Constructor, and NCyTE
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® Gap Analysis Subcommittee
e |dentify gaps with CAE KUs and NICE & DCWF frameworks

OCnstruction Subcommittee

velop new curricula in Al, Secure Coding, and at least 2

cs identified by gap analysis
Organ 1zation o Instructlonm mittee

e Work with currlcul ensure research-based
learning science and des re applied

e Faculty Development and Dlsseml mittee
e Faculty development workshops, currlculum 55

dissemination on CLARK, etc. S/Um




Curriculum Taskforce 2.0
Coalition leads (6 four-year CAEs, 2 CC CAEs)
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Gap Analysis
Includes reconnaissance and in-take leads for
CLARK

: 2

Curriculum Construction

Collaborative Curriculum Projects \|

Secure Coding h Other NCAE-C Other NCAE-C
Including Faculty Curriculum Curriculum
Workshop Project Project

1
1
The taskforce will work with other |
curriculum projects in the community to

Organization ——

)

Instructional Design ]

4

Faculty Development and Dissemination

Curricular Dev ] [ Curricular Pilots ]

Workshops

[
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‘Ini%' ing processes and collaborations for curriculum in
e ipg and Al

e Initiating gap*angdl

e Relevance - micro gran!ld/up@iicurriculum

Work So Far
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e Watch for opportunities as emerging high-need,
IB3h-impact areas are identified and curriculum

‘@)’ﬁ are sought
Oppo rtun ities e Watch for amlopment or pilot opportunities

with new curric /

e Watch for completed currJﬁuSJb) ublished on
CLARK /57
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