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Introduction 
& 

Background

- Critical infrastructure (power grids, industrial 
networks) faces cyber threats beyond the 
internet.

- Air-gapping and segmentation are common 
security measures, but adversaries exploit non-
internet methods.

- Dormant malware can be remotely activated via 
wireless channels like GPS, AIS, and RF signals.

- Case studies show real-world attacks exploiting 
these vulnerabilities.
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Remote 
Activation 
Techniques

Attackers exploit wireless technologies to trigger 
dormant malware.
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System 
Firmware

System firmware processes wireless 
inputs, but poor coding practices 
create vulnerabilities that attackers 
can exploit. Weaknesses like buffer 
overflows and improper exception 
handling can enable malware 
injection. Attackers may also use 
insider threats and portable storage 
devices to compromise firmware 
security.

The corruption of the system 
firmware involves two key elements:

• The activation logic

• The payload: 
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Case 
Studies: 

Real-World 
Attacks

AIS Spoofing in 
Maritime Vessels:

- Attackers use AIS 
signals to trigger 
malware onboard ships.

GPS-Based Power Grid Attack:

GPS spoofing disrupts time 
synchronization in power 
grids.

- Leads to power instability 
and potential blackouts.
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