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Web Server – 
The Beating 
Heart of The 
Internet
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PHP-Based 
Web Servers
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Vulnerable 
Web Servers 
– Significant 
Threats

Source: Wordfence
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https://www.wordfence.com/learn/how-to-prevent-file-upload-vulnerabilities/


Vulnerability 
Detection

Challenges

• Complexity

• Syntactical Variety

• Emerging Vulnerabilities

The development and deployment of vulnerability detection 
solutions often fall behind the discovery of new vulnerabilities. 
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Goal

To design a framework for the agile 
development and deployment of 
server-side PHP web programs. 
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Framework

PHP Programs

Graph Models

UChecker
(DSN'19)

UQuery
(CNS'24)

Step 1
Graph 
Generation

Step 2
Building 
Applications

UFuzzer
(CNS'24)
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Framework

PHP Programs

Graph Models

UChecker
(DSN'19)

UQuery
(CNS'24)

UFuzzer
(CNS'24)

Security-Oriented

Semantic-Focused

Intuitive
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Generating 
The Graph 
Model

PHP 
Source 
Code

Abstract 
Syntax 
Trees

Graph ModelParser
Symbolic 

Interpretation
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An Example

“../…/upload/”$_FILES “newfile”

array_access

array index

array_access

“tmp_name”

arrayindex

“name”

array_access

index

move_uploaded_file

src
dst

concat
2nd

1st

is_writeable

arg

$dir

$fName

$Reachability

$API
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UQuery 
(CNS'24)

PHP Programs

Graph Models

Detecting 
Unrestricted File 

Uploads

Detecting 
Information 

Leakage via Race 
Conditions

Neo4j – Graph Database

UQuery
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UQuery 
(CNS'24)

PHP Programs

Graph Models

Detecting 
Unrestricted File 

Uploads

Detecting 
Information 

Leakage via Race 
Conditions

Neo4j – Graph Database
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UQuery 
(CNS'24)

PHP Programs

Graph Models

Detecting 
Unrestricted File 

Uploads

Detecting 
Information 

Leakage via Race 
Conditions

Neo4j – Graph Database
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UQuery 
Detection 
Results
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UQuery 
Detection 
Results
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WP 

Demo 

Buddy

Uvdesk

Two Vulnerable PHP Applications With Potential 

Information Leakage via Race Conditions
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UChecker 
(DSN'19) 
&
UFuzzer
(RAID'21)

PHP Programs

Graph Models

Z3 Sovler

Exploitation 
Constraints

Fuzzing 
Harness

Local PHP 
Runtime Env.

UChecker UFuzzer
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UChecker 
(DSN'19) 
&
UFuzzer
(RAID'21)
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Potential 
Impacts on 
Cybersecurity 
Education

- Education Modules - Foundation Level
o AST-Based Program Interpretation
o AST-Based Symbolic Program Interpretation

PHP 
Source 
Code

Abstract 
Syntax 
Trees

Graph ModelParser
Symbolic 

Interpretation

18

2025 CAE Community Symposium



Potential 
Impacts on 
Cybersecurity 
Education

- Education Modules – Program Modeling
o Graph-Based Program Modeling

▪Abstracting away syntactical variances
▪Model control and data flows

PHP 
Source 
Code

Abstract 
Syntax 
Trees

Graph ModelParser
Symbolic 

Interpretation
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Potential 
Impacts on 
Cybersecurity 
Education

- Education Modules – Security Applications
o Taint Analysis Using Graph Queries
o Generating Exploitation Constraints
o Regenerate PHP Code from Graph Models for 

Light-weight Fuzzing

PHP Programs

Graph Models

UCheckerUQuery UFuzzer
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Potential 
Impacts on 
Cybersecurity 
Education

- Education Modules – New Applications
o AI-Enabled, Security-Oriented Graph Analysis

PHP Programs

Graph Models

UCheckerUQuery UFuzzer
GNN-

Based?
LLM-

Based?
Seq 

Analysis?
…...
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END

Junjie Zhang

PoC, CAE-CD, Wright State University

junjie.zhang@wright.edu

Thank you!
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