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Growing Attack Surface and
Cybersecurity Risks -



Estimated Cloud Attacks Over the Years (Based on Reported Trends)
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StationX (2025), Statista (2024), StrongDM (2025)
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The Cloud Security Landscape

Shared Responsibility Model

Defining the Shared Responsibility Model
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The Cloud Securlty Landscape

Key Security Challenges in the Cloud

* Visibility and Control Over Cloud Assets

n?cjiicprlty and Compliance Risks

AP] Sec([}/gnd Cri/y Chain Risks
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Cloud Threats

e Ransomware
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Emerging Cloud Security Threats
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Extensive discovery
via living-off-the-
land binaries
(LOLBins)
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Installation of remote

N\

monitoring and
management tools
(RMMs)

Installation

Pivot to doud
environment via Entra
Connect account
compromise or cloud
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Cobalt Strike for
lateral movement
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Tampering with
security product
through Group Policy

Creation of backdoor
using federated
domain
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Data exfiitration via
renamed Rclone

Object (GPO) policies
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Embargo ransomware
deployment through
GPO / scheduled task
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https://www.microsoft.com/en-us/security/blog/2024/09/26/storm-0501-ransomware-attacks-expanding-to-hybrid-cloud-environments/
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Emerging Cloud Securlty Threats

Types of Insiders

 Malicious Insiders

Unlf;hgent Insiders
e . J/ogj/nmders
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APIs and Supply Chain
Vulnerabilities

SUPPLY CHAIN |

' 3 ‘ SUPPLY CHAN

Emerging Cloud Security Threats
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Cloud Forensics Challenges
CLOUD t—ORENSICS
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WAV R L E R for Cloud Security & Forensics

. AIQ@M??;‘ Incident Response
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SO F @ - Al for Assisted Logﬂﬁtj}z @vidence Collection

» Al Cloud Forensic Integrity ymﬁOS/.
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Threat and Anomaly Detection

Machine Learning for Anomaly Detection

Al powered anomaly detection systems analyze large
datasets in real-time to identify deviations from normal
behavior.

Detecting insider threats
Detecting data exfiltration
Detecting unusuai access patterns

User and Entity Behavior Analytics (UEBA)
Al monitors user activitics, fiagging suspicious behavior.
Unauthorized access attempts
Abnormal data transfers




Automated Incident Response

Al- Driven SOAR (Security Orchestration, Automation, and
Response)

Automates threat investigation and response workflows,
reducing the time required to contain cyber incidents

Chatbots and Al Assistants

Al powered forensic assistants help investigators query
logs and identify critical data quickly




Cloud Log Analysis for Forensic
Investigations

Log Parsing and Correlation
Al automates the analysis of cloud logs from platforms.
AWS CloudTrail Logs
Microsoft Azure Logs
Google Cloud Logs
identify and correlate between anomalies and suspicious

actvity
Natural Language Processing (NLP) ior Log Analysis

Al interprets vast amounts of security i0gs, enabling
forensic analysts to quickly identify attack patterns




Ransomware Detection and
Mitigation

Al Based File Integrity Monitoring

Al detects abnormal file changes that indicate
encryption attempts by ransomware

Autornated Ransomware Response

Al driven response mechanisms isolate infected
workloads and initiate recovery processes




Al Integration for Cloud Security and Forensics

Al-based Encryption
Automated Auditing

w for Intrusion Detection

cces. ﬂwit Compliance & Governance

Al-driven Malware Analysis

Log Analysis with Al

Forensics
Al for Regulatory Compliance

Behavioral Analysis
eal-ti nomaly Detectio
K Os/

\ — Al=drivenForensic Investigation

Predictive Analytics

Incident Response
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Digital Evidence Collection Automated Threat Response
Cloud Data Integrity Monitoring




Key Benefits of Al in Cloud Security and Forensics

l»*  Faster threat detection and response

A oL ated compliance and auditing

/

Q. Improved aécuracyninforensic investigations

& Stronger data protection and'e m
_ v
I Reduced manual effort and operational costs
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