
AI-driven collaborative 
learning and ethical 
reasoning in 
NCAE Co-Op centers 

Ran Hinrichs

Professor of Practice, Norwich University

2025 CAE Community Symposium



2025 CAE Community Symposium



2025 CAE Community Symposium



How AI is transforming 
cybersecurity training

Assess: CyberGEN.IQ 

Assign: NIST/NICE roles

Customize: Content/Feedback  

Track: CyberWallet

Visualize: VR
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HOW IT WORKS
Assessment focuses on five key cerebral areas:
● Critical thinking
● Deliberate action
● Real-time action
● Proactive thinking
● Reactive thinking

Maps to four domains of cybersecurity:
● Offensive operations
● Defensive operations
● Analytics and forensics
● Design and development

Domains mapped to NICE Framework Work Roles

Assess

Assess
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Assign Work Role
Click on any of the below links to visit the 
NICE Framework Work Role Page:

All Source-Collection Manager

All Source-Collection Requirements Manager

Partner Integration Planner

Cyber Operator
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https://niccs.cisa.gov/workforce-development/nice-framework/specialty-areas/collection-operations
https://niccs.cisa.gov/workforce-development/nice-framework/specialty-areas/collection-operations
https://niccs.cisa.gov/workforce-development/nice-framework/specialty-areas/cyber-operational-planning
https://niccs.cisa.gov/workforce-development/nice-framework/specialty-areas/cyber-operations


Customize
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Baseline + AI
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EDUCATION&CERTIFICATION
Industry Certifications

Over 300,000 certified members

© 2024 EC-
Council

EC-Council + AI
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Ethical Reasoning
IBM Debater AI

 Virtue ethics, utilitarianism, deontological ethics

Delphi AI 

 University of Washington Allen Institute

 Provides moral guidance

Stanford’s Ethical AI Simulator

 Models ethical dilemmas, explore consequences

 VR or gamified environment

 

These models 
help train 
cybersecurity 
professionals to 
think beyond 
technical 
responses and 
consider ethical 
consequences in 
high-pressure 
scenarios.
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TRACK
INTERACTIONS

PAGE VIEWS
KST COMPLETION RATES
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Micro-credentialing and 
Career Pathways
iQ4 Wallet

Credly AI Matching (Acclaim by Pearson)

 Match skills and certifications/employment

LinkedIn Skills AI

 Analyze job postings and in-demand cyber skills

ExtraHop AI (Security and Threat Intelligence)

 Detects real world cybersecurity threats

 Helps students train for real incidents
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Visualize The Future of Cybersecurity Education
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• AI can match cognitive strengths to NICE 
Framework roles.

• Learning paths can be adapted dynamically based 
on real-time performance.

• AI-driven feedback can refine weaknesses (e.g., 
initiating vs. responding).

• Virtual environments and peer interactions 
enhance practical training.

• Ethical reasoning modules can be personalized to 
strengthen decision-making.

Critical Thinking Exhaustive Responding Initiating Real-Time
ODAD Cumulative

Weighted
Cognitive Cumulative

Out of 500
Total Cumulative 

Score
% Cum/Tot

Percentile 

Rank

36.6 43.5 39.5 28 52.5 48 4 52 0.058 13

54 39.5 40 50.5 29.5 44 214 257 0.286 17

43 2.5 8.5 74.5 27.5 38 4 42 0.047 23

36.8 27 68 31 27 56 190 246 0.273 9

36.4 27.5 46 41 1.5 39 152 191 0.213 21

Research
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Community
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AI Driven Learning

Real-time adaptation

Ethical reasoning

Immersive training

Micro-credentialing

AI replaces one-size 

VR/AR enhances hands-on

AI simulates realpworl attack scenarios

Thank you!

Key Takeaways
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