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® Education Experience
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DPS in Computing Program (Current), Pace University
® MS, Information Systems, Pace University
® BS, Computer Science, Pace University

® Criminal Justice, Nassau County Community College
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1. Faculty-led Semester course

2. Graduate research students
1.  Work in small-groups and select a timely topic
1. Many groups are heterogeneous groups of students
2.  Research paper and research readings captains

A G rad uate C Wprk and collgct all aspects of the research project and deliver on

(bi)weekly deliverables to LMS

Resea rCh t Key iptervals of course, students incrementally transition their
findi imt Overleaf) with conference/journal template
Ca pStOne 4.  All data anaI y into LMS at key intervals
5. Final products of the Cotirs dataset aper, and
Course P p P

presentation

3. Graduate research students are optlonally ﬁ
Approved survey about the course at end of course
insights for the next iterations of the course and curricula
research.
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AVirtual Private Network (VPN) is a logical network that uses encryption
and tunneling to allow users to access networks privately and securely.

VPN usage has been increasing, with 46% of Americans usingVPN's in
Since \Qﬁ?’?s urity tools, it stands to reason that the VPN's
Abstract themselves sh A&? .

cure
tl/‘)/'
This analysis will explore and evﬂ{e t& rity of 27 VPN

u
applications based on their use of data y , loegging, random
number generators, and permissions.

! J
Applications will be analyzed by scanning their APK files wi ié/
Security Framework (MobSF). /77
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A 2024 study found that 46% of Americans use VPN's.

e This is a 7% increase from 2023.

The majority of VPN users are college-educated

Y ..

The largest age demioaraphic of VPN users are adults from the age of 45-60.

NordVPN is currently the mcst popular VPN, making up 27% of the market,
although many competitors exist.

The number of individuals who use paid VPN services and the number of
individuals who use free VPN's are roughly equal.

* VPN applications that monetize using advertisements and/or in-app purchases are consideret

e Paid VPN applications refere to those that charge either a one-time fee or a subscrip tioh £o Use ,77
"free".
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VPN Research (focus on
security)

alysis (focus on
mob.leé;ﬁ(/n,a/ S,Y
Mobile Application S&urity.

obile Applicatio @0@//(”77

ap ST. JOHN’S

¢ UNIVERSITY

CAE in Cybersecurity Symposium — CAE in Cyber Defense (CD) Track



Methodology

April 2025

Identification

- 7

>
Screening
| R

Eligibility

\ J

CAE

J IN CYBERSECURITY
COMMUNITY

PRISMA 2009 Flow Diagram

Mobile Apps Identified in searches:
Total Apps Retrieved (n=63)

Search Engines: Google Play & APKPure
Date: [ast search Sept 24, 2024
Search Terms: VPN, VPN Pro, virtual private
network, free VPN, Secure VPN

Apps Excluded 1% Round
Mobile Apps Screened (n=61)

First Round e
{n=63)

Exclusion #1 - Remove duplicate

applications
Apps Excluded 2" Round
Mobile Apps
Second Round
(n=61)
Mobile Apps Screened p e
Third Round = Exclusion #3 - Remove
(n=31) applications not in English Um
|
!

Final Apps Analyzed +

Synthesized “ ST JOHN’S
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MEthOdO|Ogy’ Category #1: Clear Text Traffic

Cateqory #2: Sensitive Information Logging

(BESt Practices Category #3: Insccure kN3

for bFr. _
DEVE|OperS) Category #4: Permissions

AN BN

Category #5: Exported Components
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jindings &

é 2 ; SC : VPN Application Risk Score with Vulnerabilities
* 96% (26 out of 27) of the VPNE

applications in our dataset were “
given a risk score of B by MobSF.

* One application in our dataset »
was given a risk score of C.

* The average numerical security )
score given by MobSF was about -
47.5/100. b

* MobSF identified an average of .

v
224 medlum and 39 hlgh b Android VPN Application Dataset l
vulnerabilities per application U
across our dataset.
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Percentage of Applications using Cleartext Traffic

Findings &
Results
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Category #3: Insecure Random
er Generators

0

Percentage of Applications that Implement
Insecure Random Number Generators

® Insecure RNGs = Secure RNGs
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Number of Android Permissions by Type

32

Findings &
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Permissions
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Exported
Components
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Static analysis is limited in scope
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Li m ita t i O n S MobSF does not use detailed descriptions.
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IMObSE reports provide little to no insight on the user
experiencelFor example, while MobSF lists an application's
permissionssthe transparency of said permisions can only be
determined by usifig the application.

na. I SThro

Future studies could elaborate on these findings.
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VPN applications have decent security, but there is room for improvement.

M gave the majority of applications a "B" rating. Noapplications
receiv "A" rating.

Nearly feations had the following vulnerabilities:
o Use of danger

;,é!\ ons,unrelated to functionality.
o Use of insecure ran ﬂigjje S&

o Logging of sensitive data

At the bare minimum, a VPN only requires acmr?prk related

functions, so many S
of these vulnerabilities are avoidable. /U,n

All data was collected with publicly available tools. Therefore, it stands to
reason that both threat actors and developers can easily learn of these

vulnerabilities.
CAE in Cybersecurity Symposium — CAE in Cyber Defense (CD) Track 1
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Total Citations: 33 CO Ensuring bibliography and analysis data quality is
. . - critical because:
ilenes ProOGhedTHge OF 6 2051 Ierbational Sympocium o ACSHEed U establishes credibility: Research backed by
,hf lity sources and data gains trust.
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