Addressing the critical
need for experiential
learning within
cybersecurity education

Paul Wagner & Rob Honomichl

University of Arizona




* IN CYBERSECURITY
COMMUNITY

Introductions

) - we—
Paul VWagner ,%ﬁomichl

University of Arizona Univ

e
paulewagner@arizona.edu thonomiCh|@arim@7




* IN CYBERSECURITY
COMMUNITY

The Consortium of Cybersecurity Clinics
e Established in 2021 (UC Berkeley, IU, MIT, University of

ama)

ecurity for the public good
Cybersecurity p idi mentlalcybersecurlty services
C|iniC e Serving our unities

e Prioritizing under- FESZJ nlzatlons

e 50 U.S. States by 2030
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Clinic Models
e Coursework o 8 .
e Campus Club SMALL BUSINESS)
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e Security Awa rené Q’f r@
e Risk Assessments _T; /h ,() .; H

e Penetration Testing
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Micro-credential / Badge

e Risk Assessment Modules (4) — 12 hours
e Cyber Risk and Vulnerability Assessment and
cument Review — 15 hours

nd Analysis — 10 hours
o Repo Zh tlon Preparation — 12 hours

e Report and Pr wery — 1 hour

CYBERSECURITY RISK & /U
VULNERABILITY ASSESSMENT

College of Applied
Science and
Technology
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Initial Results U of A

e 26 students
e 8 Clients (2 City, 3 non-profits, 3 SMB, 1Energy Co*)
épansion — 2 Community Colleges, 1 University

InltlalQJm dler USD
e 2 High Schools 4/ 58
e ~100 started Google Cyber yMI}ertlflcate

46 Clinic Participants
10 — 12 Internships at District
Expansion in Year 2




Regional SOC

Student-led

Regional Security
Op@b&nters
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Northland
Pioneer

North Region
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Department of Homeland Security Initiative

e Pima Community College / U of A
ClO Students from both cybersecurity programs
o

Reglonal ite Lead UA student (Clinic / RSOC)
Security o in March 2025
Operations o Statewide e??ness Grant Resources

e Multi-Factor Au 0 FA) — Thales

Center

Advanced Endpoint — Crowdstrike
Converged Endpoint I\/Ianage e njum

o
o
e Web Application Firewall (WAF) — Cloud /U
e Security Awareness Training (SAT) - Infosec |1Q /77
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e Arizona Cybersecurity Academy

e Expand Clinic Opportunities

e Skillbridge Veteran Training
Internships / Externships / Apprenticeships

o @6d Training Paths
What's Next? m’hu niA

Incident
Response

Risk and Vulnerability ; ]

Assessment
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Questions
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