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- Develop a practical cybersecurity toolkit by undergraduate
students using an educational framework

* Students learn and practice foundational cybersecurity concepts

ts learn to solve problems for applications in network
ics, system information etc

Stu

* Bridge the Oretlcal knowledge and hands-on

practice

- Use cybersecurity related pac es @
* Goal is for students to understand soluti Q?
cybersecurity problems, not to develop commerc

O.
compete with established cybersecurity tools /Um




Design:

Use a simple
menu-based
framework
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The toolkit consists of multiple modules that implement
cybersecurity concepts

Modules and options are connected through a simple menu-based
system

Easdy to understand and implement

RObust aciess many platforms (Windows, Linux, Android, etc)

Expandable

Use python and various'lildrgries relateekto cybersecurity

Main Menu

. Network Tools
. Forensics Tools
. Get Web Data
. Get CISA Data
. Utility Tools
. Quit Application
nter integer value of Menu choice (between 1 and 6):
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* Port Scanning

Q Integrity Check
hing and Cracking

Key Features * Meta da'ta]j

* Vulnerability assessqn J/

* Large file handling S.l/

* Accessing system information ,hpO
Sy
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Port Scanning using several techniques

Socket, Nmap, Concurrency

Network Tools Menu

. Port scanning using Socket

. Concurrent Port Scanning using Socket

. Port Scanning using NMap

. Return to Main Menu

nter integer value of Menu choice (between 1 and 4):

Port Scanning

Port Scanning Menu

. Add PortNumber, Add IP Address, Set Connection Timeout, Set LogTime Zone format

. View: PortNumber, IP Address, Connection Timeout, Port Scan lLog, Port Scan Log Time Zone
. Port Scan IP(s)

. Save Port Scan Log

. Clear PortNumber, IP Address, Connection Timeout, Port Scan Log

. Return to Network Tools Menu

nter integer value of Menu choice (between 1 and 6):'




Port Scanning
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NMap Scan IPs

Nmap scan variations

Start NMap TCP SYN-ACK Scan on Ports of IPs (unprivileged)
Sstart NMap TCP SYN (Stealth) Scan on Ports of IPs

Start NMap UDP Scan on Ports of IPs

Start NMap TCP Scan with 0S and version on Ports of IPs
Start NMap UDP Scan with 05 and veirsion on Ports of IPs
Start NMap TCP Null Scan on Ports of IPs

Start NMap TCP FIN Scan on Ports of IPs

Start NMap TCP XMas Scan on Ports of 1IPs

Start NMap TCP ACK Scan on Ports of IPs

. Start NMap TCP Window Scan on Ports of IPs
. Start Ping Scan on External IPs (unprivileged). IPs in CIDR notation

. Start Ping Scan on Internal IPs. IPs in CIDR notation.

. Start Ping ACK Scan on External IPs (unprivileged). IPs in CIDR notation.
. Start Ping ACK Scan on Internal IPs. IPs in CIDR notation.

. Start Ping UDP Scan on Internal IPs. IPs in CIDR notation.

16.
Enter integer value of Menu choice (between 1 and 16):.

Return to NMap Scanning Menu
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Port Scanning

* Concurrent Scanning and data collection

Concurrent Port Scan IPs Menu

1. Start Concurrent Scannning and disply to screen while Scanning
2. start Concurrent Scannning and Save to CSV while Scanning

3. Return to Concurrent Port Scanning Menu

Enter integer value of Menu choice (between 1 and 3):'
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4 Use jashing techniques to detect duplicate / tampered files

File Integrity

9. Compare two Files for Equality using Hashing

10. Get All Equal files in a directory using Hashing
11. Return to Forensics Tools Menu

Enter integer value of Menu choice (between 1 and 11]:'

Check




Password

Hashing and
Cracking
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* Use PBKDF2 (Password-Based Key Derivation Function), Argon2

and other techniques for secure password storage and cracking
experiments. PBKDF2 and Argon2 are both password-based key
@'vation functions (KDFs) used for password hashing

Password Cracker Menu

. Password Cracker Using SHA1 Hash
. Password Cracker Using SHA256 Hash

. Password Cracker Using Plain Text
. Display various hashes of a Password
Return to utility Tools Menu

Enter‘ integer value of Menu choice (between 1 and 5): I p O R
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Category: Linux (with salt):

Method Password Salt HshLen Rounds ¢Chk Hash

DES: GoJaguarsi23# 12 SIS True 12wMVT7QINCDM

berypt GoJaguars123# $2b$12%61 tqegDrjSwalz5UzDZyne6o True $2b$12%61 tfqegDrjSwalz5UzDZynePmnv6]INUQATET /HudOmXmdTq1x5qT0

SunMDsCrypt: GoJaguars123# 12345678 49 1000 True $mdS,rounds=1000$12345678%$$LsL8SVTOM3HLC1bFKjHW]/

MD5+Salt Hlib: GoJaguarsl23# 12345678 32 True bbagfe28fefda318ba771cc3et025666

MD5+Salt PLib: GoJaguars123# 12345672 34 True $1$12345678%YjzZnBASEdus9BLGZsZx10

SHA1+Salt Hlib: GoJaguars123# 12345678 49 True 12beeffo6Padedc56fab5c0206c1c136c7274564

SHA1+Salt PLib: GoJaguars123# 12345678 48 1000 True $sha1$1000$12345678%TEalWWr1kFH. ZGUT9BwW66NbNj8GMH

SHA256+Salt Hlib:  GoJaguars123# 12345678 64 True abeeBc61474a0096c1941bed9bdf9a373c3db2c76d1df38738bbcafaschdsafi

SHA256+Salt PLib: GoJaguars123# 12345678 67 1000 True $5%rounds=1000%$12345678%nR1jgsQDZmQAHqYTXre. 1n57kl tsGz2D4SQ42nxQ4a3

SHAS12+Salt Hlib: GoJaguarsl23# 12345678 128 True 71a6754163712443fdccath639e7620deec10592d78ba67273c48367c462e663eded1129451dbaeb259bT98f7af3520c1fabaes29d71 21 fa2bo24act
3c688458

SHA512+Salt PLib: GoJaguarsl23# 12345678 118 1000 frue $6%rounds=1000%$12345678$X1VMgMWSWHNGBHU/bSXTTOTXHAYU/KnNP3cQ4044CERGiWAgRW30sVMIZAk30bIUeXjIYL 2KSRp/03 . TO2mk41 .
APRIMD5+Salt PLib: GoJaguarsl23# 12345678 EY) True $apri$12345678%FihZ5.X0yfYdYTkjL2b7We

PBKDF2SHA1 Hlib: GoJaguarsl23# 12345678 64 1000 True 3c6fee2f52ef1e270b8bc648720ca7318c3d9979b742858dbce2021dd717fce2

PBKDF2SHA1 PLib: GoJaguarsl23# 12345678 52 10008 True $pbkdf2$1000$MT1ZNDU2NZg$PGOUL1LVHICL18ZTcgynMYwomxk

PBKDF25HA256 PLib: GoJaguarsl23# 12345678 75 1000 True $pbkdf2-sha256%10003MTIzNDU2Nzg$ jMQULT7poMCACDWaTPgLAqoUCBId762Z512gvj2vi2nM

PBKDF2SHAS12 PLib: GoJaguars123# 12345678 118 1000 True $%pbkdf2-sha512$1000$MTIZNDU2N7g$6y 19/ X6INSsY TwyAaQal jmPNdtr8FMpDs]/CUBGFhlaT4bdo/173dnHNs47amvaivu7s6RHlaxga/RDGaOTCQ
CTAPBKDF2SHAL PLib: GoJaguarsl23# 12345678 51 10008 True $p5k2$3e8$MTIZNDUZ2NZE=$PGOUL1LVHICLISZIcgynMYwomXk=

DLITZPBKDF2SHA1 PLib:GoJaguarsi23# 12345678 51 1000 True $p5k2$3e8$12345678%jZW6X3x6L FXXF3cV/TOMAgsMOmYOPxsGt

Category: Database Hashes:

Method Password Salt HshLen Rounds Chk Hash

MS SQL 2000: GoJaguars123# 94 True ©x01008440881133B6A36786AD5136FCAD7B597FFC5897641114661A2C2198C6BA5005A6BFA9ATESD73ESFE18DAAD2
MS SQL 2005: GoJaguars123# 54 True Bx@1005E2BAS9469BB39F12BCOEBO73ACECDOD3F98F5FBO6A2EBF T/

MySQL323: Golaguars123# 16 True 2eb569d21ceBefea

MySQLAL: GoJaguars123# 49 True *2108673B45102FD75CB1174ED35D10B6D2A899316

PostgresMDssalt: GoJaguars123#  User:12345678 32 True mdsbb48f628fefda318ba771cc3ef@25666

Oraclei18: GoJaguarsl23#  User:12345678 16 True ADDA187CADA2CIEA

Oraclell: GoJaguars123# 12345678 62 True S:D3887666DBA3AF691AFBEB95958E86DI5EACAZAA7C18DBCRACAAG9OEADTD

Category: Other Hashes:

Method Password Salt HshLen Rounds Chk Hash

Argon2 PLib Golaguarsl123# 12345678 87 10 True $argon2id$v=19%m=65536,1t=10, p=4$MTIZNDUZNZg$sNZloLArcIea2e2bnYruBoxmyXSsoakSyNZmcaBAwLNw
scrypt PLib GoJaguars123# 12345678 77 10 True $scrypt$ln=1@,r=8,p=1$MTTzNDU2Nzg$XcTwyOF8nK8UH1hTPUyBNY8wWS7VIYIJw+7r VDWW
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{ Views{ change meta data information of various file types

Meta data

. View/Change Image Info
. View Sound File Info
. Send Meta Data Info of file in Directory to TXT file
. Send Meta Data Info of file in Directory to CSV file
. Delete Meta Data Info of all files in Directory

9. Return to Main Menu

extraction

Enter integer value of Menu choice (between 1 and 9):4

Choice is: View/Change Image Info

Enter Image File name:l




Vulnerability
assessment
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Retrieves real-time vulnerability data from CISA KEV and CVE
databases

CISA Data Menu
1. Get Known Exploited Vulnerabilities (KEV) Data
2. Get Common Exploited Vulnerailities (CVE) Data
3. Get CisA Advisory Data
a
)

. Get Common Weakness Enumeration Data
. Return to Main Mem
Enter integer value of Menu choice (between 1 and 5):1

Choice is: Get Known Exploited Vulnerabilities (KEV) Data

Get Known Exploited Vulnerabilities (KEVs) Data Menu

1. Get and Display Number of Known Exploited Vulnerabilities (KEVs)
2. Display Number of Known Exploited Vulnerabilities (KEVs)

3. Search Known Exploited Vulnerabilities (KEVs) by CVE-ID

4. Search Known Exploited Vulnerabilities (KEVs) by Vendor

5. Search Known Exploited Vulnerabilities (KEVs) by Date Added

6. Return to CISA Data Menu

Enter integer value of Menu choice (between 1 and 6):'
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Retrieves real-time vulnerability data from CISA KEV and CVE
databases

Download CVEs from CISA and extract from Zipfile

Read and Process Common Vulnerabilities and Exploits (CVEs) Concurrent
. Read and Process Common Vulnerabilities and Exploits (CVEs) Linear
. Display Number of Common Vulnerabilities and Exploits (CVEs)

Vulnerability

assessment

. Search Common Vulnerabilities and Exposures (CVEs) List by CVE-ID
. Search Common Vulnerabilities and Exposures (CVEs) List by Vendor
. Search Common Vulnerabilities and Fxposures (CVEs) List by Product name
. Write CVEID, Vendor, Product, Version, URL to JSON file
Return to CISA Data Menu
Enter integer value of Menu choice (between 1 and 9):'
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* Allow users to process very large log files

4 Seanog files for specific entries

Large file - For

handling

Read File to Scan

View File to Scan S
Read Words to Search
View Words to Search O

Scan File for Words
View Scan Results

Save Scan Results U,h

Clear Scan File, Words, Results

1L
2.
=
1.
5.
6.
7.
8.
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View system details

¥ Canyary based on system types

Accessing

System Info Menu

system
information

. View Process Info

. View Disk Info

. View Network Info

. View Users Info

. View System Utilization

. Refresh System Info

. Return to Forensics Tools Menu

nter integer value of Menu choice (between 1 and ?):I
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Examples of some experiments conducted

* Port scanning: conducted port scans of several thousand ip
number / port number combinations using various techniques to
study effect of scan types, timeouts, etc

Checks Conduct file integrity checks for very large number of
f|Ie several directory (millions) and note time to conduct tests

f duplicate files. Post processing of duplicate files

EXpe riments - Access Met gl ian of file types across many directories
and track to catego 7; meta data groups (camera, time,

geo-location, etc) @
* Password cracking: Create password y various
techniques and attempt password identificatio

|l
known password databases w

* Access current CISA data to assess if system has vulnerable Um
software installed
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* Students involved in problem solving discussions on design
variations, use of various packages, implementation variations,
experiment setup, etc

- Hands-on understanding of cybersecurity principles, scripting, and
|-world security challenges.

critical thinking and analytical thinking for solving
ing cybersecurity concepts

Results and

usage in various en

Beneﬁts  Students buil ﬁmfations that can be enhanced for
d

- Example: A photographer %e t the meta data stored from
various pictures (camera types, etc) itional information
about photographer profile 777
- Example: Working on meta data of images/files rﬁ@p$ U
devices (laptops, cameras, cellphones, etc), a person attem %‘J
create social network connection profiles and try to search for sim /77

profile connections on popular social networks to establish identity.
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is presentation outlines the development of a practical
cy ecurity toolkit by undergraduate students, that integrates
@ fenalities for security analysis.

Conclusion and

Future wor \[I)? s pn enhancing the toolkit with a graphical
fUtU re Wo rk interface, Al-driv Uﬁ}llt tion, and expanded forensic
capabilities. S
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