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Goal

 Develop a practical cybersecurity toolkit by undergraduate 
students using an educational framework

 Students learn and practice foundational cybersecurity concepts

 Students learn to solve problems for applications in network 
analysis, forensics, system information etc

 Bridge the gap between theoretical knowledge and hands-on 
practice

 Use cybersecurity related packages of Python

 Goal is for students to understand solution processes of 
cybersecurity problems, not to develop commercial software to 
compete with established cybersecurity tools
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Design: 

Use a simple 
menu-based 
framework

 The toolkit consists of multiple modules that implement 
cybersecurity concepts

 Modules and options are connected through a simple menu-based 
system

 Easy to understand and implement

 Robust across many platforms (Windows, Linux, Android, etc)

 Expandable 

 Use python and various libraries related to cybersecurity
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Key Features

 Port Scanning

 File Integrity Check

 Password Hashing and Cracking

 Meta data extraction

 Vulnerability assessment

 Large file handling

 Accessing system information
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Port Scanning

 Port Scanning using several techniques

 Socket, Nmap, Concurrency
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Port Scanning

 Nmap scan variations
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Port Scanning

 Concurrent Scanning and data collection
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File Integrity 
Check

 Use hashing techniques to detect duplicate / tampered files
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Password 
Hashing and 
Cracking

 Use PBKDF2 (Password-Based Key Derivation Function), Argon2 
and other techniques for secure password storage and cracking 
experiments. PBKDF2 and Argon2 are both password-based key 
derivation functions (KDFs) used for password hashing
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Meta data 
extraction

 View / change meta data information of various file types
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Vulnerability 
assessment

 Retrieves real-time vulnerability data from CISA KEV and CVE 
databases
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Vulnerability 
assessment

 Retrieves real-time vulnerability data from CISA KEV and CVE 
databases
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Large file 
handling

 Allow users to process very large log files

 Search log files for specific entries

 Format search results for post processing / reporting
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Accessing 
system 
information

 View system details

 Can vary based on system types
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Experiments

Examples of some experiments conducted

 Port scanning: conducted port scans of several thousand ip
number / port number combinations using various techniques to 
study effect of scan types, timeouts, etc

 File Checks: Conduct file integrity checks for very large number of 
files in several directory (millions) and note time to conduct tests 
and logging of duplicate files. Post processing of duplicate files

 Access Meta data information of file types across many directories 
and track to categorize files into meta data groups (camera, time, 
geo-location, etc)

 Password cracking: Create password hashes using various 
techniques and attempt password identification against well 
known password databases

 Access current CISA data to assess if system has vulnerable 
software installed
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Results and 
Benefits

 Students involved in problem solving discussions on design 
variations, use of various packages, implementation variations, 
experiment setup, etc

 Hands-on understanding of cybersecurity principles, scripting, and 
real-world security challenges.

 Enhances critical thinking and analytical thinking for solving 
problems involving cybersecurity concepts

 Students build successful applications that can be enhanced for 
usage in various environments

 Example: A photographer was able to see the meta data stored from 
various pictures (camera types, etc) and glean additional information 
about photographer profile

 Example:  Working on meta data of images/files from abandoned 
devices (laptops, cameras, cellphones, etc), a person attempted to 
create social network connection profiles and try to search for similar 
profile connections on popular social networks to establish identity.
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Conclusion and 
future work

 This presentation outlines the development of a practical 
cybersecurity toolkit by undergraduate students, that integrates 
key functionalities for security analysis. 

 Future work will focus on enhancing the toolkit with a graphical 
interface, AI-driven threat detection, and expanded forensic 
capabilities.
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