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20 25 What is a Cybersecurity competency?

Cybersecu @ ectjncy is defined as the ability of a student to
perform a Cybers QP' sk within the context of
Cybersecurity work r
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20 2 Why are Cybersecurity competencies important?

New re %@ E designation require all NSA validated

programs, in our ca ﬁ,§ to define and implement 10
competencies by 2026!

After 2026 we MUST also measure the oéltﬁe@j;ompetenmes
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QOghere and how will 10 Cybersecurity competencies be
defined, implemented, measured?

) compe@cﬂ@utﬁe defined, implemented, measured in the
classroom O’h

5 competencies must be defined, (ﬁ(ﬁﬁ@e easured either
through internships or through cybersecurity J,e jons

NSA won't allow all 10 to be defined, implemented, meQuQsS
the classroom!
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atomy of a Cybersecurity competency through ABCDE

5 framework
A Actor M in thls competency? What background
knowledge/ experle us Iearnlng are necessary for this
competency?
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Q@atomy of a Cybersecurity competency through ABCDE
5 framework

B Behavgfét hatdis being done? Maps directly onto tasks from
either the DoD’s rithe NICE framework.
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Q@atomy of a Cybersecurity competency through ABCDE

5 framework
C Contegﬂ\ﬁév@thl@ask being done? With what resources,

affordances and co @1)7?7
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20$atomy of a Cybersecurity competency through ABCDE

5 framework
D DegreQ((ﬂ/@g uld this task take to complete? How
accurate does it ne @ What degree of completion would be

acceptable to an employer” /77 U /7/.1‘ y
Sy
Mp
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@atomy of a Cybersecurity competency through ABCDE
framework

E Employaﬁﬂ@ rofessional skills are also embedded in this
practice (e.g. team boratlon ethics etc.)?
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20 2 ABET / Cybersecurity competencies interaction

Worst cas #ﬂ Ds tasked with performing ABET
Performance In rement AND performing
Cybersecurity competenc rement = analysis paralysis!

Nigy, Si’mp
OS
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20 2 ABET / Cybersecurity competencies interaction

S

Best case A@):
Performance Indica

measuring Cybersecurity

ance to be clever and use ABET
e basis for defining, implementing,
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20 2 ABET / Cybersecurity competencies interaction

UG first QA u ompetency defined, implemented, and
assessed based on r@ﬁs—allgned ABET Pl measurement:

F G H

Student Outcomes (SOs) Performance Indicators (Pls)
CSS 1005 CSS 1011 CSS 1032 CSS 1035
Intro nto Di aI damentals of . Cyber Threats Secure Software
Nework Security .
and Detection Development

SO-1-PI-1

Forensics yb ecuS

Computing
Accreditation

ABET Commission
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2@?1 -Pl-1-Vulnerability Analysis-Penetration Testing

Typesof Qﬁﬁ@aéoom

Actor: A fourth year student majoryﬁ/@er curity Systems
f

enrolled in CSS 1032 Cyber Threats and BDe j} rse.
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20 SO1-PIl-1-Vulnerability Analysis-Penetration Testing

250’45

Behavior:

Workforce Framework: NI/CQ RCE FRAMEWORK FOR
CYBERSECURITY

Work Role: Vulnerability Assessment Ana'ly

Task: T0028 - Conduct and/or support authorize
testing on enterprise network assets.
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202 O1-Pl-1-Vulnerability Analysis-Penetration Testing

Context: TC & med to be working on relatively small groups of
maximum 3 team mémbers students are introduced to a fictitious network

environment which contaln erable devices attached to it. The students are
assumed to be "gifted" terminal ac network from where they will start their
enumeration process and vulnerablllty ass

Technology: Linux terminal access, Nmap port dISCéé N@J vulnerability finder,
Armitage/Metasploit P

Documentation: Lab manual

Limitations: Students should be in the confines of the Cybercurity lab WlthoquS$U
any other tools expect as specified on the lab guidelines.

‘ Sz
Psraes o



Ce ] ST, JOHN’S
o

UNIVERSITY

20 SO1 Pl-1-Vulnerability Analysis-Penetration Testing

Degree% hould score at least 80% on the activity
which will be me %ough various metrics such as the
degree to identify vuln ts, vuInerabIe services, and the

student's ability to summarize t caIIy disclose any
reconnaissance findings according to iples of ethical
hacking.
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202801 -Pl-1-Vulnerability Analysis-Penetration Testing

S

Employabi fessional soft skills of this competency are:
Critical thinking, r@ ion, Teamwork as follows.

Critical thinking: Students are expz w ize prltlcal thinking during the network
mapping and enumeration process

Communication: Students are expected to be effectlve C df/?jr and relay
any vulnerability findings to the concerned stakeholders based o

Teamwork: Students are expected to rotate tasks during the duration of the act/\L/m
ranging from note takers, to technical leads, to research leads within the team

17





