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Key Takeaways
• Government	is	a	target
• Local	government	is	least-protected
• Possible	impacts	include	records	breach,	
theft	of	funds,	and	disruption	of	critical	
services

• Reasons	for	lack	of	attention	to	the	issue



Bad Outcomes – Quick Inventory
• Loss	of	protected	records
• Electronic	theft	(funds,	or	
intellectual	property,	for	the	
private	sector)

• Service	infrastructure	
disruption

• BONUS	PAIN:	regulatory	
scrutiny,	fines,	bond	rating



Recent Public Sector Events





Critical	Infrastructure



Traffic	Management



Water	Purification



Waste	Treatment



Communication	for	Law	Enforcement	and	
Public	Safety



Next-Generation	9-1-1



Emergency	Management



Energy	Generation,	Distribution



Automated	Metering



CoS	Incidents

HVAC	systems	compromised

Power	Marketers	targeted

Deeply	compromised	energy	utility	infrastructure

Denial	of	service	attacks

Vulnerable	transportation	management

Telephony	equipment	compromised



What Got Us Here?

• Management	by	Landmine
• Thin	budgets	and	poor	value	proposition
• No	access	to	qualified	practitioners
• Technology	moves	faster	than	policy
• But	more	than	anything	– MISPLACED	FOCUS



Can We Dig Out With Legislation?
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