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Hacking Labs
Workshop. CAE Application

Transfer Agreeme




We Deployed about 1000 Virtual Machines for the Works
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COLLEGES INVITED

Anoka Technical College

Blackhawk Technical College

Century College

Chippewa Valley Technical College
Dakota County Technical College

Fox Valley Technical College

Gateway Technical College

Inver Hills Community College
Lakeshore Technical College

Madison Area Technical College
Mid-State Technical College

Milwaukee Area Technical College
Minneapolis Community and Technical Colle
Minnesota State College Southeast
Moraine Park Technical College

Nicolet Area Technical College

North Hennepin Community College
Northcentral Technical College
Northeast Wisconsin Technical College
Saint Paul College

Southwest Wisconsin Technical College
St. Cloud Technical and Community College
Waukesha County Technical College
Western Technical College

Wisconsin Indianhead Technical College

Too Joo Joo T Too o Joo T To Bo o T T To Bo T T To Do o T To Do o I



40 Community & Technical College instructors attended the works
and tested the labs
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Ethical Hacking Hands-on Lab

Lab Setup e Lab I: Setup lab environment and discover IP addresses of virtual machines

o Lab 2: Reconn attack email harvesting, whots, netcraft
o Lab 3: Recon-Personal information gathering

e [Lab 4: Website copy with HT Track

e Lab 5: Nslookup, dnsreconn, dnsenum

e Lab 6: UDP and TCP packet crafting using HPING?3
e Lab 7: Collecting information with Google search operators

| ' | E| !;. () | 17 ! ] R

e Lab 10: Enumerating users

o Lab I1: LDAP enumeration update
e Lab 12: SNMP enumeration

e Lab 13: NTP enumeration

e Lab 14: NMAP Footprinting

o Lab I5: Netcat



Password Cracking &
Stego

Lab 16: Smffing Password with Wireshark

Lab 17: Hacking Cisco Routers with Hydra

Lab 18: Cracking Windows and Linux password with Hydra

Lab 19: Bypass firewall with Netcat redirection

Lab 20: Using John the Ripper to crack windows and Linux password
Lab 21: Password hash attack

Lab 22: Rambow table password attack

Lab 23: Concealing a file with Steganography

Lab 24: Windows 7, 8, 10, 2012 password cracking with Cain & Abel
Lab 25: Resetting Windows password with CHNTPW



Network Attacks
Social Engineering

SQL Injection
Buffer Overflow

&

&

Lab 26:
Lab 27:
Lab 28:
Lab 29:
Lab 30:
Lab 31:
Lab 32:

[ab 33:
[.ab 34:

Facebook social engineering

Creating a Trojan & backdoor with Metasploit
Hash file verification

Denial of Service attack

DHCP starvation attack

Man-in-the-Middle attack

XSS attack

SQL 1njection

Bufter overtlow



Wireless, Voice, Cloud
Computing, IoTl, &
Mobile Devices

Post Exploitation

Lab 35:
Lab 36:
Lab 37:
Lab 38:
Lab 39:
Lab 40:
Lab 41:
Lab 42:

Lab 43:
Lab 44:
Lab 45:

Hacking WPA/WPA?2
Finding a hidden SSID
Telephone wiretapping
Root exploits for Android
Jailbreaking 10S

Hacking an IoT device
Hacking from AWS Cloud
Hacking the Cloud

Transterring the files
Privilege Escalation
Covering the tracks



File Edit View VM Tabs Help
Library

Q, Type here to search

=] §| My Computer
| CentOS
| Kali Linux New
I Kali 2.0
"_"I Metasploitable2-Linux
"_"I Windows Server 2012 (3)
(| CentOS1
[ | Windows 7 x64

| Cent0S 7
[ ] csr1000v a re
[ 1| Android-x86 4.4-r4

"_"I Windows XP Home Edition

—. L]
[ Elastix
[1! SANS Slingshot v4.2.2 I I

[ | Ophcrack LiveCD
| OffsecVM-2016.2-i686

) Shared VMs



i /1 10.123.40.1 - Virtual Machines

’  Refresh

Virtual machine a v  Status »  Used space

11 Androwd-1 & Normal 1.9GB
‘41 CentOS-1 & Normal 21.11GB
‘41 CSR1000v-1 & Normal 8.01 GB
1 Kali1.1-1 @ Normal 947 GB S ke

Kali2016-1 @ Normal  965GB vimware' ES
'1 Metasploitable-1 @ Normal 263 GB Eassaout
1 Server2012-1 & Normal 28.71GB
1 Ubuntu-1 & Normal 237 GB
51 Windows 7-1 & Normal 33.72GB




Virtual Machine Username & Passwec

Virtual Machine User Name Password IP Address
Windows Server 2012 R2 Administrator Pa$SwOrd
Windows 7 Protfessional Administrator Pa$SwOrd
Ubuntu 11.10 advsec Pa$SwOrd
CentOS 7 advsec Pa$SwOrd
Kali 2016.2 advsec Pa$SwOrd
Metasploitable 2 advsec Pa$SwOrd
Cisco CSR 1000v advsec Pa$SwOrd
Android 4.4 advsec Pa$SwOrd
Kali 1 advsec Pa$SwOrd




Lab 1: Virtual Machine IP
Address Discovery

Lab Description
In this lab, you will discover and document the IP addresses for all virtual machines.
Lab Objectives
The lab teaches you how to:
e Discover the IP address of each virtual machine.
Lab Environment
This lab requires:
e All the virtual machines
Lab Duration

Time: 20 minutes







