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Law Enforcement Investigations 
Types 

◦ Phone Wiretapping 
◦ Websites
◦ Peer-to-Peer File Sharing 

Search Warrants
◦ Based on locality
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Anonymization Techniques
I2P

◦ Invisible Internet Project

Tor
◦ The Onion Router
◦ Exit Nodes
◦ Clients IP addresses are hidden

U n i v e r s i t y  o f  N e b r a s k a  a t  K e a r n e y



Tor Hidden Services
Servers are hidden too
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USA vs Cottom
Server located in Omaha Nebraska

Hosting illegal content

Multiple exploit methods
◦ Swf
◦ DNS
◦ Java
◦ Javascript

Access to the servers running the code
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PHP
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Reverse Engineering SWF 
Given binary file

◦ Source code was lost

Reversed binary
◦ Re-compiled
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DNS exfiltration
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Data logging
Logged to log file
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Data logging
Database logging
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Flash
Socket connection

◦ TCP

U n i v e r s i t y  o f  N e b r a s k a  a t  K e a r n e y



Cookie extract
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Decryption
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Playpen
Website hosting illegal content

USA v. Michaud
Washington Western District Court, Case No. 3:15-cr-05351
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Issues
Warrant

◦ Rule 41
◦ https://www.wired.com/2016/09/government-will-soon-able-legally-hack-anyone/
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https://www.wired.com/2016/09/government-will-soon-able-legally-hack-anyone/


Issues
Testing

◦ NIT code released
◦ tested

◦ Exploit not released
◦ `One FBI special agent recently testified that a tool was safe because he tested it on his home computer, 

and it "did not make any changes to the security settings on my computer.”’
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https://www.documentcloud.org/documents/2840404-Declaration-of-FBI-Special-Agent-Daniel-Alfin.html


NIT Testing Framework
Systems configuration

◦ OS
◦ Software
◦ Configurations
◦ Programming languages/Libraries
◦ Network Configuration

All source code

Binary code

Testing procedures

Network captures
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