
White Hat Operations: 
Building an Effective Pen Testing 

Team



Agenda

• Distinctions between Red Team and pen testing

• Selling points for upper management

• Disadvantages and limitations

• Build the foundation and team

• Define the tool set and refine the processes

• Planning, Execution, Post Execution, and Report Writing

• Follow-up



Pen Testing and Red Team Distinctions

Penetration Testing Red Team
Identifying, analyzing, and exploiting all 

the vulnerabilities
Identifying, analyzing, and exploiting 

specific vulnerabilities
Local SOC and staff are notified No notifications

Semi-standard methodology Flexible methodology
Noisy, no hiding of presence Obfuscation and evasion techniques

Operate during business hours Operate at any time



Why Build a Pen Test TeamCompliance and 

governance 

Vulnerability 
identification

Justifies the 

stickers on your 

laptop

Bolsters reputation

RPCI-DSS regulations

Incident Response 
training

Identifie
s network 

stre
ngths

Security tool 

validation

Compliance and governance 

User awareness 
and training

Asset discovery

You get to wear a hoodie

Risk prioritization 

(low, medium, high)

HVA discovery 

and susceptibility

It’s fun!

People fear you for 

no good reason

Helps refine 
Incident Command process

Identifies unknown deficiencies, 
weakness, and misconfiguration

Justifie
s additional 

defensive/offensive spending



Potential Disadvantages and Limitations

• Provides results that are often technical in nature and need to be interpreted in a business context

• Ensure that the organization has reached at least a moderate level of INFOSEC maturity and cyber hygiene 

• Covers just the target application, infrastructure, or environment that has been selected 

• Focuses on the exposures in technical infrastructure, so it is not intended to cover all the ways in which critical 
or sensitive information can leak out of your organization 

• Plays only a small part (despite often including social engineering tests) in reviewing the people element (often the 
most important element of an organization's defense system) 

• Is only a snapshot of a system at a point in time 

• Can be limited by legal or commercial considerations, limiting the breadth or depth of a test

• May not uncover all security weaknesses, for example due to a restricted scope or inadequate testing 



Lay the Groundwork and Build a Foundation
• Leadership and legal approval

• Create and develop documentation

o Mission statement

o Organizational charts

o Rules of Engagement

o Scoping documents

o CONOPS, test plans, FAQs, process flows

o Reporting templates and/or generators

o Follow-up processes

o Measure success

• Align with an existing, established framework such as NIST cybersecurity 

framework, ISO 27001, ISF, etc.

• Funding



Define the services and tools



Build the team



Establish Rules of Engagement
Confirm Dates and Time Frames
Conduct Pre—Assessment Briefs

Notify SOC and External Partners

Define the Purpose
Identify Target Systems

Procure Scoping Documents

Planning

Commence Assessment
Stay in Scope

Complete Assessment
Maintain Communications

Conduct Assessment
Identify and Exploit VulnerabilitiesExecution

Evidence Collection and Cleanup

Post-Execution
Create Post-Assessment Follow Up
Assist with Remediating Weaknesses

Report Writing
Validate Evidence

Customer Out-brief

Strategic Roadmap
Self Assessment/Lessons Learned

Refine the processes



Establish Rules of 
Engagement

Define the PurposeIdentify Target 
Systems

Conduct Pre—
Assessment Briefs

Confirm Dates and 
Time Frames

Procure Scoping 
Documents

Notify SOC and 
External Partners

Planning



Commence 
Assessment

Identify and Exploit 
Vulnerabilities

Maintain 
Communications

Conduct 
Assessment

Stay in Scope

Complete 
Assessment

Evidence Collection 
and Cleanup

Execution



Customer Out-
brief

Assist with Remediating 
Weaknesses

Create Post-Assessment 
Follow Up

Report Writing

Validate Evidence

Strategic Roadmap

Self 
Assessment/Lessons 

Learned

Post 
Execution



Concluding and Reporting



Penetration Testing Guidelines and 
Frameworks

• NCATS Training and Qualification (TAQ)

• National Institute of Standards (NIST) 800-115

• Penetration Testing Execution Standard (PTES)

• Open Source Security Testing Methodology Manual (OSSTIMM)

• Information Systems Security Assessment Framework (ISSAF)

• Open Web Application Security Project (OWASP)



NCATS Training and Qualification DRQP
The NCATS team provides a robust training and qualification (TAQ) program to federal departments and agencies 

encompassing the methodologies, processes, policies and procedures employed by the NCATS Risk and Vulnerability 

Assessment (RVA) program to conduct vulnerability scanning and penetration testing. As part of the training, 

practicums are used to validate individual skills and qualify third party teams for participation in DHS-led surge force 

activities should the need arise.

[1] Planning and Pre-Qualification
• Candidate registration

• Sign and return registration documents 

• Candidate pre-qualification evaluation

[2] Training 
• Attend virtual classroom training

• Complete RVA training modules

[3] Qualification 
• Conduct pre-assessment activities

• Perform all technical assessment activities on the 

Skills Range as a team

• Deliver report and out-briefing

• Receive qualification certification

[4] Activation
• Notification of surge force activation

• Commence assessment activities

DHS-validated teams share non-attributional summary data 
and findings with NCATS in order to create trending across the 
federal government on systemic weakness and effective 
countermeasures

NCATS_INFO@hq.dhs.gov



Questions? 


