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When I 
find a new 
lab



Agenda • Background
• Examples of free labs and how we 

use them
• Mapping Labs in Airtable



Background

• Hands on labs are a critical component 
of any cybersecurity program and a 
requirement to become a Center of 
Academic Excellence

• Several ways to deliver lab content
– Develop and deploy labs on internal 

or outsourced infrastructure
– Utilize labs from external lab 

providers
– Utilize free grant resourced labs 
– Use free and open source labs 

• Managing an internal lab environment 
is expensive



Challenges of Running an Internal Lab

• Help Desk
– Academic vs Technical issues
– Hours of operation

• Student complete school work in the evening and on 
weekends

– ”Ticket Management”
• Admin access to systems
• Developing lab content
• Cost



Finding 
Outsourced 

Labs 
• “Word of Mouth”
• Textbook Vendors
• Vendor booths
• Google



Challenges of Free Labs

• Downtime
• Support
• Updates
• No single vendor provides everything you need
• Publicly available answers
• Course coverage of lab content
• Faculty preparation
• Vendor lab changes



Free/Freemium Providers

• Not an official endorsement from National University



Providers
(No particular order)

Immersive Labs 
(Free)

NICE Challenge 
(Free)

Over the Wire 
(Free)

PicoCTF (Free) Hack The Box 
(Freemium)

TryHackMe.com
(Freemium)

Blue Team Labs 
(Freemium)

Haiku Pro
(Freemium)



Deploy in 
the Cloud

• Use Devops tools to deploy 
labs in the cloud

• Examples
– Detection Lab
– Mordor
– CyberRange



Mapping to 
Certs



• Mapping to Jobs



Working with Companies
Hack the Box

Mapping to Roles
Immersive Labs









Max Power Collection



Mapping 
Labs To 

Objectives

Build a catalog of 
labs mapped to the 

NICE Framework 
and CAE KU’s

Student project 
mapping 

TryHackMe

Using AirTable



What is Airtable

• “Our powerful, visual platform connects data, 
people and workflows across the organization, 
so everyone's using the same source of truth. 
It's easy to start building on Airtable, and 
endlessly extensible: anyone can create and 
automate apps that perfectly fit their needs.”

• Airtable About Page



Airtable

• Visual way to build complex databases and 
easily display the data

• Easy to connect data and join tables
• Easy import



Structure



Structure

Ba
se

NICE Workforce 
Framework

Lab Providers

Lab Mapping

Course to Lab 
Mapping

Outcome 
Mapping

Competency 
Mapping



Student Mapping to NICE Framework



Course Learning Outcomes



Lab to Course Mapping



Competency Example



Course Labs



Lab List



How much data in Airtable

• 607 Labs with descriptions
• 200 Weekly Learning Outcomes
• 16 classes
• NICE Workforce Framework
– Roles
– Knowledge
– Skills
– Tasks



Links and Videos

https://www.nucsia.org/2022/05/cae-symposium-links/



Collaboration

• Happy to share access
• Welcome to enter data
• Evidencing Competency Working Group 2
– Evaluating Tools



Questions?

• Email: csimpson@nu.edu


