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Thank you!

To kick it off — Many thanks to CAE
Community for this opportunity to
speak and present on this topic!
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Speaker Background

« Center for Cybersecurity, Kean University
« Over 25 years IT experience.
— Industry: Sr. Programmer Analyst — UPS.

— Academic/Non-Profit: Director, IT — large NGO, Cyber
Lecturer.

— State Agency: Application Security Lead — State of NY,
MTA Police. FBI Infragard.

— Board Member: CTO — Non-Profit - Vennue.
— Pursuing Ph.D.
* International work experience.

Practical “on the ground” international work experience in:

Europe Africa _ Asia-Pacific

Germany South Aﬁ'ica Kenya
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Project Team Background

« Stan Mierzwa
— Center for Cybersecurity, Kean University.
Dr. James. J. Drylie

— Former law enforcement. School of Criminal Justice,
Kean University.

Cochi Ho
— Former FBI Agent and NJ InfraGard Board member.
Dennis Bogdan

— Former law enforcement. School of Criminal Justice,
Kean University.

« Kenneth Watson

— Current law enforcement. Faculty at Montclair State
University.
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Cross-Discipline Collaboration
(Computer Science/lnformation
Technology and Criminal Justice)

https://www.kean.edu/academics/center-
cybersecurity
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Ransomware Isn’'t Really New

1989

the first known

ransomware attack,
known as AIDS Trojan
or PC Cyborg, was
distributed via
20,000 floppy disks to
AIDS researchers
across 90 countries Source: Tuttle, 2017




Ethics and Ransomware

« Greater accountability and decision-making — ethics will add value
as a reminder.

« Cybersecurity social responsibility.
— Leadership & Board.
o Key stakeholders (customers, employees).
— Avoid negligence.
 This specific effort involved combining several research interests:
— Ethics —
— Incident Command System —


https://nedsi.decisionsciences.org/wp-content/uploads/2021/06/NEDSI-2021-Proceedings.pdf
https://articlegateway.com/index.php/JLAE/article/view/5112/4876

Ransom - Ethics

IF MY 5YS5TEM IS INFECTED, SHOULD I PAY THE RANSOM? SHOULD I
CONTACT THE FBI?

The FBI does not advocate paying a ransom, in part because it does not
guarantee an organization will regain access to its data. In some cases,
victims who paid a ransom were never provided with decryption keys. In
addition, due to flaws in the encryption algorithms of certain malware
variants, victims may not be able to recover some or all of their data even
with a valid decryption key.

Paying ransoms emboldens criminals to target other organizatipas and
provides an alluring and lucrative enterprise to other t:rirninaIS. he
t‘f L] Cl

FBI understands that when businesses are faced with an inabili on,
executives will evaluate all options to protect their shareholders, employees,
and customers.

Regardless of whether you or your organization have decided to pay the
ransom, the|FET Urges you to report ransomware incidents to law
enforcement. Dolfg S0 provides investigators with the critical information
they need to track ransomware attackers, hold them accountable under U.5S.
law, and prevent future attacks.

Source: https://www.ic3.gov/Media/Y2019/PSA191002




Ransomware Constraints

Suspected Ransomware Payment%
Have Nearly Doubled This Year

County
lizabeth
(,ru7\
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Source: Talley,

WASHIJ\GTON—’I‘he volume
of suspected ransomware pay-
ments flagged by U.S. banks
has surged this year, on pace to
nearly double last year’s, the
Treasury Department said Fri-
day, highlighting the scale of a
problem that governments
world-wide have described as a
critical national-security threat.

Nearly $600 million in
transactions were linked to
possible ransomware payments
in so-called Suspicious Activity
Reports financial-services
firms filed to the U.S. govern-
ment in the first six months of
2021, saxd a Treasw

amount is much higher, Trea-
sury Department investiga-
tors in the same period iden-
tified about $5.2 billion in
itcoin transactions as poten-
tial ransomware payments,
the repor( said.
past year, the
growing scale, scope and se-
verity of attacks by foreign
hackers has brought to the
fore the national-security im-
plications of ransomware,
compromising interstate infra-
structure, food supplies and
health systems.

Amid warnings from top
national-security officials, the
Biden White House has made
combating ransomware at-
acks an administration prior-
ity, launching an interagency
task force, sanctioning for the

l. (10/17/2021). Wall Street Journal

first time a cryptocurrency ex-
change that allegedly facili-
ated payments, issuing new

pgulations for financial firms
gnd vulnerable industries, and
gonvening this week’s interna-
tional summit.

Friday's report was accom-
panied by new guidance that
urges companies to guard
against attacks and avoid pay-
ing ransoms. Failure to abide

by the guidanc QW
and other punitive Actiens

U.S. officials warn more sanc-
tions will be forthcoming as it
seeks to target the primary fi-
nancing networks channeling
ransomware payments.
Administration officials say
the private sector collectively
has failed to take sufficient
steps to protect against attacks.

|




Change: Focus on Ethics?

INVICTUS
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« Something has to change if we are going to make a dent in the
Increasing cyberattacks — can greater ethics assist?



IEEE Code of Ethics - Excerpt

 To avoid real or perceived conflicts of interest..... And
to disclose them to affected parties when they do
exist.

 To avoid unlawful conduct in professional activities,
and to reject bribery in all its forms.

« To improve understanding by individuals and society
of the capabillities and societal implications of
conventional and emerging technologies.

Source: https://www.ieee.org/about/corporate/governance/p7-8.ntml



Oath Example

* Modern Hippocratic Oath.
— Uphold ethical standards.

 “| will remember that | remain a member of society,
with special obligations to all my fellow human beings,
those sound of mine and body as well as the infirm”
(NOVA & Lasagna, L., 1964)

« How to consider a humble approach with
cybersecurity?



Little League Baseball Pledge

The Little League Pledge

| will play fair and strive to win.

But win or lose
| will always do my best.
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Complex Ransomware Constraints Arise

Business
and

Operations

Government;
FBI;

Insurance Organization
Ransomware
Constraints

Stakeholders



Cybersecurity Defense
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* Increasing cybersecurity attacks — especially during the COVID-19
pandemic! i.e. Scams — stimulus checks, fake CDC emails. Our

* New and more technologies to complement health systems.
« World Economic Forum — cyber attacks 1 of the 5 top global risks.


https://www.kean.edu/academics/center-cybersecurity-0
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Ransomware Recovery Org. Preparation

Dilemma: Pay the ransom, or something bad will happen (Bennett
& Genung, 2021).

Response must be well planned and tested.

Time to decide on response plan is NOT during the crisis — intensity
of situation can distort judgement (Bennett & Genung, 2021).

Creation of a ransomware policy brief — outlining general steps
to be taken.

— When to contact law enforcement.

— Determination of timeframe before committing to paying ransom.
— Verification and testing of BCP/DR plan.

— Remaining defensive — not allowing re-occurrence.

— Keeping in mind the ethical considerations of the said company.
(Public, Shareholders, Customers, Employees, etc.).




Ransomware Organization Preparation — Cont.

 Costs (budget) to consider — it may not end with the ransom
(Tuttle, 2021)

— Downtime and lost productivity.

— Business disruption and loss of data.
— Forensic investigation.

— Reputation.

— Additional employee training.

— Potential for hiring attorneys.

— ldentify the forensics team, under privilege — through legal
(Tuttle, 2017)

— Be prepared to work around the clock to address the incident.
« Contacting the FBIl and law enforcement

— Prepare with known contacts — rather than scrambling to
determine who to specifically contact.

— Report to FBI, often aware of emerging threats not yet made
public (Tuttle, 2017).




Ransomware Organization Preparation — Cont.

 Board and Executive Leadership
— Bring up the risk topic and provide education.
— Determine ethical considerations of when to pay/not pay.

— Keep the topic, potential for incident, and steps that will be followed
transparent.

— Partner the CISO and Enterprise Risk Management teams.
e Insurance
— Proactively determine if changes are required to cyber insurance policy.
— Determine guidelines for insurance coverage from agent.
— Mindful of notice clause under policy (Tuttle, 2017).
* Operational
— Perform a table-top exercise for ransomware incident.

— Follow standardized approach for response (Incident Command System
(ICS) & National Incident Management System (NIMS) from FEMA).

— Cyber risk self-assessments (internal and external).
— Post incident review (adjust backup, emalil filters, more education)




FEMA ICS-100

1IS-0100.c: An Introduction
to the Incident Command
System ICS 100

(‘? ) FEMA




FEMA ICS-100

Purpose

The goal of this professional development
course, 1S100 Introduction to the Incident
Command System (ICS), is to promote
effective response by familiarizing
personnel with the ICS framework, and
the principles used to manage incidents.
This course also prepares personnel to
coordinate with response partners from
all levels of government and the private
sector.

Who Should Attend

The intended audience(s) are personnel
involved with emergency planning,
response, or recovery efforts. This
includes fire, law enforcement, and
emergency medical personnel as well as
a large variety of disciplines including the
U.S. Food and Drug Administration
(FDA), federal workers, healthcare
workers, higher education, law
enforcement, public works, and schools.




FEMA ICS-100

FIGURE 2
STANDARD INCIDENT COMMAND SYSTEM (ICS) ORGANIZATION STRUCTURE

Incident Command

COMMAND STAFF

Source: FEMA: [S-0110.C: An Introduction to the Incident Command System
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FIGURE 3
PROPOSED AMENDMENT OR INCLUSION OF COMMAND STAFF GROUPS FOR ICS

100

FEMA ICS
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Complementary Checklist for ICS - 1

TABLE 1

COMPLEMENTARY RANSOMWARE RESPONSE CHECKLIST FOR THE INCIDENT

— Initial Event

Initial Event
Initial Event

Engage IT Services
Engage IT Services

Engage IT Services

COMMAND SYSTEM

Evidence of encrypted files found on users accounts.
Receiving ransom demand.
Incident Commander notified, timeline and Security

Operations Manager to begin event actions response.
Start recovery of services, if possible.

Removal of infected systems and 1solation for
Forensic Analysis. Begin recovery from backup. If
backup 1s infected. mitiate clean install,

Ascertain method of entry or compromise and

disrupt or sever the connection(s).




Complementary Checklist for ICS - 2

Engage IT Services | Initiate retrieval of log files for analysis.
unavailable, enable logs retention of 3 to
moving forward.

External Forensic Engage outside incident forensic response under

Response contract to investigate compromised systems to
ascertain level of compromise. All requests to be
routed through Incident Commander.

Legal, Privacy, and | Initiate briefing for collaboration, request timeline

Compliance for legal and regulatory notification requirements to
avold non-compliance.

Legal, Privacy, and | Initiate notification to insurance carrier of

Compliance ransomware incident.

Legal, Privacy, and | Designate member of team to maintain strict

Compliance timeline and coordinate tasks.

Communications Designate member to work almmmde coordinator for
formal communications.

If logs are
months

If
6




Complementary Checklist for ICS - 3

Communications

I

12

13

Law Enforcement

Law Enforcement
16

Law Enforcement

—
Initiate Senior Staff level meeting, including Board

members for updates and decisions. Preferred to

include Director or VP as liaison.

Engage with external firm to handle negotiations and

payment if authorized by Legal Department. Must

ensure no laws are broken when payments are made

due to legal liabilities.

Consideration for contacting the local Federal -
Bureau of Investigations in the area of responsibility.

Consideration for contacting the National White

Collar Crime Center (NW3C) and report incident to

IC3.GOV.

Considerations for contacting other federal agencies

such as: US Secret Service, US Customs and

Immigration, Federal Trade Commission.




Future Potential

* Provide Incident Command System (ICS) training more broadly:
— Introduce to faculty and students.
o Potentially through the CAE community.
— Reinforce how ICS can be utilized with ransomware events.

« Provide more awareness and focus on the responsibility of
cybersecurity ethics.

« Contact FEMA to determine if the proposed amendment can be
leveraged or integrated into ICS-100 or other.
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Limitations

« Commentary and thought leadership papers.
— Did not test on actual ransomware scenarios.

— Formal training program not yet created.
— Rapid literature reviews.
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Thank you!!
Have a productive and fun conference!
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