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Motivation How we evaluate attribution methods

e Attacks on ICS are increasingly common  Implement variety of ML-based AD models

(CNNs, GRUs, LSTMs) [2]

Modify chemical plant simulator to
generate 200+ attacks

* Adapt eight attribution methods for AD [3]

Analyze properties of ICS attacks that affect
attribution accuracy [3]

 Machine learning (ML) can be effective for
anomaly detection (AD) on ICS process data .

* |ICS operators need context to diaghose alarms

e Attribution methods (e.g., saliency maps) [1]
can provide context for alarms, but don’t easily .
apply to ICS anomaly detection
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How well do attribution methods perform for ICS anomalies?

* Finding 1: Attribution methods (SM, SHAP, LEMNA) perform well, but depends on attack properties

* Finding 2: An ensemble of attribution methods outperforms any individual attribution method
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What are the practical challenges for adopting ML-enabled tools for ICS?

 We interview practitioners that interact with ICS alarms: engineers, vendors, consultants, etc.
 We identify a common alarm workflow in ICS systems
* Challenges for adoption: technical capability, regulatory requirements, low trust in technology
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