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❑ IoT security challenge: Detecting 

diverse, heterogeneous attacks, both 

known and novel

❑ Current models struggle with handling 

heterogeneity and lack dedicated 

anomaly detection objectives

❑ Our solution: Integrating DSVDD with 

Contractive Autoencoders (CAE), with 

an objective function based on anomaly 

detection

❑ Outperforms traditional AI in subtle 

anomaly detection

Introduction & Motivation Methodology Results

❑ Proposed DSVDD-CAE model for 

anomaly detection in IoT networks

❑ Achieved a 99.25% F1-score on the ToN-

IoT[2] dataset and a 99.01% F1-score on 

the IoTID20[3] dataset, outperforming 

traditional methods

❑ Future work: Expand testing on 

additional IoT datasets to further assess 

generalization and model scalability

Conclusion

❑ Combined Deep Support Vector Data 

Description (DSVDD) with Contractive 

Autoencoders (CAE)

❑ CAE learns robust, low-dimensional 

features from normal data 

❑ DSVDD identifies anomalies outside a 

minimal hypersphere in feature space[1]

❑ Semi-supervised learning using only 

normal data for training

❑ Threshold optimized using F-score on 

validation set

❑ Objective Function: 

JDSV DD−CAE(θ) = JCAE(θ) + αJDSV DD(θ)
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