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* a class of network attacks;

- attackers utilize malware or stealthy tools to
hide their actions;

What is an APT * the threat typically presents in a network and
systems over a prolonged period;

- attackers aim to achieve strategic goals;

- for example, causing substantial damage to the
victim organization by data exfiltration.

Advanced Persistent Threat (APT) Definition



Traditional Attacks

* Single attacker

Comparison * Targeting at
between APT individual
- systems
and Traditional  Aims for financial
Attacks gains or
demonstrating
abilities

 Shorttime frame

Advanced Persistent Threat (APT) Definition
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APT Attacks

* Organized groups with
sophisticated skills

* Targeting at
organizations,
government

* Aims for strategic
goals

* Longterm acts, stay
stealthy
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* Initial Use : Around 2007-2008, the terminology APT
appeared in the news to describe state-sponsored cyber
attacks and DoD used to refer to specific threat actors.

- Addressing Organizational Risk : In 2011, NIST published
O . . d 800-39 Managing Information Security Risk in which APT
rgins an was defined and the organizational risk associated with

H iStO ry APT was identified.

- APT Detection Research : Since 2010, many research
studies have focused on APT detection.

* Industry Practice: Tools and solutions have been
developed by industry from companies such as
CrowdStrike, FireEye, Symantec, etc.

Advanced Persistent Threat (APT) Definition



Stages of
APT-
Lockheed

Martin Cyber
Kill Chain

RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON DBJECTIVES

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals
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* Described APT in 7
stages

* A step-by-step
approach to identify
attack techniques

Source: The Cyber Kill Chain, Lockheed Martin, https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html


https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
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- A taxonomy of techniques, tactics and procedures
utilized by APT

Stages Of * Described APT in 10 stages and each stage is a

APT - MITRE collection of techniques

Att&ck

ATT&CK Matrix for Enterprise

layout: side ~ show sub-techniques  hide sub-techniques

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral
Development Escalation Access Moveme
10 techniques 8 techniques 9 techniques 14 techniques 19 techniques 13 techniques 42 techniques 17 techniques 31 techniques 9 techniques
Active Scanning (3 Acquire Access Drive-by Cloud Account Abuse Abuse Elevation Adversary-in- Account Discovery (4) n Exploitation ¢
Compromise Administration Manipulation (s Elevation Control Mechanism (4) the-Middle (3) Remote
Gather Victim Host Acquire Command Control Application Window Services
Information (4 Infrastructure (g Exploit Public- [ m BITSJobs Mechanism (5 Access Token Brute Force () Discovery

Source: MITRE Att&ck Matrix for Enterprise, https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html



https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
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* Purpose: For development of experimental prototype
to provide forensic and real-time detection of APT

- Datasets
* DARPA Operationally Transparent Cyber (OpTC)

DARPA APT Program

* DARPA Transparent Computing (TC) Program

Experiments

- Used by many APT detection research

* Provide potential contents for APT techniques for
case studies

* Finding needles in the hay — unbalanced dataset for
machine learning

APT Experiments and Case Studies



Case Study:

SolarWinds
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* The Story:

* Solarwinds Orion infrastructure monitoring software is a popular

cybersecurity monitoring software used by multiple organizations
including US government

* Vulnerabilities
* Solarwinds update server credentials were insecure

* Solarwinds Orion advised clients to bypass EDR to avoid false
positives

* Vulnerabilities in authentication processes in software supply chain
« Code integrity in software update

* Time Frame:
* August 2019 : earliest recorded malicious domain registration
+ September 2019: Attackers accessed SolarWinds
* December 2020: FireEye reported potential compromise

APT Experiments and Case Studies
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GitHub

A

Adversary

Stepa: attackers injected malicious code into
a component .dll to become a malware,
Solar Winds packaged it in a reqgular patch update, and

_ posted on SolarWinds update website
Orin Update

Server Step2: Clients download
the software patch
containing malware
nburst)

A

Case Study:

SolarWinds

Step3: After 2 weeks, Sunburst
run a service (Teardrop)
squerading as an image file

Stepy: Teardrop service deplo
malware which used HTTP, HTTPS, o
DNS to hide as legitimate traffic for
communications with C&C servers

Clienta

Steps:To avoid detection, Sunburst

Client N moves laterally and constantly
changing positions and credentials Client2
within the network

APT Experiments and Case Studies
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* Techniques used
* more than 70 types of techniques are used such as Account
Discovery, Account Manipulation, Forge Web Credentials, Use
Alternate Authentication Material, ..., etc.

* Domain Generation Algorithm was used to establish a Command &
Control server as a communication backdoor

* Attackers setup valid digital signature and encryption infrastructure

SO | a rW| N d S to spoof authentication of malware

* APT groups:
+ US and UK governments attributed it to APT29, Cozy Bear, and The
Dukes;

* Industry reporting referred to UNC2452, NOBELIUM, StellarParticle,
Dark Halo, and SolarStorm

Case Study:

APT Experiments and Case Studies



Knowledge
Areas Needed
for APT

Detfenses,
Detection and
Responses
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Defenses
* Host Hardening

* Access Controls

* Vulnerability Management

* Security Policy Management
* Trust Management

Detect and Analysis
* Log Analysis
* Penetration Testing
* Host based intrusion detection (end-point detection and response)
- Malware Analysis

* Response
* Risk Management

* Incidence Handling and Response

Mostly Importantly, APT stories that connects them all!

APT Topics in Cybersecurity Curriculum



Incorporating
APT Topics in
Cybersecurity

Curriculum
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Response

Foundation

[ [ S

; Network Security (Intrusion Detection, Log
. Analysis), Introduction to Cybersecurity (Host

' Systems

' Information Security Management (Security

. Penetration Testing and Ethical Hacking (Pen
. Testing, Vulnerability Management), Malware
| Analysis and Reverse Engineering (Malware

Policy Management, Risk Management, Incidence
Handling and Response)

Hardening, Access Controls, Trust Management)

' Computer Networking, Programming, Operating

APT Topics in Cybersecurity Curriculum
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Pace Cyber . Use cases: / | \

Range: Use - APT simulations and

Cases and data collection t I
ArCh itecture - Team competition e =
scenario training = =

- Cybersecurity class = =

Jump Jump
Labs I B

- Individual
= —= == )

attack/defend training

Cyber Range for Research, Training and Education



Individual
Attack/

Defend
Training
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Individual Training/Research

Listed in SharePoint Online

£)>

SharePoint Online
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Researcher

CyberRange

Virtual Machine /
Container
Inventory

VM/C VM/C

Scenarios

r—

CyberRange
Script

Instantiates
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Team
Competition

Training

Cyber Range for Research, Training and Education

Team Scenario Use Case

A Proxmox Resource Pool contains Virtual
Machines on various subnets, with one or
more routers assigned to each scenario.

Each team member is assigned their own
jump host.

Scenarios are currently defined/cloned via
bash script.

Users connect to the Pace
Cyber Range using the
native Proxmox Ul, NOVNC
via web browser.

8%

Eagle

VM

VM

VM

<
HEH

Jump
Host

Hawk

VM

VM

VM

VM

Jump
Host

VM
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Automation
for Building

and
Interactivity

Cyber Range for Research, Training and Education

CyberRange Exam and CTF Automation: Build
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Exam TAR
URL
MS365 SPO
: List pull\
Exam YML (via Google)

Terraform Appliance [

\

4,,«"/Ansible: pulls, runs node cmds (create pool, group, user) \
IJ Terraform: VMs clone, name, cloud-init .'i
|\ Ansible: VM injects via host (links/FW to jump hosts); |

build env

Proxmox Node 1

container run/injects via docker hosts (flags, vulns)

build env T _— -

Proxmox Node n

Exam Subnet

CyberRange Exam and CTF Automation: Interact

_— Exam Resource Pool T

- Scorestack T~
user :

container
mon| Research Metrics
u||/ Docker Engine /
p
Docker g " VM _—
Repo 1.n collect
. DHCP/Ansible Utility
inject ;
. Appliance )
) — collect ; /_4««"”"""'”
— — /__collect™
injects injects

User 1 Resource Pool
User n Resource Pool
VM User
1 VM
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CyberRange Training: Vulnerability as a Service
Vulnerability
User
® VM
as a Service
k
for users,
instructors or e
/
Docker Engine /mon
Al "
< collect Research Metrics
injects
DHCP/Ansible/Caldera
Utility Appliance

Examples: Misconfigure conf file, registry key ® Downgrade version, auth level
® Edit firewall rule ® Adjust file permission ® Add/enable user

Cyber Range for Research, Training and Education
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* APT cases to connect the dots for students

* Scenario based exercises to consider APT defenses as a
whole

- Team based exercises for interactions, communications

DiSCUSSiOﬂ and responses

- APT simulations on a cyber range for data collection or
analyses utilizing machine learning
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« https://www.pace.edu/seidenberg/faculty-and-research/centers-
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Pace University Cyber Range
 https://cerl.seidenberg.pace.edu/cyber-range/
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