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What are Playable Case Studies?

Playable Case Studies (PCSs) are interactive simulations 
that allow students to "play" through an authentic "case 
study" (i.e., scenario) as a member of a professional team. 
They include (a) an immersive, simulated online 
environment, and (b) accompanying in-class activities and 
discussions facilitated by a teacher to provide educational 
scaffolding and metacognition. PCSs are designed to be 
authentic and feel "real" by incorporating the "This is Not a 
Game" (TINAG) ethos from Alternate Reality Games. 



What are Playable Case Studies?



Cybermatics

Students join the fictional penetration testing company, Cybermatics, to 
perform a pentest of Riptech.xyz, helping to identify vulnerabilities and 
uncover a hacker who has burrowed into their site.

Learning outcomes:
• Penetration testing documentation and reporting
• Penetration testing process
• SQL injection
• Command-line Basics
• Password cracking
• Cybersecurity ethics
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Bronze Falls

Students work in teams to protect the city of Bronze Falls by 
performing a cybersecurity risk analysis, responding to a live 
cyberattack, and completing an after-action attribution report.

Learning outcomes:
• Understand NIST Framework
• Risk Assessment using the Risk Calculator
• Incident Response simulation (CIRT)
• Cybersecurity Attribution Report
• Debrief
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System Admin Log File Public Information Officer TAP Report
“…
We've been combing through some of the 
computer and server log files on our 
system and we believe we've found the 
server from which the attacks spread. 
Sometimes an attacker will get in before 
the attack to scout out the network. Take a 
look at this log file from a week prior to 
the attack and see if the attackers were 
already accessing our systems.
…”

“…
I found what appear to be good leads! I'm 
attaching two TAPs for you to read 
through that seemed to have some tactical 
similarities to what we experienced when 
R0b1nh00d attacked. I've uploaded them 
to the document repository as well, in case 
you want to share them with your team.
TAP #224
TAP #312
…”

SCADA Technician VirusTotal Analysis Security Analyst IP Address Info
“…
Once you find a match for the file hash, 
VirusTotal will show information that 
different anti-virus and malware detection 
applications have reported about the file. I 
highly recommend checking out the 
Community tab where users that 
submitted the file hashes talk about what 
the file is, where it may have come from, 
or what systems it can infect. If you're 
lucky, sometimes they include links to 
websites with more details.
…”

“…
First -- It looks like several of the 
compromised devices have been trying to 
access source devices within different IP 
address ranges. Use 
https://whatismyipaddress.com/ip-
lookup and see if you can uncover the 
locations these IP ranges are associated 
with. Your findings may give us a better 
idea what countries R0b1nh00d already 
has a foothold in.
…”

storage/media/bronzefalls/IT_Server_log.pdf
https://pcs.byu.edu/storage/media/bronzefalls/TAP_224-FINAL.pdf
storage/media/bronzefalls/TAP_312-FINAL.pdf
https://www.virustotal.com/gui/home/upload
https://whatismyipaddress.com/ip-lookup
https://whatismyipaddress.com/ip-lookup
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PCS Authoring Tool



PCS Research 



Interested in using PCS? 
Contact Dr. Derek Hansen at dlhansen@byu.edu

Visit us at pcs.byu.edu


