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 Limited access to training?
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* Not training the right
audience(s)

* The right content? W
does the market need?

 Limited access to training?
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CESER Strengthen the security and resilience of the U.S.
energy sector from cyber, physical, and climate-based

RA EQSion risks and disruptions.

y AN

Cyber Threats Climate Risks Physical Threats EMP | GMD
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SER Priorities
T/,,

sector, and state, local, tribal, and territorial cof
partners.

* Energy Supply. Mitigating the impacts of energy supply disruptio
businesses and consumers.
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oersecurity Threats

. “China almost certainly is capable of launching cyber
{ gQ. LN attacks that would disrupt critical infrastructure
M) QQ Py I services within the United States, including against oil
LY and gas pipelines|[...]" 3

“Russia has the ability to execute cyber attacks in the
d States that generate localized, temporary

'!»- ffects on critical infrastructure—such as
f b-*' 2 ical distribution network for at

E '8 ) e {l! P@
susceptih *QU C)

ger attacks makes
“Transnational cybe

30 ates
number, scale, and sopl ‘m’

attacks, fueling a virtual ecosyste
e cause greater disruptions of crnt.'cat SE U

£ OF THE DIRECTOR OF NATIONAL INTELLIGENCE

Annual Threat Assessment of the U.S. Intelligence Ca
12019, 22022, 320

i

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



oersecurity Threats

T

& The Mew York Times \
Cyberattack Forces a Shutdown of a Top U.S. Pipeline
he operator, Colonial Pipeline, said it had halted systems for its 5,500 miles of pipeline > =
“ialy

Direct impacts on OT
systems:
 Ukraine 2015
 Ukraine 2016

... military intelligence agency launched a cyberattack oY
@cilities, according to Ukrainian cybersecurity officials.
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https://www.energy.gov/ceser/colonial-pipeline-cyber-incident

2hysical Security Threats

IS
po C’l-\ D omestlc

, ‘ i I H ? ‘. '
C rltl a/ lln ... fired at two power substations in Moore County, North Carolina, ... In 2022 there were
< 25 “actual physical attacks” reported on power, ..

= 97% resulted | o 3@ WaS 9/
and 3% resulted in outag L/'/(;y - V
Lo

B chn

A vulnerable power grid is in the crosshairs of domestic
extremist groups

other grid impacts, between
2020-2022 wASH

jarring details of h

ol

= Notable increase in repeat and
clustered incidents

Information provided by E-ISAC

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



low We Work: Energy Risk Management

Th
Alai:s preSn._ )

gaordi} 1 with' Eederal Interagency, Regional, State and Industry Partners

Risk Managemani [6d s

S
& Technology .)C Q/l/

Response & Restoration

Before
Events

Requirements Development

Preparedness, Policy,
& Risk Analysis

DOE is the Sector Risk Management Agency for the Energy Sector
DOE is the federal coordinating agency for Emergency Support Function #12 (Energy)
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SER Tools & Technologies

_ C:CA —~,
elopment and demonstration of tools, P . Flatirons
oy Energy Systems Y A /:— h X Pus
aelp m|t|gate and Mmanage Int ratEl;Ir::,Fafllltyﬁ_ 7 aty
“ a&q& Virtual *

Envuronment

« Cyber Tools and Technologies that enable innovative protection,
detection, and response solutions to address energy delivery
systems and supply chain cybersecurity risks and enable
situational awareness and information sharing.

Operational
Impact
Safety Impact
d al
ac

Cyber Testing for Resilient Industrial Control Systems (€
Testing Methodology
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SER Tools & Technologies

Cybersecurity |
Systems (CEDS) i <

V0 G g e B o Ly KCEL Pt ety
Svarehn
CYEERSECURITY FOR ENERGY DELWVERY SYSTEMS (CEDS) FACT SHEETS
Tk Snoaing 110 KRl I oretios
PROJECY moras . | e
PERFOMMER  PROJECTPARTNERS - STATUS | peecaipnon
2o
ieactree Uniwaredt Mozivorcy.
idty o Wik Artim it o
e Pertarm
P LS
detezr limoo e Inenly Stocage
ECRE Py ey
o "
Undowindty o

Cybersecurity for Energy Delivery Systems (CEDS)
Fact Sheets | Department of Energy

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE


https://www.energy.gov/ceser/cybersecurity-energy-delivery-systems-ceds-fact-sheets

oer Research, Development, and Deployment

More than 1,500 utilities in all 50 states
have purchased products developed under
RMT research

Delivered over 90 products, tools, and

y
O

. COVERAGE AREA OF
NATIONAL LABORATORIES PARTNER POWER

UNIVERSITIES '

VENDORS & FEOMIDERS
SERVICE PROVIDERS

ENERGY COMPANIES

ASSOCIATIONS AND STANDARD

ORGANIZATIONS

in competitively funded project
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SER Tools & Technologies

US DEPARTHENT OF Oce of
Cyber
a0 E

tional Cyber-Informed
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Cybersecurity for Energy Delivery Systems (CEDS)
Fact Sheets | Department of Energy

FINAL DOE National CIE Strategy - June
2022_0.pdf (energy.gov)
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https://www.energy.gov/ceser/cybersecurity-energy-delivery-systems-ceds-fact-sheets
https://www.energy.gov/sites/default/files/2022-06/FINAL%20DOE%20National%20CIE%20Strategy%20-%20June%202022_0.pdf

SER Tools & Technologies
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Cybersecurity for Energy Delivery Systems (CEDS)
Fact Sheets | Department of Energy

FINAL DOE National CIE Strategy - June
2022_0.pdf (energy.gov)
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https://www.energy.gov/ceser/cybersecurity-energy-delivery-systems-ceds-fact-sheets
https://www.energy.gov/sites/default/files/2022-06/FINAL%20DOE%20National%20CIE%20Strategy%20-%20June%202022_0.pdf

ersecurlty Capability Maturity Model (C2M2)

?f,o oersecurity Capability Maturity Model

Cybce:ue b...,, | "V : or—spemﬂo guidance and

apabiiit)

Maturity Model @ fi{ lons use to evaluate,
prio -.-" Sdun -\f M Dersecurity

(C2M2)
&‘tv—'llon

Version 2.1
https://www.energy.gov

/ ﬁ,)

June 2022

¥ E CHPARTNENT OF e 3
ENERGY Cimmoimmis
and Emargency Reoporaa
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https://c2m2.doe.gov/

. Third-Party Risk Management (THIRD-PAR
. Workforce Management (WORKFORCE)

. Cybersecurity Architecture (ARCHITECTURE)

10. Cybersecurity Program Management (PROGRAM)

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



M2 Maturity Indicator Levels (MIL)

e Responsibility, accountability, and authority
assigned
e Personnel performing the practices have adequate skills ant
e The effectiveness of activities is evaluated and tracked
Approach characteristic:
e Practices are more complete or advanced than at MIL2

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



‘ ACCESS ‘ SITUATION RESPONSE | THIRD-PARTIES | WORKFORCE | ARCHITECTURE PROGRAM

Indicator
Level 3

Maturity
Indicator
Level 2

Maturity
Indicator
Level 1

Maturity
Indicator
Score

. Fully Implemented . Largely Implemented Partially Implemented . Not Implemented

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



SER as the SRMA
Th

* Leading sector incident management resg

* Providing technical and logistics support for the ene
vulnerabilities

e Supporting the Department of Homeland Security Cybersecurity &
Security Agency’s (CISA) role as national cyber response coordinator

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Response and Restoration

rhl Cyberattack on U.S. pipeline i is Imked
a‘/ jg‘ @ ion of d|srupted or to criminal gang g \
; .' ased st

The cyberextortion attempt that has HY l o Wa
forced the shutdown of a vital U.S. 5

I -y 'l' pipeline was carried out by a ciminal (" pp ke - f;ierv:
= ang known as DarkSide. \ \ o
“ONg/ ~ ' laf = B
* All Hazards*eyber, [ 3 ‘ -.! The pipeline [

provides nearly

Ly 45 percent of fuel TN > ) . ‘
«  Working through FEMA™SINati¢ &, i [ ] N

built on the National Incident -J S (ms 7y gy THAES
fy R 25 mien
« Scalable, flexible, and adaptable coordina X o

| refined
oline and

Emergency Support Functions:
How the Nation responds to disasters and emergencies

= ESF1 Transportation

= ESF2 Communications = ESF9 Urban Search & Rescue

= ESF3 Public Works & Engineering = ESF10 Oil & Hazardous Materials Response

= ESF4 Firefighting = ESF11 Agriculture & Natural Resources

= ESF5 Emergency Management = ESF12 Energy

= ESF6 Mass Care, Housing & Human Services = ESF13  Public Safety & Security

= ESF7  Resources Support = ESF14 Cross-Sector Business & Infrastructure
= ESF8 Public Health & Medical Services » ESF15 External Affairs

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



2022 Response Summaty

Multi Agency Communication
Center / Critical
Infrastructure Communication

Washington State
Richland, WA
Hurricane Sam, Kentucky Severe Storm,

New Mexico Wildfires, Sargassum Incident, Contey
. . Herndon, VA
Kentucky Flooding, Tropical Storm Earl, . )
. X . United Nations General
Hurricane Fiona, Hurricane lan
Assembly

Multi Agency
FEMA REGION Il Communication Center
- ‘ RRCC New York, NY
Philadelphia, PA United Nations General
Hurricane lan Assembly

—

my
{ Kentucky EOC

Oakland, Frankfurt, KY FEMA Region Il RRCC

Super Bowl, A} Kentucky Severe Colts Neck, NJ
. Summit of &y 8 5 a Hurricane Fiona, Sargassum Incident,
e Three Hurricanes the \ — | Tropical Storm Earl
Americas
DOE NRCC

e One Tropical Storm Washington, DC

Hurricane Fiona, Hurricane lan

e Severe Winter
Weather

DOE ERC
Washington, DC
am, Kentucky Severe Storm, New
Sargassum Incident,
pical Storm Earl,
e [an

e Flooding

e Wildfires

FEMA REGION I
Fort Myers, FL
Hurricane lan

e Sargassum
Seaweed

Overgrowth

e Four National FEMA REGION I1 JFO

i i St. Thomas, USVO
Special Security - FEMA REGION Il IFO
Events Tropical Storm Earl St. Croix, USVI

Hurricane Fiona Sargassum Incident



ollaboration and Coordination is Essential

777/@

Energy Government
Coordinating Council (EGCC)

adustry Trade Assoc. Industry Councils

otk
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ergy Emergency Assurance Coordinators (EEACS)

— A

TLP smismcwseroer Communicate

: "\3 ), cooperative effort between

N Of“ﬂ, 3A.and NEMA to enable
‘ a bl | )/ .

li( >r .../ Gf}[" . durlng an

States designate (.\ \ conta e

share information w ~' e Ye :

events Y S | r

* Provides credible, accurate, and timely sot Coordinate
information and updates on actions taken.

* Goal is to improve information-sharing and - : L 02Q
communication and lower response times. ENERGY . )

» To provide ongoing situational awareness, the SLTT Monthly Energy Analysis Bri™t
Program distributes Monthly Energy Analysis briefs "' R
that analyze the impact and significance of energy Energy Emergency Assurance
disruptions. Coordinators (EEAC) Program

)
1001, )
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https://www.energy.gov/ceser/energy-emergency-assurance-coordinators-eeac-program

TT Capacity Building

State of Virginia

| NARUC
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A Guide for Public Utility Commissions:

Recruiting and Retaining a Cybersecurity
Workforce
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P L e i—

o cybiera
cks did ot affect en

clanial Pigeline ransomware allack, which limite, I LAL A0 MO0 UL T N

on the Cast Coast, underscores the potential sef >
e State Action Guide for Energy Resilience Projects
: Under FEMA's Building Resilient Infrastructure and
[LIEE] Communities (BRIC) Program and Other Hazard
e = Mitigation Assistance (HMA) Programs

ome more [

emmuniies ad) - (ye ek Guide

miligat
adbvance of an incident. Tnergy resiience g :
polentials, as investing in hazard mitigation saves si] — Nigvamier 2022

spent.

ENERGY

Federal Funding Opportunities for
Pre- and Post-Disaster Resilience Department of Energy

GUIDEBOOK Emergency Response Hub

SLTT Program Resource Library Prepsra o i o Rasociotors o Rucokcry

Utility Commissioners

Access Situation Reports and

Resources for Disasters
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https://www.energy.gov/ceser/sltt-program-resource-library

Cybersecurity Tabletop Exerc

Cybersecurity Glossary

Cyber Tabletop Exercise

Guide

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



asident Biden's Letter to Governors

WASHINGTON

; hl THE WHITE HOUSE

March 18, 2022

to a cyber attack that has physical consequences, including impact to the ope
your critical infrastructure?”
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; | NARUC
\ | Nasicmal Aswoctica of Regulsory Utility Commissioness

Cybersecurity Tabletop Exercise Guide

Tabletop EXBreise
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https://pubs.naruc.org/pub/615A021F-155D-0A36-314F-0368978CC504

aining and Workforce Development

IS

VR SO
o U’ )a/ J

Tools Used During Workshop

« Kali Linux « hping3
« MiniMega

* 82 training sessio Oquil_/
- * Trained approximately 3,700 personne

CyberStrike Training - INL
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https://inl.gov/cyberstrike/

aining and Workforce Development
Th;

’ S
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CyiﬁchCCLjrity| Energy Security,
| and Emergency Response

OTDefender: Operational Technical Defender Fellowship (inl.gov)
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https://otdefender.inl.gov/
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ining and Workforce Development

EEEEEEEEEEEEE

Cybc security, Energy SCCL rity,
ERGY .

and Emergency Respons

4™ Cohort Applications now being
DUE: September 30, 2023

U.S. DEPARTMENT OF ENERGY

5
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OTDefender: Operational Technical Defender Fellowship (inl.gov)
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https://otdefender.inl.gov/

aining and Workforce Development

Thia

||||||

defenders for the energy sector through hands-o
competitions, webinars, and a virtual career fair.
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https://cyberforce.energy.gov/

® Ot O

E WEBINAR SERIES WORKFORCE PORTAL

The Webinar Series was also added in 2021 to The Workforce Portal will be the CyberForce
expand on our industry and academia Program's main hub for all things program
partner engagement. These webinars will related. Participants will have a chance to
; better understand their skills, engage in
regular communication, check job boards,
and be the first to hear about upcoming
events and trainings.

P

4Ll

CyBeRFORCE COMPETITION®

CONQUER THE HILL SERIES

The CyberForce Competition is the onginal The Conquer the Hill competition sernes
competition that started the program back in provides smaller indmdual based
2016. This 1s a defend/attack cyber-physical competitions that narrow in on specific skills collective programs on Wedne
SCenarno. for participants. n, 2023
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https://cyberforce.energy.gov/

DF ENERGY'S

WEBINAR SERIES

EE

CyBER

The CyberFo

competition t

20‘6 Thls IS g

{37

Registration is open to stuc
September 29t for the November 4
CyberForce Competition

SCeNnano. for participants.

The Webinar Series was also added in 2021 to
expand on our industry and academia

artner engagement. These webinars will

hlight upcoming news within the

S ell as key topics of interest
/ Ve grsecurity.

hg and Workforce Development

N, 2023

)

WORKFORCE PORTAL

https://cyberforce.

The Workforce Portal will be the CyberForce
Program's main hub for all things program
related. Participants will have a chance to
better understand their skills, engage in
regular communication, check job boards,
and be the first to hear about upcoming
events and trainings.

gy.gov
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https://cyberforce.energy.gov/
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https://www.energy.gov/bil/bipartisan-infrastructure-law-homepage
https://www.energy.gov/bil/bipartisan-infrastructure-law-programs-department-energy
https://www.nga.org/iija-implementation-resources/

-

4: Rural and Municipal Utility Advanced Cybersecurity
t~amg. Technical Assistance (RMUC) Program

......
,,,,,,,

Objectives:

1. Deploy cybersecurity technology, operationa
posture of electric utilities through improvements in ti
respond to, or recover from a cybersecurity threat.

2. Increase the participation of eligible entities in cybersecurity threat informe
programs.
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of a State

* Not-for-profits in partnership with rural or
municipal electric utilities (unknown number)

* Investor-owned electric utilities that sell
< 4,000,000 MWh/year (~22-50)

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Priority Given to Eligible Entities:
e with limited cybersecurity

resources;

— a utility owned by anyagenc\yya J  that own assets critical to the
or instrumentality of 1 or more ticals eliability of the bulk-power
of a State » OF,

{.)93

<

* Not-for-profits in partnership with rural or
municipal electric utilities (unknown number)

* Investor-owned electric utilities that sell
< 4,000,000 MWh/year (~22-50)

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE
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Municipal

Investor-
Owned (I0U)
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Municipal




Utilities with limited
cybersecurity resources

Municipal

U.5. DEPARTMENT OF E'ﬁlE"-" ity E 5 it
ENERGY .itrcien Resonse




Municipal

Utilities critical to reliability
of bulk power system

Utilities with limited
cybersecurity resources

U.5. DEPARTMENT OF E'ﬁ:;m' ity E s "
ENERGY -t e Rosonee




RMEIC Priorities

Cooperative Municipal [0]0]

Utilities critical to reliability
of bulk power system

Utilities with limited
cybersecurity resources

U.5. DEPARTMENT OF E‘ﬁ:!:m‘ ) s .
ENERGY -t e Rosonee



RMEIC Priorities

Utilities critical to reliability
of bulk power system

Cooperative

Municipal

Utilities with limited
cybersecurity resources

U.5. DEPARTMENT OF E‘ﬁ:!:m‘ ) s .
ENERGY -t e Rosonee
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RMC Eligibility

Utilities critical to reliability
of bulk power system

Not-for-profit entity that is in a partnership with six
(6) or more cooperative and/or municipal utilities.

Cooperative

Municipal

Utilities with limited
cybersecurity resources

U.5. DEPARTMENT OF e o
EN ERG Cybearsecurity, Energy Security,
and Emergency Response

[o]V)




RMC Eligibility

Utilities critical to reliability
of bulk power system

Not-for-profit entity that is in a partnership with six
(6) or more cooperative and/or municipal utilities.

Cooperative Municipal

Utilities with limited
cybersecurity resources

U.5. DEPARTMENT OF E‘-T:a-'m' ) s .
ENERGY -t e Rosonee

[o]V)

Only 10Us with sales < 4M
megawatt hours per year




RMEIC Priorities

Utilities critical to reliability
of bulk power system

Not-for-profit entity that is in a partnership with six
(6) or more cooperative and/or municipal utilities.

Cooperative Municipal

Utilities with limited
cybersecurity resources

U.5. DEPARTMENT OF E‘-T:a-'m' ) s .
ENERGY -t e Rosonee

[o]V)

Only 10Us with sales < 4M

megawatt hg

DUrS per year




UC Program:
Cybersecurity Technology (ACT) 1 Prize

. ~
= :
-
= L) _ Empowering utilities with
= & limited cybersecurity
g il resources to make critical
i s | - 5 investments in staff
¥ | - Ing, governance
7 ok = ‘,—i h\ »
4 2 S J __ e J
' - TS e
T e : t .
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https://www.herox.com/ACT1Prize
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Advanced Cybersecurity Technology (ACT) 1 Prize
AUGUST 2023

« ACT 1 is the first in the ACT Prize Progra U’U’n
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ACT 1 Prizes
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ACT 1 Prizes

LIMITED
CYBERSECURITY

MILITARY Track

Planning

* $50,000
* Up to 120 hours of TA
0 5 winners
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ACT 1 Prizes

Planning

LIMITED

MILITARY Track

Implementation

* $100,000
* Up to 25 winners

* $50,000
* Up to 120 hours of TA

Total potential
cumulative award*

*$200,000
120 hours of TA

*$200,000
* 240 hours of TA

* If utility wins all three phases
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T 1 Prize Timeline

Th

TIMELINE

Phase 3 1y Phase 3
Opens 8 Closes
Aug 30, 2023 2 C &y Jan 2025

S

Commitment
- Describe need, goals,
service territory, and solutions, and dra
’demo'?s"me + Submissions Open:
Siamant March 2024
+ Submissions Open: + Submissions Close:
Aug. 30, 2023 Aug. 2024+
+ Submissions Close:
Nov. 29, 2023
f:: -
; ) Winners Announced
. &Awards Mar 2024+ ' & Awards Oct 2024*
* Up to 55 winners + Up to 30 winners
+ Prize: $50,000 cash, « Prize: $50,000 cash,
60 or 120 hours 60 or 120 hours
technical assistance (TA) technical assistance (TA)
*anticipated

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE




UC Program ACT 1 Prize

~g. PT8g. Applications Due:
o
: E vember 29, 2023
De =
g = =
, , : ] ' : [
< | e “u. " | £ . . .
AN . 1 Cvh . i
https://www.herox.com 1Prize

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE


https://www.herox.com/ACT1Prize

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE


https://www.energy.gov/ceser/rural-and-municipal-utility-advanced-cybersecurity-grant-and-technical-assistance-rmuc

jon 40125(b) Cybersecurity for the Energy Sector
A Development, and Demonstration Program
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* Not training the right
audience(s)

* The right content? W
does the market need?

 Limited access to training?
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\Vhat problem(s) are we trying to solve?
M
’/dl‘ [t fraining: * Not training the right
. NO 09/ 0 audience(s)

e Effective yb. /Q Recruitment issue
methods? Delive SCUr, oter aI candidates not

* The right content? Whe yE
does the market need?

 Limited access to training?
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psing the SA gap in KSAs

* Apprenticeship
* Medical Rotation
* Certification

* Boot Camp
 Competitions
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playbook for all staffing, onboarding, ope
and overall program evaluation

Certification, 70 students

Apprenticeship
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aogql Clinic Model

This

strategy/)

e Students provide pro bono essential cybersecurity
(https://cybersecurityclinics.org/)

ceo/commitment-cybersecurity-workforce/)
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https://cybersecurityclinics.org/blog/cyber-clinics-and-the-national-cybersecurity-workforce-strategy/
https://cybersecurityclinics.org/

Cybersecurity & Industrial
Infrastructure Security
Apprenticeship Program (CIISAp)

* Regional EC@
Idaho (REDI)

e SANS Institute
e Siemens Energy
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https://www.energysec.org/basic/

Medical Rotation Model

Th,

with the necessary knowledge
and skKills for defending and
securing Sandia and the nation
from emerging and evolving
cybersecurity threats.

S Supply Chain

:fl*.él ..
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Medical Rotation Model
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Academic
Institutions

U.S. DEPARTMENT OF ENERGY

veline: Role of Academic Institutions?

{ AOOS } {Government}

Energy Asset
OwWlies & Operator

SA
training
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* Not training the right
audience(s)

* The right content? W
does the market need?

 Limited access to training?
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* Operations
* Legal

* Human Resources
* Procurement

* Finance
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* Operations
* Legal

* Human Resources
* Procurement

* Finance

* CEO, General Manager, Senior
Leadership Team

 Board of Directors, elected officials
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* Renewable energy
* loT and lloT

* Operations
* Legal

* Human Resources
* Procurement

* Finance

_ * Energy me
* CEO, General Manager, Senior

Leadership Team * Etc., etc.
 Board of Directors, elected officials
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\hat problem(s) are we trying to solve?

Th

* Not training the right
audience(s)

e Effective yb@/é Recruitment issue
methods? De V.QCU,-' oter lal candidates not

* The right content? Whe
does the market need?

 Limited access to training?
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e Automated resume reviews
* Length of employment

* Requirements for certifications/degrees
* Expecting unicorns
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Regional Preparedines

{
Experts
* Energy Policy Experts
* Risk Analysts

e Supervisory Program Managers

Learn more and access postings at:
energy.gov/ceser/join-our-team

For more information reach out to CESER-HC@hq.doe.gov

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE


https://www.energy.gov/ceser/join-our-team
mailto:CESER-HC@hq.doe.gov

Protectina-agy Brals
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mailto:Cynthia.hsu@hq.doe.gov
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