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ERNC Mission

cation Pathway National Center (EPNC) is
to establish ¢ . ainable national network of
Vae

= The EPNC will promote stt
educational institutions and sha

= The EPNC network will support initiatives withii LO//
community to increase the capacity and diversity C 0{,7
meet the future national cybersecurity workforce needs.



Grant Goals

- Ml : : .
A/c?;',bn e:?@,h...af e and sustainable national
networko Cy' ionToxcareer pathways.

of RING curriculum.

« Establish a natic e’:S‘@C

U .
= Create a pathway for mid¢ ’713, a{ lch aents to NCAE-C
schools which will expand the cape e 20 ralent to
meet future workforce needs. C 23

= Promote greater equity, diversity, and success TC O‘I-IGQ \
l-l/u,)7

and underrepresented communities in the cybersecuri
education pathways.




Education Pathway National Center (EPNC)

J¥: nity College serves as the NCAE-C
Educa anter (EPNC).
- The EPNC .. S
= Serves as the national re f Q/Vgn education
4 at ¢
pathways to cybersecu rlty caree Ed /)e

manage NCAE-C initiatives for transitic CO}IO 490<3
post-secondary education; CO
collaborate with Careers Preparation National Center {C ‘l qu

leverage and focus implementation of RING initiative; and IUI)-)

collaborate to support faculty development initiatives;



EBNC Consortium

IE':UO Pl”@S E‘fll‘ ate with six consortium partners to accomplish

the gre na') af/ n

= University of A J/""@IQ -'4"&8 RING curriculum management and
development coordine ‘*'@CU,_. lee

= Fairleigh Dickinson University (Nd]

= Dakota State University (SD)

= Collin College (TX)

= Polytechnic Univ of Puerto Rico (PR)

= University of Hawaii — Maui (HI)
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RING Director Pedagogical Expe 3ran X5 : nt Org. Coord. RING Counselor

Anna Rodgers Amelia Adkins Benjamin Cummins  Jessica Pockrus Carolyn 3
RING Teacher RING Teacher RING Teacher Instructional Support Graphic Designer
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lnstruction HYSNErreer=r
educa )‘a# etdemographlc

studen (’yt‘e 2rience

s
EPI Regional Courses eCUI'[f > QIVG
“I'Regional Lourses - EP J' 54 AN

provide meaningful RING experiencesta ., \ e" r"‘:"\;
External Instruction O//O )

3) External Instruction -- students learn
cybersecurity from their school teachers

R L A i v e




Breakdown

Learning Objectives Essential Knowledge Statements

will 1.2.1a: Examples in history demonstrate the harms and benefits of
cybersecurity from multiple perspectives.

—— These EKs are

sub-guidelines
of 1.2.11L0

s and benefits of
Brivacy and

These LOs are

sub-guidelines 1
Of 1.2 EU expertise that 3

e 1.2.2: Students will give 1.2.2a: The designer assumptions8
examples of where/how Another way to say this, the user may no
tools are used in ways designer for using the tool, leading the user tou
that were not intended designer never intended.
by the system designer.

1.2.2b: Security tools were designed to help system administrators and
users to improve security, but an adversary can use the same tools to
exploit the target for nefarious goals.




Knowledge Uni

dge Unit Usage Notional Structure

Optional Optional
KUs (3) + KUs (3) +
Optional Optional Dissertation Dissertation
KUs KUs or institutional or institutional
(7) + Thesis (7) + Thesis equivalent equivalent
or instituional or institutional PhD program assumes
i MS degree in related field

in a Cyber Defense Topic

Program
Choice

Objective Technical Non-technical
Driven

Everyone Cybersecurity Foundational KUs (3)

Program
Type

Knowledge Units (KUs):
Foundational: Cybersecurity Foundations, Cybersecurity Principles, and IT Systems Components
Technical Core:

Nontechnical Core: Cyber Threats; Policy, Legal, Ethics, and Compliance; Security Program Management; Security Risk Analysis;
Cybersecurity Planning and Management




Topics from the CAE KU,
mapped to the CCG (left)

Enduring Understanding

identifier \
Learning Objective
identifier \ Students will analyze online and 0

societies (e.g., themselves, peers, families, €

. and countries) and deduce the values that gove
Essential Knowledge e

Statement \ Societies are groups of individuals characterized by
identifier 1.1.1a EK common interests/values that are perpetuated by persistent
social interaction.

—— / . Knowledge Unit Topic description
Guideline description : b
identifier

R L A i v e



m Packas

tor Slides Labs & Games

YOU GOT AN ITEM!N........ | .......

Geographic Components

b 11 14 15 16 17 18 21 22 23 24 25 28 29 30

Physical Network Components Cyber Persona Components

projector (or appropriate screen s
Student activities can be completed on pap
Students will need access to the Internet for some ai

Procedures

Warm Up Activity

Have students work with a partner to describe a grocery store.
They might list things like the customers, the employees, the cash

Graphic Organizers

Geographic Companents

Unit 11 Authenti
SSH. IMAP,

y the CIA Multiple Choice "
Physical Layer Identify the choice that best completes the statement or answers the'¥ T PEG

1 can categorze the CIA Trad
This ties behavior to a specific user.

Phyglcal Herwosk Componants: Drag-and-drop each part of the CIA Triad to match the scenario a. password ¢ least privilege
b. username d.  multi-factor

aJemyjos

Which of the following is NOT a way to authenticate a user?
Something the user knows c. Something the user is
b, Somconc the user knows d. Something the user has

Avaitability Which f.r |f)c druuumn_g is something the user dof )
Logical Network Components o smartcar ¢ signature recognition & Fry
b. fingerprint d. retinal scan 4 4 "
Loamunication

— Frauditant doliar bills. Which of the following is NOT a good password strategy g
Which part of the a. Making a good password and using it c. Having a password that is complex HE bil? '
Triad does this over and over - m s~
b, Having a password that s casy to d. Making a unique password for cach
remember but difficult to guess account Pac! th

Persona Components — . Which of the following is NOT a factor in password strength? Determina
- a. length ¢ complexity Net W ork IP Add i
Glasses with a built-in microphone. b, type of account d. unpredictability ressing

vz‘m :'.,:":.,'.:" . Simeon finds a briefcase that has a lock that is three numbers long () what is the maximum
a 10 < 1,000 Frames: MAC & Ethernet, /

Social Layer : b 100 4 10000 H LLC (Physical)
Data Link b STRIRER

Cyber Persona Components: Which password would take the longest to crac Addressing
¢ applel

A cell phone signal jammer. . TakelT d querty
Which part of the ) m i .
Triad does this 8. Which of the following is an example of good password security? Phys_'cal_StrUCtu re:
Media, Signal, &

o a. changing passwords ofien c. sharing your password with only your PI‘I - I. Coax, Fiber,
best friend P - Wireless
b, hiding the password undemeath the d. keeping your password the same as the VSI ca Digital Transmission
keyboard default password




Unit O: Introduction

Content List

Content List

Unit 5: Introduction to Python

Programming

Content List

Unit &: System Security

Content List

Unit 7: Adversarial Thinking

Content List

g

Unit 4: Data Security

VR 1 5 0 v o




| 77';': aNnd LUame
9101" ands-on learning
e Date:-

ho:7

Period/Block:

Asymmetric Practice

Ve

G a m e S m a p t O » ™ v : 6 a\‘:& 7I V ionship between public and private keys in asymmetric cryptography.

ptographic tool to accomplish confidentiality and integrity in a practical scenario.

~
‘ G
I i ptography. It can be used to generate public-private key
f g itl explore RSA using a simple online tool to encrypt a
N O U
2 50

the primary learning objecti

and use a more realistic version of RSA.
Caf ~ e
2 d e
gl VO P3 IO 1
~
- ¥ L slae

(Note: if

L 3. You and your parthe

1. Key Generation Co
You and your partner will each generate you g X
L ]
RSA Generate Keys ( '

This tool generates RSA public key as well as the private key of sizes - 512 bit, 1024 bit,
2048 bit, 3072 bit and 4096 bit with Base64 encoded. The generated private key is
‘ generated in PKCS#8 format and the generated public key is generated in X.509 format

INVENTORY




Competency Lab 3 — Hashing, Encryption, and Password Cracking

L lent work on the network, the agency ning you to help law enforcement to take

down 3 ransomware group. As part of the sting operation have to send the file ‘Meeting” from the
£0ps folder located on Kali Linw: de . that the group will try to change the contants

of the message in-tran y j make sure our agent inside has a | fy the integrity of

the document he re

- . T

RING Netlab Access ]
e 19 teachers

g DA - it

° 13 States MyNETLAB > RING SecPLus POD 02 »

Gl Topology & Content ~ (o

364 students

Eat Crypto Tutorisls

CrypTool 2.1 (Stable Build 9202.2) - Startcenter

7\ .ma
Startcenter  Cry © CrypOoud Updates Set

Execute ¥ View Extras

Startcenter

CRYP tOOL 2 llent job. We s
Welcome to CrypTool 2. There are two ways for a quick start Click on the wizard button in the section "Main Functions
workflows in the section “Templates* which demonstrate the program functionality in cryptographic scenarios

Templates (double click to open) n YouTube videos (double clickto o

et a guided tour, or load one of the pre-defined instantiation str:

 Main functions
1044 AM
AR gy O

Command: shazsésum <filefs)= == candidates OR find -type f -exec sha:
grep -f <sent_hash_file> Candidates




o (ochise College
o University of Southern Mississippi
o University of North Florida
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“3.:1ent Handbook

2023-2024 Academic Calendar : 8 e e 2

August 2023
[15 6 |17 18 | wielm[wisls] [=] T 9 | 20 | REGIONS INVESTING IN
' | [zl THE NEXT GENERATION

Academic . Jhem Parent/Teacher

. | _ o
Calendar BelEe, L)/ et and Greet

2728 | 29 |

May 2024 June 2024
T W T F w T
1 2 3
~

7,89 |10 5|68

W |15 16|17 1213

Cyber Code of e I e

IMPORTANT DATES

. Please note that your instructor will provide additional information about your class schedule, including dates for fall
E t h P l d and spring break.
~
I C S e g e CLASS START/END DATES OBSERVED HOLIDAYS . . ~— ‘ , N
August 14 Classes begin September 4 Labor Day This is your opportu Y=y G ta
December 20 Classes end (last day of Fall 2023 N ber 23 & 24 Th " '

course) December 21,2023 - January 2, 2024 Winter Break student counselor, and Stue ;

January 3 Classes begin (first day of Spring 2024 ) 15 MLK Holid
e n r course) anuary ¢ oliday ) 7 )
u May 24 Classes end May 27 Memorial Day The session will be recorded for those who aren’t able te
June 19 Juneteenth Holiday
O .

July &4 Independence Day Holiday




|

Ll o -. 5 ANC

online classes

o Synchronous test review
o Personalized positive emails

100% of students who completed an end-of-
semester survey reported a score of 3 or above on
the statement: “The class is organized in a way that |
always know what is expected of me and can find all
materials and resources easily.”

RS 5 gl -

Week of December 9 - December 13,

« Qui

2022

Announcements

ick Access:

+ Netlab Info
» Guest Speaker Recordings
« RING Student Org Information

« There

will be no class on January 16th.

./"W‘%\
AN OFFICE HOURS
APPOINTMENT

alntroduction to Python Programming_

ay_in the (Not) Life




Additional S”Z?ec

Test study guides Urllj/
Improvements based on sta .3
analysis of student performance

Updated slide decks

Updated lesson plans
Modified/improved materials
throughout the curriculum

RING Cybersecurity Curriculum Changes
Summer 2023

Overview of Changes:
e All slide decks, both Instructor and Student copies have new links. This means that gld

slide links will no longer be functional.
All lesson plans have new links. Old versions of lesson plans have been removed and
areno longer accessible,
Tests and test banks have been improved to have standard mappings, additional
questions, and improvements based on a statistical item analysis of student
performance.
Study Guides have been added for all tests

If you previously have been utilizing an export of the course (such as an .imscc file), it is now
out of date. If a new file of the course is needed, please reach out to ring@caecommunity.org
to request the updated version.

it 0: Introduction to Cybersecurity
a slide decks and lesson plans
ifications in Instructor Notes and Lesson Plans
ine. Please refer to the Lesson Plans for a suggested pacing.

O J
Unit 3: Ubiquitous Connectivity 0
¢ New slide decks and lesson pla

b
* Recreated and updated Graphic Organize Cidenf lu '

Unit 4: Data Security
¢ New slide decks and lesson plans
e Significant modifications in Instructor Notes and Lesson Plans in order to'e
clarity of content
e Added discussion of FERPA




bl |

~ch with RIN

I O O 5 5 e 0 —

Il
!

Educators® can gain full access to the curriculum

*Educators who request
access must provide proof of
their school/homeschool
affiliation.

VI 5 i v o
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MG T hers Nationwide

Thje L

'/\/ < ’t/-es ators across the nation are using the RING
a‘inI e‘ ’ ‘\ ()

"d/ M ‘c'lln..

“As a {HIngh scliey teacher who has been
In education orlgrer 20 Yeins, | have to say
that | am so impressediwith this cicsiculum.

The content, integration wirt/ieogle fol
Education tools, and the sequencing.ane

completely on point.”
-KY Public School Teacher

VR 1 5 0 v o
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Gulf of
Mexico
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' - Mexico
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350 instructors
indicated they
. areusing RING

. supplement
e their

‘U?g




r

}."G Teacher Training

n

VVocabulary
Activity practice
Lab practice

Teacher trainings held at:

- Hawaii EPlI Summit (12 teachers)
o Nebraska Education Innovation Summit

(3 teachers)

Table of Contents

o Puerto Rico EPI Summit (13 teachers)

‘7 -~ ‘-. -~ -
VI L O e v o
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REGIONS INVESTING IN
THE NEXT GENERATION
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1 T

in RING!

RING Website:
caecommunity.org/initiative/k12-ring

VR 1 5 0 v o

Student
Enrollment
Request Form
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, ‘O"."’S' across the nation are enrolled In
e | €n completed the course through the
centralizec bﬁ‘-;a
o~ CUrf

Pilot course: 14 stude Jf’md

2022-2023: 31 students

Spring 2023: 19 students

Summer 2023: 18 students

2023-2024: 68 students are currently enrolled

Fall 2023: 5 students are currently enrolled

R L A i v e
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vll
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| can e "
from lookn.sy bef -
more aboutthe  ~Cy;. Fiie, =SNG
topic...thisis { "
probably my favorite

class this year.” s Sgo an
-RING Pilot Student Puerto RSO

o
Ponce h 4

Boise
6

WYOMING ; Sl
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Note that
students and
: parents are
Homeschool ' self-reporting.

19.4%




bl |

e 2CentralS -Qy

Midwest Regional Hub erS(

e 103 Instructors

e 16 Central Students
Northeast Regional Hub

e 81Instructors

e 31Central Students
Southeast Regional Hub

e 134 Instructors

e 42 Central Students
Puerto Rico

e 20 Instructors

e b6 Central Students

*as of August 20

VI 5 i v o




T T O B o B —

RING Student Org
Leaders

\

S ¢ LK

¥ l @HALIN f /
AN -

W

92 ©® SPOOFER

728t S

SYNTACTICS

Kj{ EEP IT CRAY
The central organization...

e Hosts events and leaderboards
e Facilitates Discord discussion
e Advertises news, internships, scholarships, camps, opportunities

VB o B s o e 2
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FAARLEIGH
DIUKINSON

h Dickinson University

UNIV EWS LA N

WY Ag Peense SHITY

Degrees Offered:

O Bachelor of Science in Information Technology
O Bachelor of Science in Computer Science

- Concentration
- Concentration

O Master of Science in Cybersecurity 8 Information Assurance

in Cybersecurity
in Cyber & Information Assurance

Scholarship opportunities:

O Department of Defense Cyber Scholarship Program (CySP)

ol

UNIVERSITY of HAWAI'I®

MAUI COLLEGE

f Applied Scie d Bysi#ess and

echnology (A

Bachelor o
ormag

Who's hiRpa3 or
O EaEalsmall and S O

businesses
- Help desk
- Business Analyst

Who's hiring?

O ups
Q© Department of Defense
© State Law Enforcement

For more information,
contact Dr. Kaylan Mondal,
mondal@fdu.edu

- Systems Analyst




RING Logo

- ’
The RING logo must be prese
of RING media and content.

Primary Logo
RING's primary logo should be used
when possible. The variant logo .

can be used when the use of the
primary loga is not feasable due to
size restraints or because of certain
aesthetic choices.

Variant Logo

RING's variant Logo without the
‘Regions Investing In The Next
Generation' can be used when
needed.

White Logos

White versions of the logos
can be used when needed, such
as when the loga is placed on a
dark background.

RtNG et

NG STYLE GUIDE

G Logo Us

-

- Ny
€y . 9

Q
darker bad¥§ F. [' “ v

Do place the logo

on a plain, high-
contrast background.
Do keep RING's colors

in mind.

RT_N M=

NG STYLE GUIDE |3

RING’s Color Palette

RING Colors

RING content and media must try to adhere to the color palette as much as possible. Red should be used as an accent
color when necessary. Shades of gray may be used as needed to complement the official colors below.

HEX CMYK PANTONE

C:95.83 VY:53.24
#002F3D M:69.07 K:53.86

C:85.79 VY:26.43
M: 47.2 K:3.94
#BE1E2D e k1o
- c:0 Y: 84.27
2F WarmRed C
37 M:90.79 K:0




VT'G Promotionc

'S e e— -

I/ UhlaskXour Potentd

¥, *
i el £stopm o logking
tovoritc cle yeor IRING Y, -
Swasiéim :2iflg " RING 202800588 udcnt
“This class changed the way b urity iknowsaiot more ciore takuic
e REGIONS INVESTING IN
What Is RING?
s R THE NEXT GENERATION
interesting and engaging content speciff
schools without a cybersecurity progran | ‘ -
__ and pride in their profession along the v
forging the tools that will shape the nex | .
i A

*RING is provided at no cost througt

- Students can achieve high school it
 Students can engage with each othe
the RING Student Organization -

2023-2024 High School
You can enroll for an entire academic y| What Is RING?

Academic Year (2023-2024) Enroll in t RING (Regions Investing in the Next Generation) is an online high school cybersecurity
[ScommeniecoE it stk ota curriculum available for educators to use at no cost. Its goal is to bring cyber to high school
Fall 2023 (single semester) Enroll in ti students who don't have access to a cybersecurity program, especially students in rural areas,
note: The shorter timeframe of this fast homeschooled students, and students attending under-resourced schools.

Spring 2024 (single semester) Enroll |
The shorter timeframe of this fast-pace

RING will equip you with the resources and materials you need to introduce your students to
cybersecurity and prepare them for college cybersecurity courses.

How to Enroll

Key Points
High school students ¢

Student Enroliment R * RING course content is provided at no cost through NSA CAE-C K12 Pathway grants.

* The RING course consists of 180 content hours and includes detailed lesson plans,
instructional slides, activities, hands-on labs, graphic organizers, review games, and
assessments.

* The RING program offers limited teacher and student accounts for a free cybersecurity range.

+ The RING program has an associated honor society and student organization.

* RING has been vetted by Center of Academic Excellence in Cybersecurity (CAE-C) colleges
and universities.

REGIONS INVESTING IN * RING has been pilot tested with high school students.
THE NEXT GENERATION

What Is a Center of Academic Excellence in Cybersecurity?

Institutions that receive a CAE-C designation have met the rigorous requirements set forth by
the sponsor of the program, the National Security Agency (NSA). The NSA awards CAE-C
designations to institutions that commit to producing cybersecurity professionals that will reduce
vulnerabilities in our national infrastructure.

Want More Information?

Educators interested in using the RING curriculum or offering a RING course
should complete the RING Curriculum Request Form found on the website
below or by scanning the QR code.

REGIONS INVESTING N Learn More

THE NEXT GENERATION Email: ring@caecommunity.org
Website: https://caecommunity.org/initiative/k12-ring

ECUBRREEE N

REGIONS INVESTING IN
THE NEXT GENERATION



http://drive.google.com/file/d/1v1MQiZnYD_2tocPltgOz4Q9YYcAxb1B2/view




Egucational Pathway Institutions (EPIs)

, Nl’p,.. .
. Imp : CV I~ aly and statewide
" Documents ude n,urs v

= Work with EPNC to estah
= Meet minimum capacity of 200
= |Implement extra-curricular activities (cluk
" Prowde range access for RING

lum and education-to-career pathways within the

= Expand capacity of RING participation to 200-700 students per state
= Expand post-secondary and secondary educational partners per state
= Expand the number of EPIs nationwide



Defining POS Pathways In Accordance with The

(Petkins V) Criteria

=~ -
Key ! Naf | Nrese CTE POS 10 Essential Components
/ :

on n{a . Cross-agency partnerships include education, business,
workforce, economic development, and community
(1) Build Cross-Age a/ ' fIOn
y Jartner S
s S 9i

stakeholders
Common vision and goals
r . Clearly delineated and agreed-upon roles/responsibilities
se for all partners
, C!J!. v Ve oth career pathways and career and technical education

(2) Identify Industry Sectors and Engage (2) P i l{V n af of study frameworks stress the analysis and
Employers (10) Technical SKIS% F A ij) omic and workforce trends, and
“ay ation @ :,9 ordingly
L ]
(5) College and Career Readines Cati < HV 03‘ Qurse

) pllege’ered 0 industry-

&) e v

Roles

Standards "’ (\
L 3
(6) Course Sequences + Cred ) ?"J’O/!
. Counseling, it o C: 10 Nl a
(7) Credit Transfer Agreements advisement qul
- Support services, especially in‘caree ui?
(3) Design Education and Training Programs (8) Guidance Counseling and Academic -  Contextualization and modularization‘e a, and

mapping of pathways
Integrated instruction of academic and technical content

(9) Teaching and Learning Strategies . Instructional strategies that instill work
readiness skills

Advising



Defining POS Pathways In Accordance with
P ‘\rkms V) Criteria

Key Elements o! /78/ fatfo ntial Components
(4) Identify Funding Need \‘)}b w - Emphasis on the role of federal, state, and local
e,. ao policies in promoting and sustaining career pathways
Se st g nd programs of study and in helping students access
Cu / Ven pathways and programs of study services
(5) Align Policies and Programs (1) Legislation and Pc -y Edu a! t/i@
a gio é

develop (,U//
Importance of defining oute QLIU

ding from multiple funding
esources and sustain

(6) Measure System Change and (4) Accountability and Evaluation

Performance Systems ezt

Processes for collecting, storing, analyzing,@nhd/sharing
data are encouraged in both career pathways and
programs of study frameworks

(10) Technical Skills Assessment



K12 Criteria
CTE POS 10 Essential Components

CAE
S ‘ Institutions
3%
Recognizing
S O -
POS
Pathways Ki2or HS
Programs

[N

CAE Criteria Committw

Key Elements (6) of Career Pathways
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Microsoft
Partners in Learning

21st Century
Learning Design

: J’Da
JROTC Summer

. C r fi:;;;,:
CTE CyberNet Progra | ’{‘y < CENTER
UCCS Cybersecurity Teache . : ’
Annual EPNC Developers Symp05|

CTE
CyberNet
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ERNC Teaching and Learning Products

= Cybersecurity Game
= 3D/2D VR/ER/AR

= Embedded Al

= Virtual Labs and Lab Environment

= Cybersecurity Case Studies



EMIATE Library

-L'

RSA Encryption Algorith

Key Generation
Calculator

We kept our examples simple by using small numbers.
Generate some larger prime numbers (1,000-1,999) to

RSA Key Generation

use as inputs for RSA keys. Prime Number 1 (p):
w Prime Numberl(q):
EMATE Interactives help der the leadership of Mike

1009, 1013, 1019
601612). Use the 1061, 1063, 10659
1117,1123, 1129
1193,1201, 121
1259,1277, 1279

21, 1031, 1033, 1039, 1049, 1051,

Qaissaunee at the Brookdale Cyb
interactives to help teach students and to"@

ETH/CS

87, 1091, 1093, 1097, 1103, 1109, Results:
51,1153, 1163, 1171, 1181, 1187,
17,1223, 1229, 1231, 1237, 1249,
1289, 1291, 1297, 1301, 1303, Prime Number 1:
1307, 1319, 1321, 1327, 1361, 1367, 1373, 1381, 1399,
1409, 1423, 1427, 1429, 1433, 1439, 1447, 1451, 1453,
1459, 1471, 1481, 1483, 1487, 1489, 1493, 1499, 1511,
1523, 1531, 1543, 1549, 1553, 1559, 1567, 1571, 1579,
1583, 1597, 1601, 1607, 1609, 1613, 1619, 1621, 1627,
1637, 1657, 1663, 1667, 1669, 1693, 1697, 1699, 1709,
1721,1723, 1733, 1741, 1747, 1753, 1759, 1777, 1783, Euler Totient:
787,1789, 1801, 1811, 1823, 1831, 1847, 1861, 1867,

473, 1877, 1879, 1889, 1901, 1907, 1913, 1931,

Prime Number 2:

N:

Encryption (E):
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Take a look at the new EMATES created and posted this summer

A Cryptography page has been added
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Block Mode ciphers used in Digital Signatures Encryption and Data RSA Encryption Algorithm Factoring and Prime
symmetric encryption Formatting Numbers are the building

algorithms blocks for asymmetrical

encryption algorithms


https://d2hie3dpn9wvbb.cloudfront.net/

vntography Exercises/Activities
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RING Enhancement Labs

gement and = 13 Detailed Labs

: '79
deep 1ders C} terials in a
safe, fully vi \'j/('so 37 W et = 4 Competency labs
- Real-world scenarios aresec fj/ RTNGF@%W
the student’s knowledge, ski
abilities.

* Implemented the new NDG environment
to enrich the student experience with
embedded content and assessments.



https://netlab-test-10.netdevgroup.com/

Instructor Guide

to solve each challeng

Competency Lab 3 — Hashing, Encryption, and Password Cracking

After your excellent work on the network, the agency is lozning you to help law enforcement to take
down 2 ransomware group. As part of the sting operation, we have to send the file ‘Meeting’ from the
Sting0Ops folder located on Kzl Linux desktop. We suspect that the group will try to change the contents
of the masszge in-transit so your job is to make sure our agent inside has a way to verify the integrity of
the document he receives.

1. Produce text file 'HASH' that can be sent via secure channel for verification purposes. Please make
sure the file OMLY contain the SHA2SE hash of the secret file (i.e., get rid of the file’s name). Take 2
screenshot of the open HASH file.

Command: shaz5ésum «filename: | awk ‘{printf 31}’ > HASH

CUn}cy

@l ate =

YES

L L]
SHAZSE create 64-character hash O
Excellent job. We sent the documeant and our agent already replie RISy oo G d

paolyinstantiation strategy and sent multiple documents as part of the pa
with the haszh file Verification we received through secure channel were saved 10
Linux Kali desktop. We need your help to detect the correct document.

3. Please identify the correct document.

Command: sha256sum <file(s)> »> Candidates OR find -type f -exec sha25asum {J\; » Candidates
grep -f <sent_hash_file= candidates

Un 'm




* Over the summer,
we ran a test case of
140 students using

Established AL

* Works withpany OS
Ra nge Access and Mebil-Device
including Chrome
Books and Raspberry
Pi’s
* Hi processing tools
like CrypTool

* We can support this
now — 1900
students requesting
this 90 teachers.

Infrastructure




1 L r Counselors and Academic Advisors
Faculty Dev n B W] e o B
Cybersecurity Incubato G/ | et
Model Dual Credit / Dual Enrollmentsid/# == '

Attracting New Cybersecurity Faculty

Access to Virtual Environment

Alignment to Perkins V Requirements
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s ; curity Foundations (CSF)
tent of the Cybersecurity Foundations Knowledge Unit is to provide students with a basic
btanding of the fundamental concepts behind cybersecurity. This is a high level
tion or familiarization of the Topics, not a deep dive into specifics.
and Outcomes
plete this KU, students should be able to:
be the fundamental concepts of the cybersecurity discipline and use to provide v
Rcurity.
potential system attacks and the actors that might perform them. v
yber defense tools, methods and components and apply cyber defense methods v
stem to repel attacks.
propriate measures to be taken should a system compromise occur. v
e Vocabulary associated with cybersecurity. v v v
Topics and sub-Topics must be completed
(threat actors, malware, natural phenomena) v v

agement (include backups and recovery)

< <

|
-
S
o
3
o
=
>
ga
y
UQ
@

§sing)

= Improving Teaching and Learning
= Aligning to Perkins V Dual Credit Program

Requirements

TEACHER SHOULD K




Range Access and Support

= Tracking

= Centralized website to direct future
RING users. This will also identify users
ill require training before

he material.

Q0 *
You have no scheduled lab reservations. ‘ Py h P
Select from the Schedule menu above to add reservations. ] ol 2 0 q
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& Schedule Instructor-Led Training
& Schedule Lab for Myself
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&

Schedule Lab for a Student
Schedule Lab for a Team
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