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Hiding in Plain Sight: An Empirical Study of Web Application Abuse in Malware

Mingxian Yao, Jonathan Fuller, Ranjita Pai Sridhar, Saumya Agarwal, Amit K. Sikder, Brendan Saltaformaggio

orensics analysis + web app platforms information = proof of abuse
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Lgl's Collaborate: Real-World Impact
| 129 unique active Assets l

Took down 80% by collaborating
with service providers

52 More Assets l

Identified 52 more assets from
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My research prevents 11 assets migration
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Niflheim (Discord)

Hello,

Thank you for bringing this issue to our attention. We've initiated an investigation based on the
information that you provided and we'll take appropriate action based on our findings. Please
note that for privacy reasons, we're not able to share the specifics of the action taken, if any.

We truly appreciate your efforts in helping us to keep Discord a safe and friendly environment.

Sincerely,

Discord Trust & Safety

Sent: Tuesday, Ma
To: <redacted>
Subject: [-] Re: abuse report

i
Automattic Trust & Safety (Automattic)

Hello,

Thank you very much for your report.

The sites in question have been removed from
WordPress.com for violating our Terms of Service.

Automattic Trust & Safety

you feel this is an incorrect assessment, please contact u
to avoid any permanent loss of content.
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Opgoing And Future Work
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Many thanks!

A\ Vision and Long Term Research Direction

Attackers invariably make sacrifices when exploiting
benign services for malicious purposes.

Automated Forensic Analysis-Driven Approach for the
Remediation of Benign Service Abuse
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