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Web App-Engaged Malware

Problem 1: Phil needs to convince Elon that it is an abuse
Problem 2: Obtaining this proof of abuse is labor intensive and slow
Problem 3: The current reporting system hinders effective collaboration
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Key Idea Automated forensics analysis + web app platforms information = proof of abuse

Hiding in Plain Sight: An Empirical Study of Web Application Abuse in Malware
Mingxuan Yao, Jonathan Fuller, Ranjita Pai Sridhar, Saumya Agarwal, Amit K. Sikder, Brendan Saltaformaggio
[Usenix Security ’23]
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Let’s Collaborate

Web Apps Malware Live Malware Response Delay

Google Drive 322 214 59

Github 46 34 583

Pastebin 56 33 118

Telegram 4 2 327

Twitter 54 26 -51

Wordpress 9 3 29

Discord 86 21 51

Blogspot 6 4 -13

Dropbox 13 10 813

… … … …

Total 893 430 253

Dataset: 10K Malware

3K randomly pulled from VT

1K per year 2020-2022

7K Netskope-observed malware

Leading Secure Access Service Edge 

Provider, providing service to more than 

25% of the Fortune 100 

36% found malware 

abusing Google
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Let’s Collaborate

Web Apps Malware Live Malware Response Delay

Google Drive 322 214 59

Github 46 34 583

Pastebin 56 33 118

Telegram 4 2 327
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Dropbox 13 10 813
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Total 893 430 253

Dataset: 10K Malware

3K randomly pulled from VT

1K per year 2020-2022

7K Netskope-observed malware

Leading Secure Access Service Edge 

Provider, providing service to more than 

25% of the Fortune 100 

8.9% Web App-

Engaged Malware
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Let’s Collaborate

Web Apps Malware Live Malware Response Delay

Google Drive 322 214 59

Github 46 34 583

Pastebin 56 33 118

Telegram 4 2 327

Twitter 54 26 -51

Wordpress 9 3 29

Discord 86 21 51

Blogspot 6 4 -13

Dropbox 13 10 813

… … … …

Total 893 430 253

Dataset: 10K Malware

3K randomly pulled from VT

1K per year 2020-2022

7K Netskope-observed malware

Leading Secure Access Service Edge 

Provider, providing service to more than 

25% of the Fortune 100 

Need 253 days to 

detect malware
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Let’s Collaborate

Web Apps Malware Live Malware Response Delay

Google Drive 322 214 59

Github 46 34 583

Pastebin 56 33 118

Telegram 4 2 327

Twitter 54 26 -51

Wordpress 9 3 29

Discord 86 21 51

Blogspot 6 4 -13

Dropbox 13 10 813

… … … …

Total 893 430 253

Dataset: 10K Malware

3K randomly pulled from VT

1K per year 2020-2022

7K Netskope-observed malware

Leading Secure Access Service Edge 

Provider, providing service to more than 

25% of the Fortune 100 

48% Malware With 

Active Assets
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Let’s Collaborate: Real-World Impact

11 Migrated Assets

15 Dropped Malware

52 More Assets

129 unique active Assets

Identified 52 more assets from 

the same identity. Took down 

100% of them

Took down 80% by collaborating 

with service providers

By took down active assets, my 

research prevents 15 additional 

malware from being dropped

My research prevents 11 assets migration
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Ongoing And Future Work

Forensics analysis on blockchain supply chain 

Remediate financial fraud on blockchain

Vision and Long Term Research Direction

Cyber Forensics Innovation Lab

Many thanks!

Mingxuan Yao
mingxuanyao@gatech.edu
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Attackers invariably make sacrifices when exploiting 

benign services for malicious purposes. 

Automated Forensic Analysis-Driven Approach for the 

Remediation of Benign Service Abuse
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