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advertising, is the
malicious advertisemen
malware and compromise systems:
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Detection of malvertising in @)/
Android applications
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mef a problem is this?
r es e attacks worldwide from 2015 to 2022 (Statista)



https://www.statista.com/statistics/873097/malware-attacks-per-year-worldwide/%E2%80%8B
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intermediate representation
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o Want to identify when abnormal behavior ta
place

O Used finite state machine analysis to represent
the correct life-cycle of advertisements. The goal is to
identify the correct behavior of advertising libraries
within the app.



wmegenerate the Finite State Machine (FSM)
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setAdListene

@pp has started and an adView was set

setAdListene¢

The app has started with no Ads displiD

onAdLoadedl

@e app is running and the advertisement is loadD
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Android APK download Inject Log Details into APK® ‘E{}b C a.f f’)@ 2- oCcesSsSsS
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Generate FSM model from
log details

Monkey Test app and log
using adb logcat
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apps have multipledlic&s
registered without user
interaction.

We can modify our -
framework to verify that app ©
developers use libraries
correctly.



