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What is the goal? 



How big of a problem is this?
Annual number of malware attacks worldwide from 2015 to 2022 (Statista)

https://www.statista.com/statistics/873097/malware-attacks-per-year-worldwide/%E2%80%8B


Key tasks



Strategy 

• Very difficult to detect statically because of way libraries 

are built

o Dynamic code loading

• Our strategy is to have dynamic analysis

o Want to identify when abnormal behavior takes 

place

o Used finite state machine analysis to represent 

the correct life-cycle of advertisements. The goal is to 

identify the correct behavior of advertising libraries 

within the app.



How we generate the Finite State Machine (FSM)

• Injecting logs into APK

o Each log represents a potential transition in 

the FSM

• Leverage blockchain to make sure we have an 

immutable portion of it.



FSM Example



FSM generated from logs



The Process



Future Work 


