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Narrative Construction: The chronological ordering of events into plot sequences. 2



Motivation

How do we contextually
synthesize disparate
pieces of information
together to communicate
informative stories?

Thesis Statement

ill help us in constructing

enabling the ability




Computational Narrative Construction
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Can we classify
unstructured events
based on their plot
contexts?

Intelligence Analysis
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Plot Element

Exposition

Rising Action

Climax

Falling Action Series of events impacted by clim

Resolution Events that conclude the story.

Gustav Freytag’s Plot Element Model



Grownding in Cybersecurity Domain
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BERT: Contextualized Embeddings for the
' Cybersecurity Domain

CyBERT

[CLS] A vulnerability in the dynamic link library
[MASK] mechanism...local attacker to perform
a [MASK] hijacking attack. [SEP]

Create Masked Language
Modeling Dataset

InProceedings, IEEE International Conference on Big Data, December 2021.



http://ebiquity.umbc.edu/paper/html/id/999/CyBERT-Contextualized-Embeddings-for-the-Cybersecurity-Domain

enerating Fake Cyber Threat Intelligence
' sing Transformer-Based Models

P. Ranade, A. Piplai, S. Mittal, A. Joshi, and T. Finin, "Generating Fake Cyber Threat Intelligence Using Transformer-Ba um
Models", Proceedings, International Joint Conference on Neural Networks (IJCNN 2021), July 2021.
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http://ebiquity.umbc.edu/paper/html/id/969/Generating-Fake-Cyber-Threat-Intelligence-Using-Transformer-Based-Models
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Intelligence", InProceedings, IEEE Intelligence and Security Informatics (IEEE ISI) 2018.



http://ebiquity.umbc.edu/paper/html/id/828/Using-Deep-Neural-Networks-to-Translate-Multi-lingual-Threat-Intelligence

Preprocessing
* Classification




Intelligence Repo

August 2022).

. Created ground truth mappings of

cybersecurity kill chain (CKC) classes and
MITRE TTP attribute mappings
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MITRE ATT&CK MATRIX

Tactic category The adversary is trying to... Techniques
Initial access ... to get into your network 11
Execution ... to run malicious code 34
Persistence ... maintain their foothold 62
Privilege escalation ... gain higher-level permissions 32

Defense evasion ... avoid being detected 69

t h ro ug h q u a | ) ) a ess ... steal account names and passwords 21
1“ o
m et h Od S . figure out your environment 23

. GenerahZ'n RAG'base - gugh your environmen 18
to the attack path generation i faof | .
problem, using the curated CKC-TTP t 2
mappings. i .




Ontology Enrichment
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