
Knowledge-Embedded Narrative 
Construction from 

Open Source Intelligence 

2023 CAE-R Research Symposium PhD Dissertation Panel

Author: Priyanka Ranade, PhD Candidate 
Advisor: Dr. Anupam Joshi 

University of Maryland, Baltimore County
Department of Computer Science & Electrical Engineering
U.S. Department of Defense

1



What are Narratives?

Streams of information

Decomposed into events

When events are chained together, they 
form end to end stories

Types of Narratives

1. Social Media Based Narratives
2. News Based Narratives
3. Literary Narratives

. . .

Narrative Construction: The chronological ordering of events into plot sequences. 2



Overview

Primary Areas

• Narrative Theory

• Information Retrieval

• Neurosymbolic AI

Motivation

How do we contextually  
synthesize disparate 
pieces of information 
together to communicate 
informative stories?

Thesis Statement

Creating knowledge-embedded narrative 
structures to represent online discourse 
and events will help us in constructing 
thematic event chains, enabling the ability 
to uncover rhetoric framing tactics, track 
adversarial motives and behaviors, and 
model content evolution.
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Chronological Ordering of Events

News Sources

Source07, Source03, Source01, … Source06 News Event 
Extraction

Construction of
End-to-End Narrative

Narrative

Computational Narrative Construction
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Information Extraction

1. Named Entity 
Recognition

2. Relationship 
Extraction

3. Plot Element Framing

Can we classify 
unstructured events 
based on their plot 
contexts?

Gustav Freytag’s Plot Element Model
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Intelligence Analysis

Photo Credit: SANS Institute



Grounding in Cybersecurity Domain

- Narrative analysis can aid in 
finding causal, temporal, and 
thematic patterns in domain-
specific information

- Examples:
- Modeling changes in and 

predicting potential virus variants
- Understanding behavioral patterns 

in misinformation threat 
campaigns

- Modeling sequential activity of 
cybersecurity exploits, and 
advanced persistent threat groups
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Preliminary Work
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CyBERT: Contextualized Embeddings for the 
Cybersecurity Domain

P. Ranade, A. Piplai, A. Joshi, and T. Finin, "CyBERT: Contextualized Embeddings for the Cybersecurity Domain", 
InProceedings, IEEE International Conference on Big Data, December 2021. 8

http://ebiquity.umbc.edu/paper/html/id/999/CyBERT-Contextualized-Embeddings-for-the-Cybersecurity-Domain


Generating Fake Cyber Threat Intelligence 
Using Transformer-Based Models

P. Ranade, A. Piplai, S. Mittal, A. Joshi, and T. Finin, "Generating Fake Cyber Threat Intelligence Using Transformer-Based 
Models", Proceedings, International Joint Conference on Neural Networks (IJCNN 2021), July 2021.
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http://ebiquity.umbc.edu/paper/html/id/969/Generating-Fake-Cyber-Threat-Intelligence-Using-Transformer-Based-Models


Using Deep Neural Networks to Translate 
Multilingual Intelligence

P. Ranade, S. Mittal, A. Joshi, and K. P. Joshi, "Using Deep Neural Networks to Translate Multi-lingual Threat 
Intelligence", InProceedings, IEEE Intelligence and Security Informatics (IEEE ISI) 2018. 10

http://ebiquity.umbc.edu/paper/html/id/828/Using-Deep-Neural-Networks-to-Translate-Multi-lingual-Threat-Intelligence


Thesis Methodology
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Current Work

Current: 

1. Developed the Event Narrative Ontology 
(NEO) and Retrieval-Augmented 
Generation (RAG) framework for automatic 
Intelligence Report creation. (submitted, 
August 2022).

1. Created ground truth mappings of 
cybersecurity kill chain (CKC) classes and 
MITRE TTP attribute mappings
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Future Work
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Future: 

1. Evaluating the CKC-TTP mappings 
through qualitative/quantitative 
methods. 

2. Generalizing RAG-based framework 
to the attack path generation 
problem, using the curated CKC-TTP 
mappings.

Source: Huntsman Security



Thank You!
Contact Information:

Priyanka Ranade

priyankaranade@umbc.edu

● Current NLU techniques have limitations in ordering 
events based on thematic context

● I propose a Semantic Data Model inspired by narrative 
theory and hypothesize we can represent, chain, and 
reason over narratives from disparately sourced event 
details. 14

mailto:priyankaranade@umbc.edu
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