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2. Diving into Robocall Content with SnorCall
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https://www.nbcnews.com/news/us-news/hiker-lost-24-hours-ignored-rescuers-calls-because-they-didn-n1282381
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Who is Calling You?
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Who is Calling You?
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23 Months
1.3 Million Robocalls
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3. False sense of authority and urgency

4. Increase credibility by referencing other government entities
FBI, DEA, etc.

“This call is regarding to your social security number. We found some
fraudulent activities under your name and ...

arrest warrant has been issued and your Social Security would be
suspended soon...

Please press one to talk with officer right away. | repeat, please press
one to talk with officer right away. Thank you.”




NC STATE UNIVERSITY

>0 lal Security Scams Have Evolved Substantially

New Tactics

1. Impersonate Social Security Disability advisors

Target the disabled and elderly*: “..eligibility for Social
ity disability benefits..”
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3. False sense of authority and urgency ll/e g seemly well-intended
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arrest warrant has been issued and your Social Security would be And my call back number is 866-201-XXXX:

q Uy,
suspended soon... Now | show here that you were recently inquired about'ye l U m

eligibility for Social Security disability benefits.
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“Hello, my name is A
advisors on a recorded line.

“This call is regarding to your social security number. We found some
fraudulent activities under your name and ...

Please press one to talk with officer right away. | repeat, please press
one to talk with officer right away. Thank you.”

Can you hear me? Okay?”

* “Who can get Social Security disability benefits?”: https://www.ssa.gov/pubs/EN-05-10029.pdf
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WWhat's the “Tech” in Tech Support Scams?

tmg well-known tech companies, Tech Support robocalls also
arriers and consumer electronics companies
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Thank you!
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that they frequent
(Paper #1)

N d ObSEI”.VGd 1. 'Who's Calling! Characterizing Robocalls through Audio and Metadata Analysis
Sathvik Prasad, Elijah Bouma-Sims, Athishay Kiran Mylappan, Bradley Reaves
USENIX Security,, Aug 2020.

into Robocall Content with SnorCall
evor Dunlap, Alexander Ross, and Bradley Reaves

SnorCall enabled domain experts to analyze roboca
found that illegal robocalls frequently impersonate governmelr
and tech companies to defraud their victims. (Paper #2)
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« What’s Next? We are developing an actionable Threat Intelligence
framework that empowers stakeholders in the robocalling ecosystem to
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characterize the operational strategies of robocall originators ht tps: / /SG thyilk U/U m




