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e Attack Implementation
®Results & Future opportunities






Phase 1 - Systemic Risk & Vulnerability Analysis of
Maulti-cloud Environments

Attack vector identification
Define Risk Analysis Methodology

STRIDE & DREAD to be used in conjunction with each othe
analysis
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1 https://www.hitinfrastructure.com/features/pros-cons-and-strategies-for-implementing-healthcare-multicloud/




1

2

3. Authentication
4. Automation

5. Difference in Management
6. Mismatch in Cyber Legislation
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Overall Threat Rating from DREAD Risk Score

®  Critical (40-50): Critical vulnerability; address immediately.
® High (25-39): Severe vulnerability; consider for review and resolution soon.

® Medium (11-24): Moderate risk; review after addressing severe and critical risks.
®  Low (1-10): Low risk to infrastructure and data.
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')/7 Risk Attack Vectors — Risk Analysis Results

Architecture: DoS atts
Authentication : Man-in-the-Middle

Architecture: Differing Encryption
Offerings and Capabilities

API : Privilege Elevation

Elevation of Privilege 28.00

Difference in Management: Auto-

Scaling Denial of Service 25.67

Architecture: VPN Infiltration Information Disclosure 25.33
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ol k Attack Vectors — Countermeasures and mitigations
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Architecture: DoS atts

WAF w/DDoS mitigation Filter network traffic

Authentication : Man-in-the-Middle Info

(_/ J f !/g\ at - DNSsec  Static network config
Architecture: Differing Encryption /; i' l/

Offerings and Capabilities Information Disclosure
API : Privilege Elevation Elevation of Privilege

Difference in Management: Auto-
Scaling Denial of Service 25.67 ITIL - Event Management

ICAM-MFA, Network
Architecture: VPN Infiltration Information Disclosure 25.33 segmentation Network segmentation, MFA



Phase 3 - Develop & Evaluate Defensive Strategies to

Execute attack
Implement mitigation

Retest attack identifying attack hinderances
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o Vulnerabilities'in/m!
exceptions

o Security PRIORITIES can change in mu
vulnerabilities









