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oday’s world has an abundance of Bluetooth Low Energy devices
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* Aperson bring —— =
— What is the device? —r— T
— Whatis the device doing? - ;

— Why should we care? '7 & A1 .,

 What about multiple people?

— How can one maintain awareness of all k:» -
the activities?
— Cost? Scale?
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One achieves intent analysis through data collection efforts

 BTLE data capture f
— Hard to achieve in practice ," ¢ SEREEREEEEE PEEEE

— 3 advertisement and 37 data channe
RalenCy hopplng

— Need a wideband antenna to capture all F,Chan : Cdf =, 0
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— We lose information without a wideband
antenna!
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Adaptive frequency hopping and the overarching problem

 BTLE devices pa

— Establishes key paramete
* How to hop and when

%. ol

» Defines the initial frequency / hop interval
— Information visible to capture

* Difficult to locate without capturing
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Vell known studies capture BTLE traffic using an Ubertooth One

e Retired on December 22, 2022
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* Used two Ubertooth One devices
* Leverages machine learning to predict channel

map

* Only works for Bluetooth Classic and uses
selective frequency jamming to manipulate the

BTLE pair's channel map

Albazrqaoe, W., Huang, J., & Xing, G. (2018). A practical Bluetooth traffic sniffing system: design,
implementation, and countermeasure. IEEE/ACM Transactions on Networking, 27(1), 71-84.
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Acquisition

CU"/YJ/

predicts c
packets

channels

Karoliny, J. W., Blazek, T., Springer, A., & Bernhard, H-P. (2023). Predicting the Channel Access of Blucte
Low Energy. In IEEE International Conference on Communication (ICC 2023) (pp. 1)
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Blueshift breaks collection challenges with prediction

channels using a single predictor
— Single-band antenna designed

— Reduces the dependency for a wideband
antenna
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apping table enables quick lookup capabilities

ha,c ho:,c+1 C h(}.’,216—1
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_h216—1,c hot6 1 cq1 h216—1,216—1_

* The observation of a BTLE packe
— Reveals the Access Address

— Lacks the Counter, Channel Map, and
Interval values

* Accuracy increases when missing values
are determine
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Observing BTLE traffic initializes an orchestration of prediction work

Counter
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— Missing the Connectio ,:S@C. = g/l/e ;
potential unknowns to occur : n af
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* Channel Map

* Hop Interval
Channel

* Some values are necessary to
determine for prediction
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Reducing environmental noise enables effective data collection results
N S .Of ab environment
a s ‘ 'C ooth devices
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ands

Before

* Theteam created a farad dp qy
a server cabinet I_‘J/£
— Noise reduction from -40 dBm to -89 dBm

— Observable packets decreased from ~140
to ~10 packets per second

Exposed bottom Meshed doors
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Architecting a testbed enables increase exposure to real-world challenges

Administrate Collect Validate

Controller
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USRP N210 (x2) BTLE Devices
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Dedicated USRP System (x2)




NU Radio Companion enables the creation of ground truth

: 4 S 9 c I B - guments s : "::: ::'35 'm:::"t"f': :""" File: ...n?itﬁ%fsink.bin
with a signal strength lower W e g & : L el
than -35 dBm cho. Cen :

— Rational Resampler adjusts data

collection rate to match rate of
BTLE data transfer

Signal data converted to packet
format using open-source library!
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Automation of experiment enables higher volume of data collection

A clicker application e
repetitive, automated intera
of a light bulb

— 49 precisely timed inputs used per
15-minute experiment

— Enable continuous experiment
pending device stability and storage
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O) erview of Data Collection

42s * 1 Repetition 15s * 41 Repetitions 3s * 1 Repetition

to best maximi {ume '3 ‘ ; N Lightbulb/Android| 1m | Collection
data y | i Phone Stop
, 20l Sp° 2 Unpaired Il SDR

— SDRs collect for a minute befo y 1 ' 3 PATEE 4 (all SDRs)

device pairing and after device
disconnect, guaranteeing entire
connection is captured

— Lightbulb turned on/off to
ensure frequent communication

— Experiment loops until user
intervention
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Prediction and maintaining track of devices

Observation Candidate

1771 Too many to visualize

4 Counter=926, [27, 29, 6, 5, 5]
Counter=1058, [27, 29, 25, 24, 8]
Counter=1653, [27, 29, 17, 23, 32]
Counter=1703, [27, 29, 31, 28, 6]

* Observing only a data packet
— Difficult to determine hopping pattern LA sunter=92 o, 6 5, 5]

— Must collect more samples to make an
analysis

— Three (3) to Four (4) samples enough to
quantify a recovery of the work
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BTLE Device Prediction - 0x380cda55
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— Supports both Channe
Selection Algorithms

’ Time (s)
BTLE Device Prediction - 0x2bbl21a3

* Validate the functionality of code -
with public datal

* |terate approach with real-world
experiments to finetune system

1- https://github.com/homewsn/bsniffhub
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https://github.com/homewsn/bsniffhub

op interval changes creates complication in prediction

Paired Session Interval Change (Android & BTLE Light Bulb)

* Reproducing the interve
changes difficult to achieve in
the real-world

— Environmental factor critical to 1 T
mimic L

0.00 0.02 0.04 0.06 0.08
Time (s)

— Easy to attain through simulation
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1vironment changes enable frequent modifications to the channel map

Hopping Interval Distribution (n=121)

=24 Initial
E_1 Update

* Relatively consistent

* Environment favored not using some
channels
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omplexity of AFH presents challenging prediction effort to follow

Paired Session Prediction (Android & BTLE Light Bulb)

30 - \ ) o AVl A e e

R <THE b
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— Some sessions have ‘ §1ye

where a device does not
communicate

— Hop interval times speed up and
slowdown at variable rates

« Some prediction points are on track
but quickly lose accuracy as session
parameter changes
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0 nclusion
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Future Work

septed to highlight our preliminary work

S@/‘) T'\ ;

* Profiling devices
— Supports pattern of life detection
— Classifying data to a device
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Deep dive into automating data collection

41 Repet

itions
Turn Bulb | 1s Click 1s Delete 1s | co
Oon/Off Settings Device De
8 9 10

nfirm
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15s *
10s _ 10s Error 10s
‘ Click Done H Redundancy
L ients

SDR Experiment Overview

Data Collection

Created (all SDRs)
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