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= Literature survey of existing visualization
analysis

= Static vs (linear and non-linear) dynamic
stimuli

= Eye tracking design and analysis framework

= Decision matrix for designing experiment

= Limitations of current visualization methods
used in eye tracking

= Scrolling stimuli

Participant-editable stimuli
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= We propose swimlane diagrams, state transition diagrams, a j’c
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= Developed our Eye Tracking Design and Analysis Framework for software
development with a focus on secure coding

= A decision matrix for mapping objectives/tasks in the SDLC to specific qu
aspects of eye tracking design, analysis, and comparison /Um
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= Guide on the type of software tasks and eye tracking stimuli to present to
participants
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Software coding behaviors
Hands-on coding exercises
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Eye tracking technologies to visualize secure coding behavior

Daniel Kyle Davis , Feng Zhu

behavior: iog @ . greatly and any mis

= PageS 107 = 114 EE%MMT;TL z::’*n'fﬂi_‘;c b a o : i analyse source code and develop mitigation techniques s nat well

editable types of stimuli presfh A ; anding can belp us to inform inexperienced coders 1 elficiently and accurately
tracking design and analysis \

sl diferent programming il Ou decil

technlques for comparing the cye gazes among sof®

= Analysis of Software Developers’ Coding S b e e
Behavior: A Survey of Visualization ot
Analysis Techniques Using Eye Trackers —

remaining unintrusive can allow a researcher to observe and discover
where and when software developers® facus on key components in the

. H B . R creation of SDLC such as in the phase of software coding and software testing for
[ ] h through many activities including requirements gathering, designing  coding flaws.
CompUters In uman benhavior eports modules, coding, testing, deploying and finally maintaining a software Questionnaires, verbal interview reviews, think-aloud sessions,

application. The computing instructions contained in a software appli-  behavioral retraspectives and other self-reporting methods are helpful,
cation are typically coded by a software developer to meet the re-  but they cannot provide the objective and detailed information that is
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Existing methods fien utilize think-aloud
sessions, questionnaires, or verbal reviews, but secure coders ability is
stored in skill memories, which cannot always be verbalized [1].
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Software Requirements and Design
Stage

* Requirements Definition
Documents

* Graphical Modeling
Languages (UML)

* Reading Problem
Statement

* Design Reviews
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» Testing Code Modifications

* Running Code Scanning
Tools

* Reviewing Coding Analysis
Tools

 Utilizing IDEs

* Code Reviews

Software Coding Stage

* Answering Problem
Statements

* Reading Source Code

* Writing Source Code

* Utilizing IDEs

¢ Code Reviews/ Code
Walkthroughs

Software Testing Stage Overlapping Stages of the SDLC

* Reading Documentation /
User Guides

* Researching Online
Guidance/ Solutions

*Reading
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*Reading
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Th, cure Coder Responses CWE-311

l 311 Total Fixation Duration - Mean CWE 311 Fixation Count - Mean

22.75 22.46 23.46 120.00 107.70
] et 100.00 93.20 90.83 91.80 R
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= Programming Problem - CWE-862 or C







