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Execute safety-critical tasks in moders

systems
o Sensor/alarm system
o Modern medical device

e Must monitor device behavior to
determine unexpected/malicious activity 2



source of the compromise




Control Flow Attestation (CFA):

(5) Verify the result




Challenge

e Attestation — something is wrong

e Auditing — what is wrong

e Must physically intervene
















10



e Runtime auditing on commodity dewc ‘ ,
o Leveraging pre-existent hardware suppo

e Improving efficiency of runtime auditing schemes (ongoing)
o Complete runtime evidence can be huge!!!
o How to efficiently store and deliver of runtime evidence?


https://people.rit.edu/ac7717/acfa.pdf

