TS

I“: \




Overview of
session

e & F 2 5

* The problem: Frankenstein's
monster

» Step 1: start with the work role
e Step 2: learning your ABCDEs

e Step 3: Inputs and outputs

* Spreading the word




Educating Frankenstein's
Monster

e Computer Skills

* Networking Skills
* Operating Systems
* Network Devices
* Windows
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* Linux a3

S |
“Ug !
pnssylunn_J_al‘/‘bn
o Ast
fope | - =W
oo 'S5 THSg
| HACKER- |m

L .
" :
. -

* Coding and Scripting [
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FIGURE 18—SKILLS GAPS AMONG RECENT GRADUATES

Which of the following skills gaps have you noticed among recent university graduates?

Soft skills (e_g., communication,
flexibility, leadership)

Security controls (e.g.,
endpoint, network, application)

implamentation
Hetwork operations (e.g.,

configuration, performance
manitoring)

From ISACA - State o
2022

Software development-related
topics (e.g., languages, machine
code, testing, deplayment)

Coding skills

Computing devices (e.g.,
hardware, software, file systems)

Other [please specify)

®2022 @2021

B

100%



From ISACA - State o
2022
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allenge of providing a contextualized learning
rience both in terms of a realistic work
vith realistic tasks to be

nent skills but

* Because many sk : C ?!’
other skills (Linux, Windows,aet
devices, coding, etc) those ski
forgotten by the time of graduation.
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Reasons for this disconnect pt.2
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Develops "breach-
ready" workforce.

Potential win-win-win situation
(win for the educator, win for
the employer and, most importantly,
win for the student)

BUT, important that we are
all speaking the same language



“COMPETENCY IS
4 HERABILITY FOR THE STUDENT
1O CEMPLEREA TASK OR TASKS
WATHIN, THE CONTEXTT OFRA WORK ROLE.”







{ DoD Cyber Workforce Framew X +

' G O @& public.cyber.miljwid/dcwf/ a m A O % & 0O

3 News [ g [ Recipes [ Cybersecurity

.

Q Login with CAC
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d 10,7 a/ Cenl‘af/jan jer Workforce Framework

L J
The DoD Cyber Workforce Framework establishes the' .5; @ ‘S d l.
describes the work performed by the full spectrum of the cyberw e Cf ) oD F:i
(NICE) Cybersecurity Workforce Framework (NCWF) and the DoD Joint'@ m!r Il-.ly Mol i [

| S af A |

Workforcc TEntS 1EWngRts Maj ch gt

Topics Training PKI/PKE SRGs/STIGs Resources Help

Orming, not their position titles, occupational series, or designator.The DCWF
everages the original National Initiative for Cybersecurity Education

Workforce Elements

IT (Cyberspace)

Personnel who design, build, configure, operate, and maintain IT, networks, and capabilities. This includes actions to prioritize implement, evaluate, and
dispose of IT as well as information resource management; and the management, storage, transmission, and display of data and information.




C O @& niccs.cisa.gov/workforce-development/nice-framework Qa @ h ¥ @ » 0O

£ Writing [5 Recipes [ Cybersecurity

BE Official website of the Cybersecurity and Infrastructure Security Agency Here’s how you know Vv

About NICCS Become a Training Provider Cybersecurity News & Events Subscribe to our Newsletter C)\

Education & Training Workforce Development Cybersecurity & Career Resources
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The Workforce Framework for Cybersecurity, commonly referred to as the NICE Framework, is a natio l t
workforce. It establishes a common lexicon that describes cybersecurity work and workers regardless of whe iafe ‘
across public, private, and academic sectors.

250Ul

The NICE Framework is comprised of the following components:

» Categories (7) - A high-level grouping of common cybersecurity functions
* Specialty Areas (33) - Distinct areas of cybersecurity work
» Work Roles (52) - The most detailed groupings of cybersecurity work comprised of specific knowledge, skills, and abilities (KSAs) required to perform tasks in a Worl

To explore the NICE Framework, click on the Categories below or use the links above to search within the NICE Framework components or by keyword. To learn more, review the
Using the NICE Framework PDF.



« |dentify educational activities suited
to prepare you for these tasks?

 Think of curricular (e.g. classroom-
based), co-curricular (e.g. exercises,
tools) and extra-curricular (e.g.
competitions, internships) that might
prepare you for these tasks.









'7‘ actor (who exhibits the

N ? ,O" at.task the
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D - degree (how muchtim
accuracy and degree o
completion);

E - employability (what
professional skills are
necessary for this task to be
enacted in a way that would
be appropriate for the
workplace).

LTS

plete);
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Cybersecurity students taking an 1S136 Disaster
Recovery Business Continuity level community
college course who have completed Introduction to
Information Systems, Information to Operating
Systems and Networking Security Fundamentals will
Inerability assessment analysts (VAM) with
ot k assessments of Dr. Know’s medical
u 1€ CSET 10.3 tool to perform
and vulnerability

dSSeSS anvironment

(TO549). They
and produce a risk a
recommendations report wt q
communicates the found risks for a | lllb’/,"’

user.




A - Actor

dentify level of participant (e.g. high
chooler, freshman, junior etc.)
/ /_Q - : d
2y DUS COourses an /or.
) d have acquired
etency



B - Behavior

* Corresponds with work role and task
isted in existing frameworks (e.g. NICE
swork or DoD DCWF)

builds a direct'e
educational activity @



C - Context

e This is the context in which the task is
performed.

e Describe the scenario in which the
competency is demonstrated.

* What resources/@nd.iechnoiogy are
provided, what constiaints’are
enforced.




D - Degree

dentifies how much time might be
d for competent engagement
v much accuracy is

g ch of the task
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E - Employability

* A person can be technically able but remain
unemployable unless they also have the
0 essmnal skills required by a specific

o.include teamwork,
ntegrity,

(https.//ww : n (‘GI,/.<‘
life/montreat-360/). g Oq
Uy,

UmA

* These cannot be tacitly assumed, b
be identified and stated.


https://www.montreat.edu/student-life/montreat-360/




Evaluating freely-
available and fremium
tools using
competency
framework syntax.

Learning
Environments

Exercises

Reverse engineering
regional tabletop

exercises from identified .
desirable competencies Interns hlps

Building competency
statements into existing
internship structure

ABCDE _
framework for e-handbook

competency Educator-focused

guide to designing
and evaluating
competency
statements across the
curriculum.

Research interviews to warkFhgpsan

build explicit links between PO sibgrt )
competition performance educators

and cybersecurity n
competencies.

Competitions




Next steps

* Workshops on Thursday 21st and
Friday 22nd September (NCEC)

WO day wo.rkshop on Thursday
l,en d. Friday 13th October

Jandbook b
Ca 7};__ el n"‘) tVeeLo /N
atione ""-'u}_m EIN v<d
preparation=u b@lil‘o
. . Qllj
Contact zfowler@norwich:€ m
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