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MISSION STATEMENT

The Depatment of Defense issone of the Nation's largest
employersiwith approximately:

* 1.3 million active-duty seryvice members

* 750,000 National Gurard and Rescrve service members
e 750,000 civilian personnel

* 600,000 contractors

Growing Our Talent:

To remain the strongest fighting force in the world, we must
recruit and retain the best of America. That means we must
continue:

* Building pathways of opportunity for all qualified American’s.

* Deepening the Department’s partnerships with America’s best
universities.

* Continuing to invest in training and education and create
programs that focus on science, technology, engineering, and
math.

* Providing exceptional opportunities for service and professional
development for our total force.

UNCLASSIFIED 4



CWE Strateqy

* Aims toprovide the tonls, resdunces, policies
and programs thatienable the Department’s
cyber workforce stakeholders i6, identify,
recruit, develop and retain a mare agile and
effective cyber workforce.

Implementation Plan

* Sets the foundation for how the Department
will execute the 22 objective and 38 initiatives
aligned with the 4 overarching goals in the CWF
Strategy.

|-

Identification
'”3_" Recruitment

w" Development
‘ CYBER WORKFORCE

STRATEGY N ©

| 2023-2027 Retention

‘ GOAWL . Execuie consistent,capability assessment and analysis
’ processes to siay ahead of force needs.

| GOAL 2: Establish,an enterprise-wide talent managément program to
better align force capabilities with currerit and future requirements.

GOAL 3: Facilitate a cultural shiftto opiimize Department-wide personnel
management activities.

GOAL 4: Foster collaboration and partnerships to'enhance capability
development, operational effectiveness and career broadening
experiences.

UNCLASSIFIED



CWEF Strategy Goal 4:
* “Fester collaboration and partnerships to enhance capability development, operational
effectiveness and career broadening experiences.

DOD CYBER

WORKFORCE
STRATEGY Objective 7.75: DOD CYBER
20232027 * Enhance eollaboraiion with'acadeinia 6 cultivate,a R N
; talent pipeline’and supportumportant areas of :,l\:I_PAhEMENTATION
reseaich. 32027

Initiative 4.3.1: Initiative 4.3.2: 'nit'ative 4.3.3:
« Establish a centralized program office to * Ensure NCAE-C curriculum aligns with ¢ Increase return on‘investment of scholarship
manage cyber-focused student and employee - Department-wide cyber standard. programs and effectively. track/participation to
developmental programs across the Department. customize recruitment and ouireachefiorts.

UNCLASSIFIED 6



CYBER ACADEMIC ENGAGEMENT CENTRAL PROGRAM(
OFFICE

!/ a

Identify Engase Educate, Train, Upskill, X Consume Sustain &
Talent"aRdAlignfto DCWE AcademicPartnérs Reskill Bring Talent to Market Talent Employ Talent Evolve
| : : .
'\_ | | | Federal Agencies Build Interagency
Graduate CIC,\ " 1/ i | ] ] Capability
tment
NCAEs, & e i epartment of Defense
& SMC | 1 _ i AD G/R Civ
l e 1| Guants ]
L |
@ Scholarships ; Army
. | Navy
Int h ! arines . h
Undergraduate NCAEs E i ! me Nat/qna/ Security &
& SMC Y P Camps ! spoce Force National Defense
4"Estate
- ) Talent HR I \
gy I Upskill w M:r:zg;mnt ’ Acquisiilen ® Partners [ ] I .
. Training @ Reskil ° Compos o’
Nontraditional o ln\ |
Learners Apprenticeshi . Talen: pigoline 4c> Create Entry Level and
(= g Curriculum ry B Y : Developmental Positions
» N Y a p
E Internships ~' Secure Funding for
P Recoid :
e rog T " Academic Programs
i Camps ! A
K-12 GenCybe Data s 5 \ettics for Program
r & RING Effectiveness
| Technology Commt/)n Operating
. Plat,
Central Program Office atform
Talent Creation Talent Consumption
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WHAT IS THE DoD CYBER SCHOLARSHIP PROGRAM?

TN

l. !-!

ThezDoD, Cyber

Scholarship '

Program (DOD SChO'ﬂI’fShipS National Centers of Academic
. Excellence in Cybersecurit

CySP) RecruitmentsTargels students who NCAEC) 4

aremot current DoD orederal
(Formerly the Information

S N N employees and who,are enrolled at E‘atioll?a' Ce.nt%rsbof /Bcafdemic
Program) is designed to designated CAEsuimay be )y

fh”ec‘:]:‘;i)gne,sﬂt‘spri%‘gf‘;‘;gltnff undergraduate or gradtate students i

S e TR RGN 6 Dl Retention: Targets Military and ‘ National Ceriters of Academic
personnel who have skills Civilian DoD personnel for E)ézzlggﬁe(él(éﬁ?r DS

necessary to meet DoD's cyber Associates or Graduate (Certificates,

requirements and help secure

our nation against the threats Masters, and PhD programs) National CentersiefiAcacemic

of information systems and Excellence in Cyber
networks. Operations (CAE-CO)




Foundational Qualification

Options Training

(621) Software Developer

Basic

Associate degree or higher
from an aceredited college or
university

Intermediate

Bachelor degree or higher from
an accredited college or
university

Advanced

Bachelor degree or higher
from an accredited college or
university

Offerings listed"in DoD 8140
Tratning Reposﬂory

Personnel Certification

Foundational Qualification
Alternative

On-the-Job Qualification

Always Required

OR

OR

Offerings listed in DoD 8140
TrainingiRepository

Offerings listed in DoD 8140
Training Repository

OR

Always'Required

CISSP-ISSAP

Always Required

Residential Qualification

Environment-Specific
Requirements

Continuous Professional

Annual Maintenance
Development

Component Discretion

Minimum of 20 hours annually
or what is required to maintain
certification; whichever is
greater.

Component Discretion

Minimum of 20 hours annually or
what is required to maintain
certification; whichever is
greater.

Component Discretion

Minimum-of 28 hours
annually or what is‘requited
to maintain certification;
whichever is greater.

UNCLASSIFIED



DoD 8140 FOUNDATIONAL QUALIFICATION OPTION:
’ Eaication

)

T ,!\\

/
DeD CVEER
EXCLiF WCE wrr

DOD WORKFORCE INNOVATION
DIRECTORATE

8140 Home

- Documents Library

DoD Approved 8570 Baseline
Certifications

Frequently Asked Questions - FAQs

Steps to Obtain a DoD 8570 Baseline
Certification

Surnmary of |A Workforce Qualification

Requirements

Help

Workforce Innavation Directorate

Home

- Qualifications Matrices

DoD 8140 Policy Requirements

S
q evement within 5 Years Demonstration of Continuous Work
Considered documentation of employment covering

Degre itQin the past 5 years by an
institution of hlgher ntinuous any cyber work role with no more than three

,‘(‘ oted consecutive years lapse in cyber work.
P =

Process
.
Work Rol@? 4
Example Programs: Computer Science, Cybersecurit

\" -
Academic Programs Maép‘eﬁ
aged Py
, @ Ipformation \
Technology, Electrical Engineering, Information Systems, Sof 7
r

DoD,8140 QualificatignrApproval
Emphasis on ABET Accredited and
Computer Engineering.

Basic, Intermediate, and Advanced Proficiency Levels
for each Work Role Code
Associates, Bachelors, Masters, Doctoral Degrees, Masters Certificate
mapped to proficiency level.

UNCLASSIFIED
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LEORMATION

Sponsoi: /fstitite for Defense Analysesy(iDA) SHARE YOUR THOUGHTS ON

(on benhali of thie DoD) CYBER EDUCATION BY TAKING
A BRIEF SURVEY
Purpose: To gather perspecitives-on how to best isit the URL or Scan the QR Code below )

educate the DoD’s cyber workforceite pretect the
Nation from future cyber threats (findings‘wailicbe
included in a report requested by Congress).

Survey Question Focus:

* Student capacity in cyber programs of study
Educator staffing levels
Cyber education preferences and requirements
Perceptions of future cyber threats
The need for a National Cyber Academy

https://idaorg.govl.qualtrics.com/jfe/form/SV 25TRBIdGNIcimUC

UNCLASSIFIED
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SCAN TO VIEW THEGYBER
WORKFORCE STRATEGY.
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Pt External Education in
Nh’Sp,.e ity Grants
Uon Se

The E& g ;ar i U nf C? {/", ity program at the National Security

Agency offe | ble to various academic

institutions and no Jlbe ,..
‘S@C: .

» DoD Cyber Scholarship Program (DoD*CySi

» National Centers of Acade

» GenCyber



seikics for 2023
s Pr,
Naf/'o ese
e 3/
» DoD c;sp A
» 59 Grants/CAEs

» GenCyber

» ~80 Grants
» 65 CAEs




71 alines for Grants

. S
romacstn i

Provide accCe

» Eliminate the appearanc Oy et
» Meet internal NSA financial goa t'(:(I,’/. g/Ven aff
= r.zl . h

Meet external DoD and Congressional Gra gei
Improve access to results and findings from grant ac




atact with the Program Office -
Thy .

P
SR Q

r 2D
Asking about st .LJ/ b

Asking for email addresse

L

Asking how to document an item in'a

vV v v v Y

Receiving permission from the Program Office em]
related to a specific grant or solicitation.

v

Emailing requesting a review of a press release

» Emailing specific grant questions after award. Please contact the correct PC
NCAECgrants@nsa.gov; AskCySP@nsa.gov; GenCyber@nsa.gov

Any NCAE-C found calling a Program Office employee will automatically be
disqualified from any and all grant solicitations.


mailto:NCAECgrants@nsa.gov
mailto:AskCySP@nsa.gov
mailto:GenCyber@nsa.gov

qct w1th the Program Office -
Th /7/ \ .

Calling / n nfaf

0
e 06 ¢ en Y35 0/

» Calling to tell the employee what you pte

ing for?”

0 ask if a project is what we are

Va n -

representatives

» Calling the Program Office during work hours/afte Q{'y’ h..

» Talking to a Program Office member during a conference to ask for ane

Any NCAE-C found calling a Program Office employee will automatice
disqualified from any and all grant solicitations.




iied to submit an invoice at a minimum once every three

e’?f@lg ding 6 months must include a

/On W
» Any grantee that“degs nc S e
placed on the Unliquida ‘ .S@ N | ii/ -
&n

C‘Ilf’.\,
| "'@/E
d{

» Future government funding is affected by the amot
on active grants.

-
18

a

oo \ three months may be

lose funding.

» Failure to invoice properly will re
potential option year funding.




77) ost Extensions
/
N@ S [)."@ adiin,writing and emailed to either AskCySP@nsa.gov

ol ~.,Z""” on,
» May only B "’ “' d

» Grants that have ng rQQy ..‘ Ql V

will be denied.

e of request

» Must be current on any and all reports: J/ E
» Only leads of coalition grants may request no-c@

» GenCyber does not authorize no-cost extensions.



mailto:AskCySP@nsa.gov
mailto:NCAECGrants@nsa.gov

aeet Modifications

iting to the respective Grant Program Office

» To - What is the
» Budget changes must stay w

» Only Leads of coalition grants may requ

Dino Institute

position: | Name  Months  Rate  Total

i I :

Pl [Or.Grant Seeker  10$19,710.00  $197,100.00 ' $(60,751.00) ' $136,349.00

1 1 .

i 1 Reduced

Admin [HelenParr ... 12$.2319.00 5 2782800 . $ (368.44) 'S 27,459.56

1 1 N

i i

i i Reduced Dr. Marsh time to allow for proje
Dino Institute Director  [Or. Helen Marsh 12 $19,550.00  $234600.00 . |$(54,050.00) $180,550.00

New Project Director Dr.l.Jones : $115,169.44 $115,169.44 Dr. Jones will start the project in Spring 2024

$ 459,528.00 $ 459,528.00



'S 1
S
03 I« / f}, included in the original proposed budget
ONn. 2L / taf

» If funding is id€

can be awarded: ‘ 'J b@/" S

» Invoiced for at least 50% or mo

» Current on all reports

» Current on invoicing




o A @Se their reporting requirements
{[UEJ/ R nfaflo n
W Oy~ Wag N
» NCAE-C: GCU . Q/Ve

- Widyclerepor 71ty Ey N a¢ th
S
Cario, ' 2023

CO//o o

» Final Technical Report/Three lesson plans (with post-camp outreach), ,77
» Final SF-425

» Final technical report, and
» Final SF-425
» GenCyber:
» Planning/Pre-Camp Outreach,

» Camp Report,




jonal Grant Information

» If a Pl leaves

» The institution may sub-¢ce

» The NCAE-C Program Office cannot™a
earmarks.

» All funding received by the NCAE-C Program Office fo
the NCAE-Cs.

» OMB defines earmarks as funds provided by Congress for projects or prog
congressional direction (in bill or report language) circumvents the merit-based* /
competitive allocation process, or specifies the location or recipient, or otherwise curte O("
the ability of the Administration to control critical aspects of the funds allocation process.




N l‘i'o

>

Grants Are Reviewed? Part 1
T/,,-

,‘O;-"‘S Q documents included and in the correct format?
‘ll Wed O
Q/ Ci PO /On :
YDaq ” W,
» Yes - Proposal is moved to Sec .
UI‘/

Check 2:
support?

iR, the proposal or has provided a letter

» No - Proposal is rejected.
Check 3: Is the institution current on their

» Yes - Proposal is moved to Check 4.

» No - Proposal is rejected.

Check 4: Does the institution have current grants with NCAE-C or DoD CySI

this mix in the future)?
» Yes - Proposal is moved to Check 5.

» No - Proposal is moved to the “ready for review pile”



Grant Number

19 CySP
20 CySP
20 NCAE-C
21 CySP
21 NCAE-C
21 NCAE-C
21 NCAE-C
22 DoD CySP

22 NCAE-C

$ 798,000.00 $
$ 150,000.00 $
$ 199,999.00 $
$ 509,667.00 $
$ 1,678,112.40 $
$ 494,702.51 $
$ 464,152.89 $
$ 588,368.00 $

$ 2,236,000.00 $

Outstanding Grant Outstanding Grant ~ Returned

Funding Reports money Total

Final Tech Report % Expended Grant Funds

139,435.57 S
171,775.15 S

413,665.75 S 96,001.25

654,377.35 $  1,023,735.05 Due 12/30/2023

159,293.56 $ 335,408.95 S - Due 03/30/2025

145,819.26 S 318,333.63 S - Due 03/30/2025  Due 03/30/2025

207,837.85 S 380,530.15 S - Due 03/09/2024  Due 03/30/2024 35%
758,000.00 S 1,478,000.00 $ - Due12/31/2024  Due 12/31/2024 34%

$7,119,001.80 $ 3,375,204.49 $3,632,009.03 $ 111,788.28




LGrants Are Reviewed? Part 3

iable proposals to independent reviewers

unless a quick turn around is required.

» Check 10: Make announcements.

Individual feedback for GenCyber, DoD CySP, and NCAE-C grant submissions is not provided.




77)1 osal Review Deductions

p!‘@‘g? ding (failure to invoice) on current grants. Number of
\Be 3, emain at 50% or less at the mid-point of the period
or higher un-invoiced)

mance

i 9
» Number of‘c / t l/ 2 NCAE-C Grants, DoD CySP, and
GenCyber) (3 pointsifer ea

» Amount of money returned©

/e S 9/
= : AV
» 0 points for anything under $500 ,’ e
t n at ¢

3 po,:nts for $501 to $10,000, E d /7
points for $10, 0 $75,000, Uca t/.on 22023

7 points for $75,001 to $100,000,
10 points for $100,001 to $150,000,

v v. v vY

Automatic disqualification for any amount over $150,001




xLanding Grant Funding

Amount Uninvoiced Funds Unused Amount

Grant Status

5 - S 542.600.24 In Close Out
- S 83,125.35 In Close Out
DoD CySP.A 49,734.30 784,574.75 In Close Out
NCAEC-001 ) n Some Active Grants / Others Beginning Closeout
NCAEC-002 Efr’ !': 5693 Ry !.G;fa-q, | 252 625.49 Beginning Close-Out
NCAEC-003 2020 S 3 \ Q;,’ o ‘7.5) 221.15 | Some Active Grants / Others Beginning Close out
NCAEC-0C4 2020 S 15,794,352.C ‘38,\,, & .QI'/A Grants are Active
DoD CySP | 2020 | $ 18,685, 560,54 U ;/*;l ; N85m0 Beginning Close-Out
NCAEC-001 2021 $ 24,585,033.97 % / E d { Grants are Active
NCAEC-002 ' 2021 | 8 9,340,187.89 | % 6,237,006.3 | ﬂ . fhn htsare Active
NCAEC-003 | 2021 | 8 28,499,999.00 | % 18,936,498.58 Sra S Ghntsare A
NCAEC-004 2021 | $ 149,330.00 | $ 73,684.27 | $ —q(/ O <i J r’
DoDCySP 2021 | $ 13,660,478.25 | % 821,623.35 | $ 390,607.364 n £ S
NCAEC-COL 2022 8 43,992,907.83 % 31,034,193.04 $ ) bo / /
NCAEC-002 2022 3 1,013,282.00 720,333.16 S - O‘ 9]
NCAEC-003 2022 3 7,798,980.00 % 4,953,535.5% % - Ulu
NCAEC-004 2022 S 13,999,803.00 % 13,280,631.06 % ] Grants are A ,77
DoDCySP | 2022 | 12,831,826.65 S 4,268,472.66 | $ - Grants are Active
$  283,591,542.10 S  123,768,840.86 S  3,166,799.45




77) encing Your Grant
/S
Dr@ 21y X00,000.00 a grant (H98230-XX-1-0XXX), from the National Cent

Na‘iu [71( ithin the National Security Agency) to fund ABC Project
q f ﬁ -OXXX) from the National Centers of Academic Excell
Cybersect b

/ C b Agency; will support project ABC.

This research wa a 3 xcellence in Cybersecurity grant (H982
0XXX), which is part oft s .QG ‘5 g '

Students supported through a grant L’ Plo f /
This research was funded by a grant from [L
Department of Defense and managed by the Nat| alg
XYZ Camp was funded via a grant from the GenCyber Prog
Academic Excellence in Cybersecurity and is co-sponsored by the N3
Science Foundation.

This activity was supported by a GenCyber Program grant in the amount of SXXX,00€

I's




Nals/Briefings, etc.
This i

Pr
/Vah\) A eseg ot status
gffce ‘-'a' ! ‘? i tfion s
uyo@hi‘: :

» NCAE-C, DoD CySP, 2
projects or experiences. C

» The NCAE-C, DoD CySP, or GenCyberp
events that were funded as part of your gram

should not brief the NCAE-C, DoD CySP,
AE-Cs should request a program

» The NCAE-C Program Office kindly asks that you provide a heads-up W
event includes one of the federal partners.




akact/Questions
'S pr
Nafi esen :
e 03/ Qe

g On

» DoD CySP: A yb

» GenCyber: GenCyber® e/" Se

» NCAE-C Program Office: CAEPMO@

» Maryland Procurement Office Help Desk - 2

Was :

U (S
e,

» NSA Contract Closeout: Contract Closeout@nsa.oov

N



mailto:NCAECGrants@nsa.gov
mailto:AskCySP@nsa.gov
mailto:GenCyber@nsa.gov
mailto:CAEPMO@nsa.gov
mailto:Contract_Closeout@nsa.gov

// oQ
LEORMATION

Sponsoi: /fstitite for Defense Analysesy(iDA) SHARE YOUR THOUGHTS ON

(on benhali of thie DoD) CYBER EDUCATION BY TAKING
A BRIEF SURVEY
Purpose: To gather perspecitives-on how to best isit the URL or Scan the QR Code below )

educate the DoD’s cyber workforceite pretect the
Nation from future cyber threats (findings‘wailicbe
included in a report requested by Congress).

Survey Question Focus:

* Student capacity in cyber programs of study
Educator staffing levels
Cyber education preferences and requirements
Perceptions of future cyber threats
The need for a National Cyber Academy

https://idaorg.govl.qualtrics.com/jfe/form/SV 25TRBIGG&NIcimMUC

UNCLASSIFIED


https://idaorg.gov1.qualtrics.com/jfe/form/SV_251iRbIdGNIdmUC

Offlce a

t Software Development: RFI

- S p /-» Qffice, in conjunction with the NSA’s Cybersecurity Directorate, is
C? I. f‘- our secure coding, secure programming, or secure

O it ’7 i Plse respond back to the NCAEC Grant Program
71 &, Ic)

/ (\ ia email and answer the following questions:
\s‘y

» Do you offer cla ecure software development? (Yes or No)

» If yes, please list those clas P s amp MSC 150 Introduction to
Security)

» Do you utilize any commercial or open-source"se

» If yes, please list the tools you use, and describe in a brief sta

Please understand that this RFl is completely voluntary. Participatie RS,

institution’s NCAE-C designation and/or future grant opportunities or Tt

Rita Doerr will be hosting a session on Thursday 21 Sept, in room M201.
Please visit if you have more questions


mailto:NCAECGrants@nsa.gov




%V &aagg\,nd RING
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Moraine Valley Community College O//O
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National Cybersecurity Educational Colloquium
September 19t 2023




Dr. John Sands

Pl, Education Pathway National Center
Moraine Valley Community College

Kyle Jones

Co-Pl, Education Pathway National Centt
Sinclair Community College



7~,. ) 8 Educational Pathways National Center (EPNC)
. r "
L /val‘/l _ep
A

2 RING curriculum and education-to-career pathways (CAE)
in local communities and statewide

ucture

e Scale EPIs Model Nationally
e Expand capacity

* Increase cybersecurity pathway diversity qulun.)

* Expand post-secondary and secondary educational partn

honor society)

E

. Prowde ra ;

e Develop mdustry p

e Expand the number of EPIs




1) Bulld Cross
Agency Partnerships
& Clarify Roles

2 ) identify Sector or
Industry & Engage

Employers

5) Align Policies &
Programs

4) identity Funding
Needs & Sources




EPNC Road Map

e Support Academic Advisors and
Career Councilors

* Engage Students With Relevant &

Advising

Rigorous Content

e Support under-represented
Institutions & Bridge Digital Divide

e Embed career awareness tools and
pportunities in curriculum.

ways K12-CAEs:

EDUCATION PATHWAY NATIONAL CENTER






Nurrlber:lEI Modulus: E Animate n

7‘/)~ Curriculum (RING)
S or

&Y N/ .. e
/vd z‘/o ,78/

modulo,
er or last

fumes

34 mod8 =7

w

Retina Recognition Fingerprint
Recognition

Physiological characteristics are related to the
shape of the body and measures similarity, not
identity. A biometric system compares
characteristics to one or more previously recorded |
references. If a characteristic is suitably similar, it Re
is from the same individual. Therefore, the
individual is recognized as someone previously
known to the system.

Blower,

~ing-Statio-

1
E-Mate Interactive Activity RING

Click each of the highlighted icons to learn more.

ger Geometry
Recognition

wills

DNA Ma

® &

REGIONS INVESTING IN
THE NEXT GENERATION

Vein Patterns Face Recognition
Recognition



Bridge Digital Divide

Bridge Promote Provide
Promote Career Provide Resources &
Opportunities Support




a2 |

T az - w,
Ji Kansas City, MO-KS
Toto! job cpenings ’

Types of Degrees in
College

e Associate
« Bachelor
 Master

e Doctorate

-
Knowledge and
Skills
CAE Knowledge Units Degrees/Certificates
I ca re e r Awa re n e S S Critical Concepts Industry Certifications
Hands-on Experience Workforce

Competencies Experiences



CAE Knowledge Units Degrees/Certificates Work Roles HS Courses
Critical Concepts Industry Certifications Nature of Work College Degrees/Cert

nds-on Experience Workforce Compensation Designing Articulation
Experiences programs

Perkins V — Reforms
and Certifications




Faculty Development

Q v/ @ S
redentials echnologie

ies Cybersecurity  Non Faculty

ontainers
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Dual Enrollment Early College Advanced Placement

IHSD 218
Students can earn 13 credits
in the MVCC Information
Security AAS

* LAN121 Networking
* LAN143 Security+
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Redesignation
Requirements

National Cybersecurity Education Colloquium




oram Progression

r PoS only —

Q re-Validate every
Na £ pré 'SQ —_ ) 2nd 5 Years

1t 5 Years

Develop &

infegrate
competency
requirements

Continuous
Improvement,
cultivate and

grow

Knowledge competency
Units mapped Ptémiscinl i Repooras development
to Outcomes ie - FElrg: in programs

TN MY

00, VL3
Designation CO N

endorses institution’s
commitment to
support the program,
sustainability,
academic quality

atlon Institution

\ Vs 0" 1= 'Q 7 nmitment

Program k) ’

Development A
and

Application

Assistance

Candidaigs 9, S
Program

SIGNATION
RE-DESIGNATION

Y Y

Candidates and Peer Review programs manage

Re-desigha qU
original req ,m
continuous improveme
implementation of competency
development integration into PoS

PoS Validation is focused on ensuring academic
outcomes are aligned to NCAE-C KU outcomes and either
NICE Framework or NCWF work roles



apetency Development
N@ ii.() freS@ ,.’ fﬁ development and competency — document
/. Qf ]O n

® Faculty dev dﬂ/
e[’s Q

opment/competency

" Cype 2 b,

>
5o



-Designation Objective Process

Identify at least

three relevant

work roles for
each PoS

Prog

Identify ten
competency

statements for

each PosS,
mapped to
activities

Year 3 | Year 4 | Year5
| Annual Metrics | Annual Metrics
Report Report
\d
.‘d Re-Designation
Panel
o
______ (] ess
-------- I
, state
Ten competency | tobedeve
statements : described, and
identified in year | delivered. Focus is i
two will be 1 on student meet the
implemented : evaluation and designation
I reflection Review Panel

Designation

Designated institutions expand competency development, student

professionalism and faculty development efforts and demonstrate

continuous improvement of the PoS and institution

Re-Designatio

Maintain
Original
Designation
Requirements



Binnial Progress Reports Build Re-designation

Annual Report

\

Annual Report

Annual Report Annual Report
\

[ar O/ ostitution \ Progress Re-
works C /b 7 W Report Designation
new e/" as Review

iy

\
\ requirements / ~r
S / C.CU,-

DESIGNATION

N Y

S ="~

Continuous focus on efficacy
Re-designation builds throughout the five years

e At the time of Designation, the PMO will assign a Biennial Re-Designation
Progress Report due date

e PMO staff will review reports and provide feedback ‘:,
o Will address insufficient items, work with schools as appropriate de5|gnate c ”7
o Will work with schools to identify trends and best practices 5t anniversary




Reporting Process = Re-designation Preparation
Ih/ Biennial

S 10/'@ us Report Re-designation Progress Report

N, QY

‘ ANNTs | ‘,‘L‘(‘.T?l'

Continuous Improvement,
a4 4 Competency Development,

Oy UJ . .
o o P ’7 Was Student Professionalism,

Faculty Development

-

Students enrolled per degree/certifi Cl«'f/
Students completed or graduated per PoS nat 7 ers, plan for
Faculty changes associated with the PoS mplc #r e 20
Yes/No on currency summary of PoS Validation Due ¢ ».;,!Oi. 2 23
and Designation requirements I CO//

N

* Explanation of any “no” answers and plan for

. ‘Jﬁ )
correction Self-reporting; Save {\ — \4' U/L,
Package

0.0N specific requirements

documentation/evidence
in repository



arting Point for New Process
I/;/'S

IO~ ~SNfaa: e

'1Q/ g
2021 q/ C'/hﬁ [/0'7 1120250, 2026 | 2027

v,li

\)‘Ea(:zth~. ~

> 138 (37 per qtr)

2029

2028

J

|

Friday Workshop
Began designating Schools designated or re-designated in 2023
CAE-CD schools in the first to have a full four years to prepare for re-

the new tool designation in Year 5






NCAE-C Redesignation
Requirements Implementation



PoS Validation

& Re-Validation
— if not -_—

Review Designated  Review

\Update / \

Collaboration, Coordination,
Assistance

\
( \
CAE-CD CAE-CO CAE-R
CoP CoP CoP




Be-Designation “Grandfather” Schedule

15t Re-Designation 2d Re-Designation
Progress Report Progress Report

Re-Designation

Annual Metrics !  Annual Metrics Maintain

Report Report Q Original

Designation
IV Re-Designation Requirements
Designees en Panel
Y 2021 Re-designate at f
Designees | 384 qtr CY2026 e

_________________ S stateme ‘E 53 f,
________________________ X Identify ten Ten competency to be developed i n

|

| ! h‘

Identify at least | competency statements : described, and ( ’

y I statements for identified in year delivered. Focus is flfthy ; c ¥ ¥ e
three relevant 1 h PoS ) on student
work roles for ! each Fos, two will be : . meet the Re- T}
cach PoS I mapped to implemented | evaluation and designation L/Li'l

1 activities | reflection Review Panel Develog. LI”?
1



Implementation
.

h;
{

Annual Annual Biennial Re-
Report Report Report  designation

/
Ngy  ~'8s
e
/0,76/ 928 ntaf/o 2025 l 2026 l 2027 2028 2029
h‘(JVA.- n M/‘\‘

N(Soc,, Qg

» Designation first half of 2021, re-designate in 3" quarter 2026
* Designation second half of 2021, re-designate in 4t quarter 2026
e Designation first quarter 2022, re-designate 1°t quarter 2027

* Designation second quarter 2022, re-designate 2" quarter 2027
* etc



chools 2021

Schools designated in CY2021 will be assigned to one of 2
re-designation panels

2022

Schools designated in CY2022 will be assigned to one of 4
re-designation panels

<— Annual Report

Identify at least three relevant work roles
for each PoS

Identify ten competency statements for each PoS,
mapped to activities

Schools designated or re-designated
022 complle documentation

e month prior to

Ten competency statements identified in year two

will be implemented ’
Panel 1; Jan-Jun 2021 Designha /O
____________________________________________________ 2027 <+—| Panel 2; Jul-Dec 2021 Designation
: <“— Annual Report . -

Competency statements continue to be <—— | Panel 3; Jan-Mar 2022 Designation
developed, described, and delivered. Focus is on <—— | Panel 4; Apr-Jun 2022 Designation
student evaluation and reflection <«—— | Panel 5; Jul-Sep 2022 Designation

_____________________________________________________ <+——| Panel 6; Oct-Dec 2021 Designation







IIementation
//;/S
Nay

fc}f'e Annual Annual Biennial Re-designation
Sen Report Report Report
3

‘ 3/ CVA j f/o /7 b, 2025 l 2026
-Gy S@C g

l 2027 2028 2029

e Designation first half of 2021, re-designate in
* Designation second half of 2021, re-designate in 4th qua
* Designation first quarter 2022, re-designate 15t quarter 2027
* Designation second quarter 2022, re-designate 2" quarter 2027
¢ etc









77)/8 Pr Q

/Vaf' Sa
/O’NC@JE,)-@@@QI the National Cyber
Worl@ﬁfs@%\w&?@ygn Strategy

Albert Palaél/cg‘\@l‘/'o,7

S
20 », 3
Director of Cyber Education O/,
Office of the National Cyber Director OQU/U
m






Dr. Sharonqll/cf ‘1) Igng@ﬁv@lu iversity

Dr. Zoe Fow Univ
Dr. Vincent Nestler, california State @1&@ an Qz?@mo
Dr. John Sands MoralneVaIIeyCommum ﬁgfq

Yyp,









rS@C Yaﬂ&)ﬂe
Urigy, SN o
12:00 ~12:45 ! th

Ao
N CO / /OQU/
Um

e 2023






esenfa bo ’
Ncglf%QEjéUf/fy Eq, Car












77)/8 Pr Q

Ve ﬁcﬁ@f %%h‘é?,ge

nparation National
"CenietWerkshop

U/“/' @/7
Dr Vinc%ﬁ@ﬁ;geﬁf lhe 5
i CSUSB i n 023
r. Zoe Fowler






Overview of
session

* The problem: Frankenstein's
monster

e Step 1: start with the work role
e Step 2: learning your ABCDEs

e Step 3: Inputs and outputs

e Spreading the word




Educating Frankenstein's
Monster

e Computer Skills

* Networking Skills
* Operating Systems ~_
* Network Devices ~ (/) | : ey
* Windows '
* Linux

* Coding and Scripting
* Etc.

| uncxsnjn '

*




‘e o [FRANKENSTEIN

ASSEMBLY INSTRUCTIONS

Computer Skills

Sys Design
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FIGURE 18—SKILLS GAPS AMONG RECENT GRADUATES

Which of the following skills gaps have you noticed among recent university graduates?

Soft skills (e_g., communication,
flexibility, leadership)

Security controls (e.g.,
endpoint, network, application)

implamentation
Hetwork operations (e.g.,

configuration, performance
manitoring)

From ISACA - State o
2022

Software development-related
topics (e.g., languages, machine
code, testing, deplayment)

Coding skills

Computing devices (e.g.,
hardware, software, file systems)

Other [please specify)

®2022 @2021

BOS

100%



FIGURE 15—CYBERSECURITY DEGREE CONFIDENCE

To what extent do you agree or disagree that recent university graduates in cybersecurity are well prepared for the

From ISACA - State o
2022

- 8 &~ .



Reasons for this disconnect
pt.1

allenge of providing a contextualized learning
ience both in terms of a realistic work

dyli/h vith realistic tasks to be
[T ’

nent skills but

* Because many sK
other skills (Linux, Windox \
devices, coding, etc) those ski ¥

U v,
forgotten by the time of graduation. 'um




Reasons for this disconnect
pt.2

e start too late.

9ivq

perience opportunities

I’o
¥ the
" s o e e

designing caree
where they will excel.

O
//OQU/'Um




Develops "breach-
ready" workforce.

Potential win-win-win situation
(win for the educator, win for
the employer and, most
importantly, win for the student)

BUT, important that we are
all speaking the same language



“COMPETENCY IS
HRBEABILITY FOR THE STUDENT
10 COMPLETE,A TASK OR TASKS
WATHIN.-THE CONTEXT OFA WORK ROLE.”







A DoD Cyber Workforce Framev X 4 e

< C O & public.cyber.milwid/dewf/ a % O R & 0O

(3 News [Z g [] Recipes

3 Cybersecurity

(o | ogin with CAC

Topics Training PKI/PKE SRGs/STIGs Resources Help

i S l.! aemning, not their position titles, occupational series, or designator The DCWF
X i! ,4 e (D)) v/@ everages the original National Initiative for Cybersecurity Education
1 ril. 4 o= { a

Workforce Elements Wolktoree o 4 Nt M L3

The DoD Cyber Workforce Framework establishes the® @
describes the work performed by the full spectrum of the cybery et
(NICE) Cybersecurity Workforce Framework (NCWF) and the DoD Joint'@

IT (Cyberspace) v
Personnel who design, build, configure, operate, and maintain IT, networks, and capabilities. This includes actions to prioritize implement, evaluate, and
dispose of IT as well as information resource management; and the management, storage, transmission, and display of data and information.




C Y #& niccs.cisa.gov/workforce-development/nice-framework Q @® M % @ N 0O

B3 writing B3 Recipes [E3 Cybersecurity

BE Official website of the Cybersecurity and Infrastructure Security Agency Here's how you know ¥

About NICCS Become a Training Provider Cybersecurity News & Events Subscribe to our Newsletter Q

/‘V Q? f
NATIONAL IN ‘J Qd

Workforce Development >

Education & Training Workforce Development Cybersecurity & Career Resources

Categories/Specialty Areas | Work Roles‘ Tasksl Knowledges | Skills | Abilitie

The Workforce Framework for Cybersecurity, commonly referred to as the NICE Framework, is a natie 250u]
workforce. It establishes a common lexicon that describes cybersecurity work and workers regardless ofwh Z f ::i
across public, private, and academic sectors.

The NICE Framework is comprised of the following components:

» Categories (7) - A high-level grouping of common cybersecurity functions
» Specialty Areas (33) - Distinct areas of cybersecurity work

» Work Roles (52) - The most detailed groupings of cybersecurity work comprised of specific knowledge, skills, and abilities (KSAs) required to perform tasks in a Work

To explore the NICE Framework, click on the Categories below or use the links above to search within the NICE Framework components or by keyword. To learn more, review the
Using the NICE Framework PDF.




« Choose a work role tha

77)/'3 Qrn
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er
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¢

IS

« |dentify educational activities suited
to prepare you for these tasks?

 Think of curricular (e.g. classroom-
based), co-curricular (e.g. exercises,
tools) and extra-curricular (e.g.
competitions, internships) that might
prepare you for these tasks.
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'7‘ < tor (who exhibits the

?
N p” \‘D‘omo o eete)
0[73, 7{.3

“' V‘

|s enacte : byb

D - degree (how
accuracy and degree o
completion);

E - employability (what
professional skills are
necessary for this task to be
enacted in a way that would
be appropriate for the
workplace).

Lun

Cybersecurity students taking an IS136 Disaster
Recovery Business Continuity level community
college course who have completed Introduction to
Information Systems, Information to Operating
Systems and Networking Security Fundamentals will
Inerability assessment analysts (VAM) with
0 theyrisk assessments of Dr. Know’s medical
u '/@, ye CSET 10.3 tool to perform

3 | fecnr isk and vulnerability
anvironment
ours

assess
(TO549). They
and produce arisk a
recommendations report whic

user.



A - Actor

dentify level of participant (e.g. high
S oler freshman junior etc.)
GNa

“'I/ ious courses and/or

lb d have acquired
& setency

- Caf' <05
inowledge C 3

* Infers anticipated leve

//qullum




B - Behavior

* Corresponds with work role and task
isted in existing frameworks (e.g. NICE
swork or DoD DCWF)

builds a direct'e
educational activity ¢



C - Context

e This is the context in which the task is
performed.

* Describe the scenario in which the
competency is demonstrated.

* What resourcesand.technoiogy are
provided, what constiraints are
enforced.




D - Degree

dentifies how much time might be
ned for competent engagement
v much accuracy is

auch of the task



E - Employability

* A person can be technically able but remain
unemployable unless they also have the
ofessional skills required by a specific

o 'nclude teamworlk,

tical'thinking, A, integrity,
and u""af[a (()'{
(https://www. n {\Gi/. d
life/montreat-360/). Oq
77

Uma

>

* These cannot be tacitly assumed, b
be identified and stated.


https://www.montreat.edu/student-life/montreat-360/




Exercises

Reverse engineering
regional tabletop

exercises from identified Interns hips
B desirable competencies

Building competency
statements into existing
internship structure

ABCDE B
framework for e-handbook

competency Educator-focused

guide to designing
and evaluating
competency
statements across the
curriculum.

Evaluating freely-
available and fremium
tools using
competency

framework syntax. X 4 ‘ 1/
Research interviews to W KINPp3 AN

Learning build explicit links between e | Sy
Environments competition performance educators. &
and cybersecurity . n
competencies.

Competitions




Next steps

* Workshops on Thursday 21st and
Friday 22nd September (NCEC)

fwo day workshop on Thursday
| d Friday 13th October

Aty o
-C@//;‘_ ae Ae:;)n"»a. Qrg/n
ationalkeenren/eareerss 4% 1
preparation=n L@’II‘O

* Contact zfowler@norwic (,/.l[m



https://www.caecommunity.org/national-center/careers-preparation-national-center
mailto:zfowler@norwich.edu
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