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. : instructor led—
. IT Basics . Cloud Foundations J DB Security Cohorts of 35-40 * ]
*  Network Foundations *  Network Security * " Cloud Security First group Associate
«  Coding Information Security s ot faunched Fall 2021 *Bachelors
* DB Management *  Cyber Threat Hunting *  Post Quantum Cryptography *
*  Privacy/Legal Foundations and *  Forensics * Risk/Analysis Graduate
Ethics *  Cognitive Computing *  Robotic'Process Atitomation Deg rees
*  Security Principles & Foundations < Data Mining Analysis
*  Cryptography *  Blockchain * Healthcare Capstone And/or
*  Artificial Intelligence « | "Enhancements: Certificates

*  Logistics
*  Traintheylrainer —/inguire NOW

*  Cybersecurity Analyst

*  Cybersecurity Technical'Specialis /

Tech Industry Badges

Train the Trainer )
https://bit.ly/ULWorkCyber | 502.852.3871

Healthcare and Logistics Tracks — Workforce Certificate | 04.08.22
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* Non-credit, certificate and/or digital
badge(s) earning

* Assume no prior experience, so
included some basic/foundational

modules
 IT Basics * . Coalition members led development
e Network Foundations of cpntent working with instructional
] designers
* COdmg ¢ Modules include formative and
* DB Management summative assessmernts, including:
« Privacy/Legal Foundations and e it e gionl g izl
.  Hands-on [abs
Ethics * Case studies
* Security Principles & Foundations * Industry focus provided through

application context via data sets, case
studies, etc.

* Cryptography
 Artificial Intelligence



Explorer

DB Management

is a subset containing daily reported covid-19
a more complete covid-19 dataset
id- 19-data/tree/master/public/data).

tially listed below:

* For most of the modules, the
healthcare industry focus is readily
separable so can easily replace with
different industries
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Explorer
7 Privacy/Legal Foundations and

h

S
Naf . :rfe'g@nta °mati°“  For most of the modules,

~ 3 - {/ the healthcare industry
s |/} . focus is readily separable so

can easily replace with

different industries

odule has deeper

tjon,because of

Ethics

Security Management Process

Security Personnel

Information Access Management +

Workforce Training and Management +




explode into an issue of national security.

19 (I|mcov* onavinus

accing

D-19 |

avirus
sine

N

National Security in Cyber Permeates Everything

And in light of COVID 19 we can see how what traditionally has been a local issue can

The cybersecurity attacks appear to be related to
efforts to access clinical information regarding
the treatment and research on treatments and
vaccines. This by itself demonstrates the
importance of medical information globally,
especially in the face of a pandemic.

But if you consider how vital healthcare has been
during this critical time, you could also see how
efforts that disrupt healthcare computing
systems can cost a great deal and bring about

massive suffering.

'1q/

Homework 2 Part 2: Data Breach Notification

Cyp

In the United States, there is no single, uniform law that gove
requirements. Companies can be (and are) held to entirely differen
-~ the various state data breach laws in an interactive map here:

and disclosure
ive comparison of

hitps:/iwww. bakerlaw.com/BreachNotificationLawllap

‘The ransomware attacks that have hit hospitals and encrypted their data are extortion
schemes that impact and negate the availability of key medical information. Think of the
impact of this during a medical emergency and what it would do to the care of seriously ill

Summative Assignment Part 1: Premera Blue Cross Case

The following 3 questions refer to the Premera Blue Cross case linked below:

o https:/iwww.hipaajournal.com/ocr-imposes-2nd-largest-ever-hipaa-penalty-of-6-85-million-on-premera-blue-cross/

Review the case and answer the following questions.

Summative Assignment Part 2: University of Texas MD Anderson Cancer Center Case

The following 5 questions refer to the University of Texas MD Anderson Cancer Center case linked below:
what are the risks if

. https:/iwww.hipaajournal.com/ocr-4-3-million-cmp-university-texas-md-anderson-cancer-center/

Q s
L J
To conceptualize the risks and the means B bt 5% {

Review the case and answer the following questions. )

we have to look at each target and what might be
means by which may it be accomplished. Then you can devise 4
against those motivated attacks.

e Assi . - -
Summative Assignment Part 3: Summary of HIPAA Violation Cases Remember, in this modern world, sensitive infrastructure systems at the hospital or a
. . - g health W just having to deal with criminals. W t also be ed
The following 5 questions refer to the Summary of HIPAA Violation Cases and FAQs (at the bottom of the site) linked below: ealhicare networleare ot st having to deal with criminals. We must also be prepar

for nation-state attack that seeks to undermine the operations of our country.

o https:/iwww.hipaajournal.com/hipaa-violation-cases/

Review the site and answer the following questions.
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* The Practitioner level builds
on the foundations
established by Explorer

e More modules incorporating
hahds-on lab exercises

* During initial,pilot we hosted
virtual lab envircnments on
two different platforms
managed by .coalition schools

* Cloud Foundations

* Network Security

* Information Security
* Cyber Threat Hunting

. ForerTs.ics . « UALR's'Goegle Clond-
* Cognitive Computing based CyberGymuaiid
* Data Mining Uofl's hosted CyberPVE

* Blockchain range



CvberPVE: Proxmox-based virtualization

{

IS
Ny, Pre

m 'sr:\ ronment is a complete, open-
-lona/ 2l /'&Qf'lb m for enterprise
virtualizatio Cybe[’ n Was

s . :
e Eight compute cluster node GCUI’/{ gll/en ¥
e 224 compute threads J/Edu &/

3+ TiB of RAM

e 200 TiB of NVMe distributed storage

* Can deploy over 2000 simultaneous virtual
machines

* Entirely virtualized switch and routing architectures

* Each learning environment is dynamically allocated
and networked



Practitioner

Network Security

ith Metasploit
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* Metasploit: hitps:
* Armitage: https://www.offcns
* Metasploit for Beginners - Modules, B

hitps:/www.youtube.com/watch?v=TieUDcb

- Unicd

Preps
o Start the Kali (External) and Metasploitable VMs.

How to use Metasploit on Kali

o First, you need to start the databases service to store all the results. Type this command on

Kali: systemctl start postgresql.

* Second, if you're running Metasploit for the first time, you need to create a database schema.
Type this command: msfdb init.

* Next, you start the Metasploit by typing this command: msfconsole.

Retrieving IP Addresses of VMs for Pentesting

Identify the IP addresses of the following VMs. You can obtain the IP addresses of each VM by
manually running ifconfig on each VM.

a. Kali:
b. Metasplotable:

Before each exploit below, check whether you can ping the Metasplotable. When you cannot
ping Metasplotable, login to the VM (id=msfadmin/pwd=msfadmin) and run this command:
sudo reboot.

Tasks

References:

e hitps://charlesreid l.com/wikiMetasploitable MySQIL



Practitioner
Network Security

White Paper

Background

Most health care organizatio
saveral physically separate networks,
research, educational equipment, and depa
(manageability, efficiency, costs), there is a desire to'e
into one physical infrastructure, while still providing the isolatie
responsiveness needed by the organization.

High Level Converged Network Infrastructure Design
Our design of the converged netwerk infrastructure for a health care organization is
based on the hierarchical, three-layer model: core, distribution, and access layers. This
hierarchy establishes the foundation and connectivity for the entire network, as shown
below. It is a resilient network that is easy to understand and easy to troubleshoot.

Converged Network
Infrastructure

PERMETER
DISTRIBUTION

VINTERNET & 1

USER ACCESS
LAYER WANLINKS |

Within each layer are redundant modules that serve a specific role in that layer. The
hierarchy allows changes or upgrades to be performed at one layer in the hierarchy
without disruption or significant changes to the other layers. End-do-end connectivity



Dispensing Medications:

P ra Ct it i O n e r The medication dispensary uses an audit trail to prevent mishandling of

. pharmaceuticals. The system is set up with multiple checks and balances.
F o re n S I C S 1. Caregiver enters their individual access code

2. Caregiver with search for patient name

3. Patient’s medication list will appear on the screen

4. Caregiver selects the medication for the list

5. The storage bin housing the medication is provided on the screen

6. Caregiver maneuvers to the correct bin

7. If medication is a Schedule II narcotic, caregiver is required to enter

his/her individual access code again

. Upon administering medications, caregiver is required to scan the

patient’s barcode provided just inside the door of the patient’s room

Two of the families are previous acquaintances.
During the event and ensuing conversations,
the members of these two families, raised
concern that their family member is either
(sometimes) not responding to pain medication,

or worse, not always receiving pain medication.

l ¥ -
Your role is a

These two families decided to perform their own informal investigation. They scheduled Download the forensic image of tf oq

specific times of day to visit their loved ones, making note of their pain levels. During

patient logs. Perform a forensic examinatio! DS

this investigation, spanning a two-week period, they noticed a trend. During the times

they felt their loved ones were in greater pain, a particular caregiver was always on duty. p erformed in the examination. Provide a desc ription o oint to a

problem with dispensing of medication of pain medications. As t er, create your

These families share their suspicions with the CEO of Green Lantern. As a result, the . PR .
own forensic report, and create a report containing the evidence from the Autopsy

CEO has requested that IT perform a digital forensics examination of all computer
systems involved in the medication dispensary. forensics software.
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y Blockchain
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 For most of the modules,
the healthcare industry
focus is readily separable so
can easily replace with
different industries
l‘h is. module has deeper
D 2() \to highlight

hatn's"applicability

[] Less missing information

[] Proper formatting

~

On A
Srekr
IOQU/'Um

[] Correct patient name/ identification

[] Provide entire medical record




col

Ithcare Use Cases: 18M Health
thea, es the features of blockchain to
5 5 bl ealth-pass {2 hours)

-pap L
counterfeit

batch, etc.) ~
-negative /positive testing s

test comes from, what batch and s

-delays and costs (people power), in transm
-data blocking

-one system may not “talk” to the next

Application of BC Features

Trust

Smart contracts allow participants into the blockchain: no counterfeit
vaccine information can partake in the blockchain record for example.

Verification

Business rules set by the verifier (such as the stake holders designing
the blockchain, for instance the state of NY so people can enter
restaurants, concerts etc.) but the consent to share that verification is
held by the user.

Validated by “miners” to create a block or group of transactions that
have been verified.

Data Provenance

Immutable data history allows the potential to provide data history
from data origin regardless of episodes and incidents vs. fragmented or
episodic information. The innate design of blockchain technology is
based on a genesis node and subsequent nodes tied together
directionally by hashes, creating a one way directional ledger.

HIPAA (patient
right to privacy of
HI)

The blockchain can allow necessary information to be connected to
create a affirmative or negative result (green light or red light scenario)
without divulging details such as type of vaccine, where received,
patient age and other private health information). Patient controls
what data is shared and level of privacy. Not having to request from a
health system or provider adds another level of privacy.

Industry Adoption
Standards

All stake holders communicating on the blockchain need to have the
same AP| (Application Programming Interface) standards, a known
challenge in health care because of variable electronic health record
APls. Most health records do not allow for efficient flow of information
from one to another because of the privacy and proprietary nature of

 For most of the modules,

the healthcare industry
focus is readily separable so
can easily replace with
ifferent industries
odule has deeper
| highlight
icability
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Blockchain

 For most of the modules,
the healthcare industry
focus is readily separable so
can easily replace with
different industries

th@ odule has deeper
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f * The Professional level builds
O) ess on the Explorer and
35% e a'ﬂéagmer e |

~ Practitioner experience
AUtomatE&Thr S E|.|ng) /] » Culminates in Capstone

* DB Security maodule designed fully within
¢ Cloud Security nealthcaraiindustry context
e loT * Requires/students apply

knowledge and skills

* Post Quantum Cryptography developed in earlier

* Risk Analysis

] ) modules
* Robotic Process Automation /)
] e Strong focus on“eritical
Analysis L
thinking

* Healthcare Capstone  Direct use of NIST CSF



Professional
Healthcare Capstone

Se,

C ReeionEN-dqspital is a 500-bed

J/ hésbithfacility located
/ §

4 q'\. -\

'r\ ‘ﬁl Lo} K 3.."1'_|L|/

¥

® ,
\ ¢

|
l he NOXMEI hps,hea o If
high quality caréfof Patients
the Kentucky, Ohio, agtl V\|E™
Virginia tri-state area since
1968. Comprehensive patient
services include heart and

stroke care, women’s health,
mother and baby care, cancer
care, orthopedics, neurology,
and rehabilitation services.



Professional
Healthcare Capstone

It's the Friday afte
before a three-day
weekend.

A network intrusion
alert warns of increased
network activity related
to the electronic
medical records (EMR)
system as well as other
servers and devices on
the network.



Professional
Healthcare Capstone

Fed el
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Employees are 6 -~

reporting that they are
unable to access the
electronic medical
records system.

Patients are contacting
the I'T Helpdesk with
complaints that the
patient portal is not
accessible.



Professional
Healthcare Capstone

attack involving electronic medical records is underway
and has notified all offices and facilities to switch to
downtime procedures immediately.

Please read this article on Ryuk.




Professional
Healthcare Capstone

systems are INte oy
local backups have bet
encrypted by the
ransomware and so
cannot be used to restore
systems.



Professional
Healthcare Capstone

Available threat intelligence indicates that Thi's parEigul o
ransomware actor has a history of exfiltration of aéta f@r™a
secondary extortion option and a reputation for providing &
valid decryption key upon payment of the ransom.

See:

CISA Alert AA20-302A

Threat Actors Targeting Hospitals with Double Extortion
Ransomware




Professional
Healthcare Capstone

Wa

After you have reviewed sectio £'% "b : e Stic fly .

-~
document and type your answers fo'e \ @ --1.‘ "
document to complete the assignment. ‘ & U
[Answer length: 3-4 paragraphs] ’ l f ,7
i a. Is this legal? y Ed s t f
» b. Is this ethical? If your answers to these questions differ, explain. U

“3lio,,

1. Should the organization just pay the ransom? Explain, addre

20 >,
3
CO//()

c. Who do you think should be involved in approval {(or disapproval) of such payment?

d. What if the attacker doesn't provide the decryption key/protocol after payment?

See: Advisory on Potential Sanctions Risks for Facilitating Ransomware Payments — from Treasury
Department

q (//'(,,)7



Professional
Healthcare Capstone

Regional Hospital has
authorized a restoration
attempt of systems
from the last offline
backup. Recall, the last
backup successfully
transferred offsite is
from 6 hours before the
ransomware attack was

initiated (at Hour 0).



Professional
Healthcare Capstone

The following
forensics report has
been provided by
experts on the attack
(Click on the link to
download the
report):

Forensic Report




Professional
Healthcare Capstone

The bad news |

forensic analysis has
confirmed the ransomware

was a variant with data

exfiltration capabilities,
which potentially accessed
your entire patient data
base, including medical
information and Social
Security numbers.




Professional
Healthcare Capstone

After you have
document and type you
document to complete the 3

[Answer length: 2 paragraphs]

1. Who must be notified and when? [The patie
reporting agencies, the media, etc.? State data brea

less than the Federal requirements.] Hint: You get these nu ! g
Ny a. Note: Acquisition, access, use, or disclosure of unsecured prote ‘ LT d
’ in & manner not permitted under the HIPAA Privacy Rule is presumed 10 a0
| 4

unless the Covered Entity or Business Associate can demonstrate that there
probability that the PHI has been compromised based on a risk assessment.
Urfortunately, “compromise” is not well defined.

b. hitps:/iwww.hhs.gov/sites/default/files/RansomwareFactSheet. pdf

c. For more information on breach notifications: hitps./fwww bakerlaw.com
[BreachMotificationLawMap




Professional

Healthcare Capstone

NS
The ChidiQuf@rmety O (CISO) of Regional
Hospital has asked y@lifohel st iof
recommendations to used in thaabdnRs
as part of NIST’s recommend Post-incicdend Aciivre

NIST SP 800-61 Rev. 2, Section 3.4).

\

\
\\;

“f that have come to light about this incident and general

;)
¥y
i Specifically, the CISO asks that you consider all the details
|

| understanding of ransomware, security principles, best

{5
{9\
*’,

‘N | practices, etc.

=
L T AR




Professional
Healthcare Capstone

oy [Answer length: at least 2 pages]
’ 1. What are & recommendations (in priority order) that you would suggest the orga
g avoid/mitigate similar attacks and why?

2. Which area(s) of the NIST Cybersecurity Framework (CSF) do you think needs to be reinforced
and why? .
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Digital Badges & Degrdeg/Pathways

 Digital badges are awarded throughoui the program frea top
technology vendors

« Upon completion of the entire program students, earm'a
Cybersecurity Workforce Development certificate (non-acacemnic)

« With program milestones, students issued Coalition digital'badges

» These demonstrate that learners have achieved foundational
cybersecurity knowledge, skills, and abilities

 Interested students continue their studies through our Coalition
Pathways to Success that offer cybersecurity-related degrees from
the Associate's level all the way up to a doctorate from our Coalition
schools


https://www.credly.com/org/university-of-louisville/badge/cybersecurity-workforce-program-badge-explorer-leve
https://www.credly.com/org/university-of-louisville/badge/cybersecurity-workforce-program-badge-practitioner-
https://www.credly.com/org/university-of-louisville/badge/cybersecurity-workforce-program-badge-professional-
https://www.credly.com/org/university-of-louisville/badge/cybersecurity-workforce-program-badge-professional-
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Gaming Component consists of:
* Free mobile app-availabie on Apple and Google
 Competency based questions
* Fun scoring/competition

Virtual and Augmented Reality being developed rnow

Created several smaller bundles of modules around
related concepts
* Offers a more focused and shorter time commit
way to access the content
* Some outreach with community orgs to create
affinity cohorts

Content is moving into Clark!

Our Industry Advisory Board has been
critical to the success of our pilot program,
but special thanks go to the following
organizations for sharing so generously of
their time and expertise:

Baptist Health
Humana
IBM
Kinox Regionai Development Alliance

The Healthicare Capstone Project, especially,
benefited from the gracious participation of
Michael Erickson, Chier Information
Security Officer for Baptist'Health.


https://clark.center/c/ncaec
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collaborate az‘Z/O/) 023

On behalf of the coalition: COIIOQUitI
&)

Drs. Sharon Kerrick, Adel EImaghraby, Andrew Wright

& Z‘ ateful for

University of Louisville
sharon.kerrick@louisville.edu, adel.elmaghraby@Ilouisville.edu, andrew.wright@Ilouisville.edu
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