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Train the Trainer and Open Source modules available- please inquire

Tech Industry Badges earned throughout (IBM, Microsoft, Google etc.)

Explorer
(Badges = AI 

Fundamentals & 
Enterprise Design 

Thinking)

Practitioner
(Badges = Cloud 
Security, Cisco 

Cybersecurity and 
Blockchain)

Professional
(Badges = Azure IoT, 

RPA and Power 
Automate & Threat 

Modeling)

Healthcare 
Cybersecurity 
(Certificate)

6 months/8 week 
courses/online 
instructor led—
Cohorts of 35-40

First group 
launched Fall 2021

• IT Basics
• Network Foundations
• Coding
• DB Management
• Privacy/Legal Foundations and 

Ethics
• Security Principles & Foundations
• Cryptography
• Artificial Intelligence

• Cloud Foundations
• Network Security
• Information Security
• Cyber Threat Hunting
• Forensics
• Cognitive Computing
• Data Mining
• Blockchain

• DB Security
• Cloud Security
• IoT
• Post Quantum Cryptography
• Risk Analysis
• Robotic Process Automation 

Analysis

• Healthcare Capstone

PATHS to:

*Associate 
*Bachelors 
*Graduate 

Degrees
And/or

Certificates• Enhancements:
• Logistics
• Train the Trainer – inquire NOW
• Cybersecurity Analyst
• Cybersecurity Technical Specialist

Curricula developed as core foundational with tracks in Healthcare industry and Logistics (Labs, Datasets etc.)

Success Coaches assigned to each student
https://bit.ly/ULWorkCyber | 502.852.3871

Healthcare and Logistics Tracks – Workforce Certificate | 04.08.22
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https://bit.ly/ULWorkCyber


• IT Basics
• Network Foundations
• Coding
• DB Management
• Privacy/Legal Foundations and 

Ethics
• Security Principles & Foundations
• Cryptography
• Artificial Intelligence

Explorer  
(Badges = AI Fundamentals & 
Enterprise Design Thinking)
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• Non-credit, certificate and/or digital 
badge(s) earning

• Assume no prior experience, so 
included some basic/foundational 
modules

• Coalition members led development 
of content working with instructional 
designers

• Modules include formative and 
summative assessments, including:
• Embedded knowledge checks
• Hands-on labs
• Case studies

• Industry focus provided through 
application context via data sets, case 
studies, etc.



Explorer  
DB Management

• For most of the modules, the 
healthcare industry focus is readily 
separable so can easily replace with 
different industries



Explorer  
Privacy/Legal Foundations and 

Ethics

• For most of the modules, 
the healthcare industry 
focus is readily separable so 
can easily replace with 
different industries
• This module has deeper 

integration because of 
the complex legal 
environment for 
healthcare



Explorer  
Privacy/Legal Foundations and 

Ethics



• Cloud Foundations
• Network Security
• Information Security
• Cyber Threat Hunting
• Forensics
• Cognitive Computing
• Data Mining
• Blockchain

Practitioner
(Badges = Cloud Security, Cisco 
Cybersecurity and Blockchain)
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• The Practitioner level builds 
on the foundations 
established by Explorer

• More modules incorporating 
hands-on lab exercises

• During initial pilot we hosted 
virtual lab environments on 
two different platforms 
managed by coalition schools
• UALR's Google Cloud-

based CyberGym and 
UofL's hosted CyberPVE
range



• Proxmox Virtual Environment is a complete, open-
source server management platform for enterprise 
virtualization

• Eight compute cluster nodes
• 224 compute threads
• 3+ TiB of RAM
• 200 TiB of NVMe distributed storage
• Can deploy over 2000 simultaneous virtual 

machines
• Entirely virtualized switch and routing architectures
• Each learning environment is dynamically allocated 

and networked

CyberPVE: Proxmox-based virtualization



Hands-On Lab Using CyberPVE

Practitioner
Network Security



Healthcare Industry Case Study

Practitioner
Network Security



Practitioner
Forensics

Healthcare Industry Context



Practitioner
Blockchain

• For most of the modules, 
the healthcare industry 
focus is readily separable so 
can easily replace with 
different industries
• This module has deeper 

integration to highlight 
blockchain's applicability 
to healthcare



Practitioner
Blockchain

• For most of the modules, 
the healthcare industry 
focus is readily separable so 
can easily replace with 
different industries
• This module has deeper 

integration to highlight 
blockchain's applicability 
to healthcare



Practitioner
Blockchain

• For most of the modules, 
the healthcare industry 
focus is readily separable so 
can easily replace with 
different industries
• This module has deeper 

integration to highlight 
blockchain's applicability 
to healthcare



Professional
(Badges = Azure IoT, RPA and Power 

Automate & Threat Modeling)

• DB Security
• Cloud Security
• IoT
• Post Quantum Cryptography
• Risk Analysis
• Robotic Process Automation 

Analysis
• Healthcare Capstone
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• The Professional level builds 
on the Explorer and 
Practitioner experience

• Culminates in Capstone 
module designed fully within 
healthcare industry context
• Requires students apply 

knowledge and skills 
developed in earlier 
modules

• Strong focus on critical 
thinking

• Direct use of NIST CSF



Professional
Healthcare Capstone

Capstone: Introduction



Professional
Healthcare Capstone

Capstone: Hour 0



Professional
Healthcare Capstone

Capstone: Hour 0



Professional
Healthcare Capstone

Capstone: Hour 0



Professional
Healthcare Capstone

Capstone: Hour 32



Professional
Healthcare Capstone

Capstone: Hour 32



Professional
Healthcare Capstone

Capstone: Hour 32



Professional
Healthcare Capstone

Capstone: Hour 52



Professional
Healthcare Capstone

Capstone: Hour 64



Professional
Healthcare Capstone

Capstone: Hour 64



Professional
Healthcare Capstone

Capstone: Hour 64



Professional
Healthcare Capstone

Capstone: Conclusion



Professional
Healthcare Capstone

Capstone: Conclusion



Virtual Career Fairs
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• Digital badges are awarded throughout the program from top 

technology vendors

• Upon completion of the entire program students, earn a 

Cybersecurity Workforce Development certificate (non-academic)

• With program milestones, students issued Coalition digital badges

• These demonstrate that learners have achieved foundational 

cybersecurity knowledge, skills, and abilities

• Interested students continue their studies through our Coalition 

Pathways to Success that offer cybersecurity-related degrees from 

the Associate's level all the way up to a doctorate from our Coalition 

schools

Digital Badges & Degree Pathways

Supported via NCAE-C-003-2020 Grant

https://www.credly.com/org/university-of-louisville/badge/cybersecurity-workforce-program-badge-explorer-leve
https://www.credly.com/org/university-of-louisville/badge/cybersecurity-workforce-program-badge-practitioner-
https://www.credly.com/org/university-of-louisville/badge/cybersecurity-workforce-program-badge-professional-
https://www.credly.com/org/university-of-louisville/badge/cybersecurity-workforce-program-badge-professional-


• Gaming Component consists of:
• Free mobile app available on Apple and Google
• Competency based questions
• Fun scoring/competition

• Virtual and Augmented Reality being developed now

• Created several smaller bundles of modules around 
related concepts
• Offers a more focused and shorter time commit 

way to access the content
• Some outreach with community orgs to create 

affinity cohorts

• Content is moving into Clark!
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Our Industry Advisory Board has been 

critical to the success of our pilot program, 

but special thanks go to the following 

organizations for sharing so generously of 

their time and expertise: 

Baptist Health

Humana

IBM

Knox Regional Development Alliance

The Healthcare Capstone Project, especially, 

benefited from the gracious participation of 

Michael Erickson, Chief Information 

Security Officer for Baptist Health.

https://clark.center/c/ncaec


THANK you!
Always 

looking to 
collaborate

Grateful for 
your 

attention
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On behalf of the coalition:

Drs. Sharon Kerrick, Adel Elmaghraby, Andrew Wright

University of Louisville

sharon.kerrick@louisville.edu, adel.elmaghraby@louisville.edu, andrew.wright@louisville.edu
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