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CyberCorps®: Scholarship for Service

- 'CISA supports-a.federal partnership with the National Science Foundation
(NSFY andthe Oitice of Persennel Management (OPM) to provide scholarship
fundingtescybersecurity=relaied degree programs.

- Scholarship recipients serve In a cybersecurity.role within a U.S. government
entity for a period of timesequal to the length ofiheinscholarship.

. CISA provides $400K to OPM Via interagency Agreement (IAA) support the in-

person fair (JAN) and virtual job fair (FAkk)‘each year. IAA'has a base, year with
base year and 4 option years.

- CISA provides program management oversight with NSF/OPM
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National Centers of Academic Excellence

2 CISA parthers with the National Security Agency (NSA) and Federal Bureau
ofilnvesiigation (F31)on thesNational Centers of Academic Excellence in
Cyberseeurity (NCAE-C) program:

The program designaies two- and four-year. institutions that meet rigorous
program requirementsias:Centers of Academie Excellence (CAE).

CISA is a federal sponsor for theeNCAE Cyber Defense and, Research
designations

There are over 420 CAE designated institutions:
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NICE Challenge Project

. CISA coniracted,with California State University San Bernardino (CSUSB) to
develop NICE: Cyoer Ghallenges for Industrial Control Systems (ICS) and
Micero-Chaliengestior the publie.

. FY21 FUhding- $1M

- CISA contractedwiti-:CS¥JSB to develop 6 iindustrial Control System NICE
Challenges. Available tofCAE nstitutions (o/use’in cybersecurity curriculum and hands
on learning experiences

. FY22 Funding- $1M

- CISA contracted with CSUSB to develop 14 NICE Micro-Challenges focused on the
CISA Cybersecurity Career Pathway Tool based on the NIST NICE Cyberseeuirity
Workforce Framework
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Future Projects

- FY23 Funding-
- $1.27M

= ClSAis contracting yath-a CAE designated school to develop 12 Threat Sandbox
Challenges based on the CISA Known, Exploited Vulnerabilities (KEVs) Catalog

- $1.5M

- CISA is contracting withia,CAE designated univeisity topeontinue to support a
National Cybersecurity Workforee Deve loapment program.

- FY24 Funding-

- More planned cybersecurity workforce development initiatives
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US Cyber Team Sponsorship

« 'CISA Isaiounding sponsor of the first US Cyber Team

-The firstJS Cyber Feam competed at the International Cybersecurity Challenge
(ICC) inwAthens, Greecefiom June 13-17, 2022.

- The second US"Cyber Acam will ceinpete atithe International Cybersecurity
Championship & Conferencef(IC3) in SanDicge, CAsfrom August 1-4, 2023.

- Sponsorship is for $50K/year. Weihave |Ost renewed ior seasoen |l from July 23-
June 24

- Get your cyber students involved!
- Great opportunity to compete and gain cyber experience.
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Other Sponsorships (cont’d)

- 'Hack the Buildiing-2.0, Hespital Edition($55,000)

< Hosted by the Maryland lnnevation and Security Institute (MISI) as part of the
NCAE=C program, this competitiomstresses the importance of building
cybersecuritysandimedical cyber! Event oeeurs September 18-22.

- National Collegiate Cyber Defense'Cempgiition ($30,000)

- Hosted by the University of Texas at“San Aatonio, the eompetition*enables college
students to demonstrate competency in attacksand:tefense oflivessysiems: Event
is currently being built and will take place in the spring ¢f/2024.
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Other Sponsorships

- ' Cyber Foiee Competition,($15,000)

< Hosted by the bepartmentiof,Energy, the competition is critical infrastructure
focused.on the energy sector: Yearround sponsorship of the Cyber Force
program, including' the upcoming cermpetition on November 3-4.

- Social Engineering Competition ($10;000)

- Hosted by Temple University, the competition teaches students theytools,
techniques, and procedures used by social engineers as welhas ways 0 prevent
victimization. The theme for the 2024 event is Tax Seams# I'he,competition is
currently being build from August 2023-December 2023 to‘accommodate the
Internal Revenue Agency’s participation in the event. (Spring 2024 dates to be
announced).
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£XPLORING CYBER CAREERS
WITHS Y BERSGAREER PATHWAY
MICRO-CHALLENCES




Cybersecurity
Careers

TOTAL JOB OPENINGS

- - =S
= -1 S RN

Cybar3eek Heat Map

660K unfilted gybersecurity
jobs nationwide

3.4 million unfilled
cybersecurity jobs globally
Job openings

have increased 77%

from 2010 to 2023

www.cyberseek.org
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http://www.cyberseek.org/

Cyber Career
Pathway Tool

- NICE Cyhersecuxity
Workforce Framework

- De-mystifying cyber careers
- Explore 52 work roles

- Knowledge/Skills/Abilities

- Related Work Roles
- On Ramps/Off Ramps \

BaS0p <0237

WWW.Niccs.cisa.gov ‘ per el
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http://www.niccs.cisa.gov/

Cyber Defense
Incident
Responder
(531)

Vulnerability
Assessment
Analyst(541)

. Cyber, Defense
Infrastructure

_Support’
Specialist (521)

Cyber Career Pathway Tool

Cyber Defense Incident Responder

nvestigates, analyzes, and responds to cyber incidents within the network environment or enclave.
Community: Cybersecurity

Category: Protect and Defend

Specialtyrea: Incident Response

ORMID:531

See USAVOBS "istifgs coded for Cyber Defense Incident Responder [

Related Functional Tit!es

Ub=foll owing job titles have been ideq fiac by = ubject matter expenis as either alternative titles for this
work role orinc'uding * 1e fuiictions of this wor. role as -t oi their [ob duties.

s CompLier Metwork Defrase ncident Responder

* Computer SecuritimcicenyR=spcase Team Engineer

* Disaster Recovery Specialist

s [ncident Handler

* Incident Responder

* |ncident Response Analyst

* Incident Response Coordinator

* Incident Response Engineer

por| View Cyber Career Pathway Documents [
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Cyber Career Pathway Tool

A

RA'

Capability

Indicators

Common
Relationships
Federal Data

Micro-
Challenge

Cyber Défeiise Incident Responder Micro-
Chalienge

Experience tnc krnowlec ge ana skills needed to perforn. as a C bcr De “ense Incident
Responder firsthand thicueh the © b - Defense Incident Responder wlicro Ch:llenge! This
15-minute experience Willputyou'in 4 da -0 agyinternship as a Incident Resgo nder, “here
you will assist a seasoned professianal completa come af, the Cyber Defnse Incideni
Responder work role's core tasks.

Attempt Cyber Defense Incident Responder Micro-ChallengeEl

WiCyS PRESENTS:
NICE Workforce
Framework for
Cybersecurity
Video Album

Hear from cybersecurity professionals

on select workforece roles.
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What does the work really look

like?

CYSER BEAI

TRY
CYSER

Challenge

Micro-Challenges

I f I t ' SUPPORTED DEVICES @
yourseir on seiec 2 oo () s
D_ Laptops: 2  Smartphones

cybersecurity R & b

SUPPORTED WEE BROWSERS 0 |

workforce role o 0

Q Edge

Javascript, Cookies. & High-Speed

tasks. /N,

( PRESS START

©2023 Try Cyber - Sponsored by CISA

== CYBERSECURITY &
[ | INFRASTRUCTURE
N&Y SECURITY AGENCY
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About the Micro-Challenges

. ' Cybersecurity careenexploration and discovery
- Deimvsiify cybersecurity careers

- Users willi'see'themselves.in a cybersecurity workforce role

- Provide first-hand“exgerience of the tasks, Knewledge, and skills performed in
the top cybersecurity workierce roles

- Environment guides users throughithe challenge wihile providing more
information about the workforce role

- Based on NICE Cybersecurity Workforce Framework Core 1asks
- 15-minute challenges geared towards beginners

S Em) @3}%\\%@ Office of the Chief Learning Officer
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10/ Lyber Work
Roles

Open jobs according to
CyberSeek Heat Map

'35}\ &% _ -
f e) T2 Y
@ cisA |\& W
) CrsS=ER
—
R

- Cyber Defense Analyst (42,409)

- Cyber Defense Incident Responder (56,288)
- Data Analyst (192,743)

. Database Administrator (44,672)

< Law Enforcement/Counterintelligence

Forensics Analyst (11,198)

< Network Operations)Specialist (120,428)
. System Administrator (119,594)

- Systems Secutity Analyst (139.074)

- Technical Support'Specialist (78,332)

- Vulnerability Assessment Analyst/((103,396)
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Micro-Challenge Overview

What to Expect

- User is/placed into work
enviornmentas a,day-oneintern

- A mentor guides they,user through
the challenge, sharing Knowlédge
and skills about the work role
along the way

- Users may progress through
challenges even if they are unable
to successfully complete a
challenge

SELECT CHALLENGE

Forensics Analyst Systems Administrator Adv.
DWflguity: Y7 ¥¥

Help Indigo sgan digital evidence for malicious software.

Technical Support Specialist Adv.

SyStemg"Security Analyst ’
Pifficulty: 7 . Difficulty: Y7 7%
Aid Nasreegiin applyifig alSecurity polic y to a client 's workstation

Vulnerability Assessiment Anaiyst
Difficulty: ¥¥ v¥
'm a security audit on one of the university's workstations
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Micro-Challenge Tasks

Cycer Detena= ‘ncident

Respcncier

Collect intrusieti artifacts (e.g.,
source code, malware,
Trojans) and use discovered
data to enable mitigation of
potential cyber defense
incidents within the enterprise.
(NICE Framework T0278)

Intrusion Artifact Collected from capture1

29 Aug, 16:41 -8 Sofia Russo

Incident Responder

Intrusion Artifact Collected from capture2

View GO (apture Analyze Statistics lelepnony Wireless [ools Help

R QAU €d>FeH

e’ Wireshark is an open-source packet analyzer. It is
an incredibly versatile and powerful tool that is
commonly used for network analysis, debugging, and

troubleshooting

Destination Protocol Length Info

However, we will use only a small subset of
Wireshark's features today. We will mostly use it to
review viously captured network traffic and export
any files we find interesting. As such, I'm only going
to go over Wireshark's main user interface so you
can confidently navigate it for today's tasks

Content Type: | All Content-Types ~

Cacket ¥ me ComunType Size Filename

Here is a screenshot of Wireshark's main user
interface that I've annotated

9'”?“?"-? L

Lt §

(=] "Lwaﬂﬂson » ® RT AerBe N =0E0YT
4 Ethernet I7 'Sr . VMw B - DISPLAY FILTER TOOLBAR D}
Internet Protoc 1 Ver ic =
» Transmission Conerol P
» [2 Reassemuled ICRESE g
» Hypertext Tr: E

I

s ey
PACKET: LIST: PANE.

B videos

Materials

ACKEi DETAI 5 PANE ‘e
D ——— b,
07 oomipoms

IPABKET BYTE PANE
ks 1 oo RO P

Other Locations

) 7 Hypertext Transfer Protg

Chat Speed: iz

Wireshark - - o Intrusion Artifact Collected from capture1

J ‘ntrusion Artifact Collected from capture2
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Post Challenge
Resources

v Relevantcgybersecurity
education and-training
resources

v Scholarship opportunities

v" Interactive Cybersecurity
Career Map

v" Job search resources

rRY

CYaEER

THANKS FOR TRYING CYBER!

CPROV[DE FEEDBACK\ ( TRY MORE )

Learn More About Cybersecurity Work Roles

Check out the Cyber Career Pathways Tool on the CISA NICCS
Portal to learn more about the 52 cyber work roles.

Gyber Seek

Use Cyber Seek’s Cybersecurity Supply And Demand Heat Map to
see the demand for cyber work roles in the USA.

Chegk outithe F dilx Catalog on the CISA NICCS
i *tofind cyberseeuritygourses from a variety of training
proViders. . .

e
—

Usefthe CAE Commupity’s tolfindithe/mation’s
begt cybersegiififydegree and certificate programs at,Centergiof
Academic Excellente ip Cybersecurity near you.

Find Federal Cybersecurity Jobs

Interested in being a part of the next generation of America's
CyberCorps and having part of your cybersecurity degree paid
for? Find a participating institution with this map

Check out the Cybersecurity Career iMap on the €IS ANICSE
Portal to see the latest federal cybersecurity job postings.
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For more information:
www.cisa.govVv

WWW.hiccs.cisa.gov

Questions?
Emaillnices@hq.dhs.gov
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