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INL’s Vision –
To change the world’s energy future and secure our nation’s
critical infrastructure.

Energy security is national security. 

America’s prosperity, freedom and ability to advance is inextricably linked to our 
resources and infrastructure. 

At INL, dedicated professionals defend these systems from cyber and physical 
threats, unauthorized intrusions and disruptions.

Protecting the nation’s energy systems from physical or cyberthreats is one of our 
most important missions. 



INL National & Homeland Security Directorate 
Workforce Development Program Office

Address the most critical control systems and cybersecurity challenges that
require a national collaborative, inter-disciplinary environment

Drive a culture change Enhanced Accelerate workforce 
in engineering partnerships development

Increase cybersecurity of systems
deployed and under development

Advance control systems 
cybersecurity gaps

Support demand for control
system cybersecurity talent
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National Workforce Capability Gaps

Actionable 
threat analysis, 

situational 
awareness, and 

information 
sharing

Innovative R&D 
and proactive 
validation for 

long-term 

High quality
and immediate 

incident response 
and forensics

Cyber-informed 
and advanced 

technology 
education

Hands-on
training and
applicable
skills from
education

solution

s

unfilled 

In damages 

cybersecurity jobs 
globally in 

2023

expected from 
cybercrime in 2023

national control systems
cybersecurity workforce
needs are NOT being
met.

–Cybersecurity Ventures

–Cybersecurity Ventures

–CyberSeek

Over 
8 trillion

3 million

Ove
r
90%

Over 
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https://cybersecurityventures.com/jobs
https://cybersecurityventures.com/jobs


Information Technology (IT) and Operational Technology (OT)



Investing in the Future

Areas

Related Programs and Opportunities:

INL actively gives back to the community and 
state by supporting several ICS workforce 
development programs

Girls Go Cyberstart National Competition

N&HS Cybersecurity Expertise & Research 

• Internships

• Practicums

•STEM Education and Outreach

•Cybercore Integration Center 

•Critical Infrastructure, Security and 

•Adjunct Faculty and Invited Speakers

Resilience

•Faculty Researchers
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Cybercore Summer Camp

Current offerings …..

•Intro and Advanced Camps 

•More offerings across the state 

•Teaming across institutions

• Teachers

•Adult learners

•Additional locations and partners

Future focus…..
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ICS Cyber Escape Rooms 

•

-
-

-

-

-

-

Awareness of applying multiple skills within a
single scenario
Tests policies and procedures applicability 
and identifies gaps
Identifies the importance of 
communications – the difference between 
winning and losing

Scenarios can have several levels of 
complexity based on audience

Team or individual 

Defense, Wireless, Network Discovery, Can You
Hack It? Solar, Wind and Fire

Benefits

•

Promotes critical thinking 

skills

Flexibility



Cyber-Informed Engineering (CIE)

•CIE uses design decisions and engineering 
controls to eliminate or mitigate avenues for cyber-

enabled attack.

•CIE offers the opportunity to “engineer out” cyber 
risk throughout the design and operation lifecycle, 

rather than add cybersecurity controls after the fact.

•Focused on engineers and technicians
a framework for cyber education, awareness, and 
accountability.

•CIE aims to engender a culture of security aligned 
with the existing industry safety culture.

•CIE Implementation Guide just released: 
https://www.osti.gov/biblio/1995796

, CIE provides 





Increase employee engagement (DEI&A) in INL K-12 
education program by empowering INL employees to 
engage in community and region, while becoming STEM 
mentors, role models and ambassadors. “If you can see it, 
you can be it!”

•Leverage STEM ambassadors and Special Forces for 
community and regional outreach and engagement. 

•Build capacity for high school mentoring and curriculum 
development.

•Leverage leadership and SMEs for meaningful 
. interactions and feedback for 

students

Employee Engagement



Vision: Inspire tomorrow’s workforce by building a strong STEM 
foundation today.

Mission: Instill a strong STEM identity for all students to build a diverse 
future STEM workforce; positively impact students, educators and 
families in our community and region; and empower employees to 
become STEM role models and mentors.

Strategic Plan

STEM for All Prepared Employee 
(DEI&A) Workforce Engagement



•Everybody who contributes to our mission has something 
unique and important to share with students of all ages. STEM 

Ambassadors are vital to expanding INL’s reach to students 
throughout the region.

•INL employees who bring their vast science, technology, 
engineering and math experience to schools and events across 

the state.

•These volunteer STEM experts can serve as judges, mentors, 
speakers and more.

•Employees can sign up to participate at stem.inl.gov.

STEM Ambassadors



U.S. Department of Energy National Laboratories

Lawrence
Livermore National
Laboratory

Lawrence Berkeley 
National 

Laboratory

SLAC National Accelerator 
Laboratory

Sandia National
Laboratory

Idaho National 

Laboratory

Los Alamos National 

Laboratory

Renewable 
Energy 
Laboratory

Argonne National
Laboratory

Oak Ridge
National 
Laboratory

Fermi National Accelerator Laboratory
Batavia, Illinois

National Energy Technology Laboratory

National Laboratory

Brookhave

n

Princeton Plasma 
Physics Laboratory
Princeton, New Jersey

Thomas Jefferson
National Accelerator Facility

Livermore, 

California

Berkeley, California

Menlo Park, 

California

Idaho falls, Idaho

Richland, Washington

Livermore, California 
Albuquerque, New 
Mexico

Golden, 

Colorado

Argonne, 

Illinois

Morgantown, West
Virginia Pittsburgh,
Pennsylvania

Aiken, South Carolina

Newport News, 

Virginia

Upton, New 

York

Los Alamos, New 

Mexico

Ames, 

Iowa

Oak Ridge, 

Tennessee

Pacific Northwest National 

Laboratory

National 

Ames 

Laboratory

Savannah 

River

National 

Laboratory



National Laboratory Education Directors 

Coordinate cross-complex STEM education activities that advance STEM outreach, K-12, university and 
workforce development programming related to the DOE lab missions with the goal of achieving inclusion, 
equity and diversity within the laboratory 

complex.
1
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Opportunities to share and collaborate 



Existing Resources and Tools
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Existing Resources and Tools



Show me the money!!

Lawyer

Cybersecurity 4 years

2 years 

7+ years

$116,00

0 

$70,000 

$120,00

0

Six career paths, with the years in school required to begin those career paths and their average starting salaries.

Career PathYears in SchoolAverage Starting Salary Electrician6 months – 2 years$55,000

Liberal Arts4 years$40,000

Docto

r

Business 4 years

10+ years

$61,00

0

$208,00

0

https://niccs.cisa.gov/formal-education/students-launch-your-cyber-

career

Cybersecurity is one of thetop 20 fastest growing fields in the country.

Currently, there areover 660,000 open cybersecurity positions available in the U.S.
As of 2022. Cybersecurity professionals earn a median salary of $112,000 according to U.S. Bureau of Labor.

https://www.bls.gov/ooh/fastest-growing.htm
https://www.cyberseek.org/heatmap.html
https://www.cyberseek.org/heatmap.html




• Creativity

• Inspiration

• Innovation

• Persistence 

•Critical Thinking

• Multi-Disciplinary

• Communication

• Logic

• Teamwork

Common Themes



Gamification & Competitions
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State Models and Approaches 
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CAE Model for K-12?? 



Call to Action – How can we do better together?

•Bridging the gap

•Communicating and coordinating efforts 

•Sharing best practices and lessons 
learned

•Working from the ground up as well as 
leveraging existing resources to make 

applicable for learners at any age

•Finding innovative ways to integrate cyber 
learning into the classroom – can not 
keep asking more of teachers

•Other ideas?? 

2

5




