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National and Homeland Security Mission Focus Areas

Infrastructure Nuclear

Safety and

Security
Industrial First

Control * Wife)ess G 0 Defense
Systems | curit Faifing I Systems
Security ' P

Solving security challenges in critical infrastructure protection and resilie
nuclear and radiological security, and national defense.
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Mission: Industrial Control System Security

!_ This &

= ] “ Integrating
— = STy o ~ Yy _ o MW Government,
=~ i -e NS Academia, &
e sl i/ 3 Integrating Industry
' _ e . A\ Analysts,
A ‘ y . Engineers,
- - _ A & Computer Threat,
§:: ‘ Scientists  /yylnerability,
| - . &
o I P Consequence
'''' Analysis

Innovating and applying control-system cybersecurity solutions
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NL National & Homeland Security Directorate
,777 /.S orce Development Program Office

/V‘qn‘i' reS@ sribieal control systems and cybersecurity challenges that
- ‘/Cn : uff‘.ii' e, inter-disciplinary environment
8 . 3 erse =S "

, ey [ v* :
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Drive a culture change Enhanced
in engineering partnerships V
Increase cybersecurity of systems Advance control systems Support demane g
deployed and under development cybersecurity gaps system cybersecuri
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- National Imperative —

‘e NATIONAL
Defend Critical Infrastructure e e
s EXpanding-{hémise of minimum STRATEGY

Gynersecurity reguiréments in
critical seciors

- Enabling“puglic-prvate
collaboration atthe speedana
scale necessary to defengiéntcal EDUCATION
infrastructure and essential STRATEGY
services

NATIONAL CYBER
WORKFORCE AND

W ol 218X g rica’s Cyber Talent
- Defending and modernizing

Federal networks and updating
Federal incident response policy

OFFICE OF THE NATIONAL CYBER DIRECTOR
EXECUTIVE OFFICE OF THE PRESIDEN]
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Accelerating Cyber Workforce Development

Th

Siar
ICS C ' ' Sec

. ommunity of Practice

* Cyber CHAMP

* OT Defender Fellowship

» Cybercore Integration Center Academic Collaboration Laboratory
* Internships, Apprenticeships, Fellowships & Joint Appointments

« STEM Education & Outreach — Shareable Learning Modules
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https://inl.gov/national-security-training/

Adapting an Ecosystem Approach

Cyber Education and
Workforce Development
Ecosystems

nance ANISTTeg '«

o

- Stakeholders may
include: learners
(Students, job seekers,
2nd employees),
emnpioyeais, edueators,

Leverage trainerc. Joveinment at

ecosystem \ all levels, tr=d 2

approach Build skilled assnciations, unicng,

cyg:f‘;z'::f‘;rce eeon gmic andworkforce
deveioomer.t entities;
non-profit 6faanizat’ons,
civil society

Enable all

Americans to - .
thrive in organizations,
cyberspace philanthropies _

I , - Ecosystems take diverse Ty RATERY Y Economic
Strengthen cyber forms; must be suited to TN 1§ PP e
m_rorkforcethrou_gh SpeCIfIC local, reglonal, - i )y Workforce
|mprovements n

functional needs R iy, ) Dcvelopment

diversity and inclusion Entities
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Operational Technology

Physics

Temperature, pressure, flow

Facility lifecycle

Product damage

Desired system characteristics Confide
Integrity
Availability
Educational background Computer Science
Information Systems

Cybersecurity

Reporting chain 1SO Shift Supervisor
CISO Plant Manager
ClO CO0
Managerial accounting Cost center Profit center
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nderstanding the Cyber Workforce Development Gap

Th;

S D, h8.to research cyber workforce development issues. As such, INL has:
ai ) Sa ber Community of Practice in 2020
l 0 i nl

C# I/O al research

,7 aluations across industries, sectors and regions

INL's Research Response ~

Major discovery: T iness strategy issue

ad tool that can:

Step 1

Assess cyber “health” and Identify most effective Determine competency-based tra
“maturity” organizational cyber structure needs and recommendations
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ber Competency Health and Maturity Progression Model
T}' . HAMPO®) Introduction

/s D 7
M /'Q,‘.@ 3SSEess

/
tg w -‘:'?31. O d
'olip/ VG "anflﬁ"

/7 ati Strategic Alignment
e Built from na ~Vl) TECH and
standards and frameé Alelar
Todules %

» Built with industry collaboratie
feedback, years of research, an
iIndustry evaluations across multiple

sectors.
« Approach is tailored and results are Workforce
unique to each organization’s Competencies

workforce profile.
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ber Competency Health and Maturity Progression Model

HAMP®) Future
743\
i
O Strategic Alignment
MTwa

orkforce

TECH and

needs to be dev )E .S(:, S Q/ MGMT
l V Viodules A&
businesses and municip2 I/"/y
 Create cyber risk dashboards E(

and meet with insurance
companies to identify ROI

Workforce

Competencies
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Job Title Discrepancy from Org Profile/Tech Modules

Job Title Sources

Individual 1

isted Title

Cybersecurity Technical Analyst / Penetration Tester

Org Chart Title

Vulnerability Assessments

HR Title

Cybersecurity Technical Analyst

Individual 2

ICS Cyber Architect: ALT ISSM

Job Title Source
Employee Listed Title

Org Chart Title

HR Title

Sys Admin, Strategy and Data Architect (Strictly ICS System)
Cybersecurity Analyst

lanager (ISSM)

<035
Busincss S

anager

Supervisor

Job Title Sources

4

Employee Listed Title

y J
Information System Se -vﬁ-’[ /(), ISS

Org Chart Title

Classified Cyberse rity A illl I I

HR Title

Cybersecurity achnic n alyst

Analysis: Org. Profile/Tech Module
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Na ¢ Ih S KQG 3 COmpe _-L cy level Chosen tasks mapped to competencies

hnical analysis
orce development and training roadmaps for individuals

N U[’ . ""Z’ 9 Job Task Analysis Competencies
a/ Cyb (}G 'AI Competency Alignment by Tasking
e Each individual @/‘V Wy
chooses tasks they G_n_, = l!/’h

perform. il ’0/ i) at P
* All tasks are mapped CED
to a competency level.

Maintain — CHL3

Maintain - CHL3

 All tasks are mapped Support — CHL2 Quarter
to learning objectives + Design: 11.90%

in course offerings. Awareness — CHL1 Fifth Order
» Support: 4.76%
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Security Architect (SP-ARC-002)
17 tasks selected out of

63 overall (26.98%) and 22 in this role (77.27%)

Systems Requirements Planner (SP-SRP-001)

11 tasks selected out of
63 overall (17.46%) and 18 in this role (61.11%)

that are not part of the
primary tasking?

e How can | hire someone to do
the same job as this
individual?

 What education and training
does this individual need to
become and remain
competent?
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chnical Competency Take-Aways

Maturity Level: 4 - Analyze / Maintain

/{:‘) * ~ Baseline Training

O e ) 45 S All persons should take training from this list, but taking all training is not necessary.

n@ / ITIL 4 Managing Professional ITIL 4 Managing Professional
U D Roles: SP-RSK-001 SP-ARC-002 OV-SPP-001 OV-SPP-002

SANS // Cost:'3

Cyberstrike Capability

CISA & ISAC // Cost: Free // Format:

« |IC34M- Cybersecurity Design & Imple

ISA /I Cost: $2,700 // Format: Online

ICS Cybersecurity Analysis & Evaluation (401) Training - - o Rrofessional PMP

CISA// Cost: Free // Format: Live; 5 days

ICS410- ICS/SCADA Security Essentials

SANS /I Cost: $7,020 // Format: Live or online

ICS456- Essentials for NERC Critical Infrastructure Protection

SANS // Cost: $6,090 // Format: Live; 5 days

GIAC Certified UNIX Security Administrator GCUX
Roles: SP-ARC-002 OV-MGT-001

GIAC Information Security Professional GISP
SP-RSK-001 OV-EXL-001

PMI-PBA

Mapping to
industry training

Create / Design (Maturity Level 5)
39.68% of total tasks

« Assessing, Hunting, and Monitoring ICS Networks
Dragos // Cost: 4500 // Format: Live; 5 days
« Critical Infrastructure and Control System Cybersecurity

Function Specific Training
SANS // Cost: Not listed // Format: Live; 5 days Training courses that may be appropriate for a user's pos

DN 1T OR WSl =HB Sl el T o= Tale M latolls STal 0=l oo ok - H— i

Education and Training Certification Recommenda
Recommendations
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7 CH Module Deliverables and Benefits
U /S Neliverable
Na r}n Q /7”- napping based Targeted competency roadmap for each
Q/ QU

individual. More efficient use of organizational
Cy echnical personnel job role and tasking

resources spent.
Task-based compete Jj ency. Organization has clarity of each
Ne 0 d'

individual’s position anical roles and tasks to provide
iNg allgnment.

Tailored education and training

: izational
recommendations

Provides individuals with st
a higher technical competency qulu

IDAHO NATIONAL LABORATORY
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r : agement analysis
] veIopment and training roadmaps for individuals

Na¢ Iﬁ =0 ‘ G g Lompete Cy level Chosen skills mapped to competencies
NI ]a / ; 'l"i,v 3 (} Job Skill Analysis Competencies
C 'n Ml Competency Alignment by Skill

Joe,

* Each individual
chooses skills they
perform.

 All skills are mapped
to a competency level.

Policy: 60.44%

Direction - CHL3

Direction - CHL3

 All skills are mapped Process— CHL2
to learning objectives
in course offerings. Execution — CHL1
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Portfolio Management (POMG)

4 skills practices selected out of
91 overall (4.40%) and 17 in this skill area (23.53%)

[ J
>
o
—+
s
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o
@
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3
o
S
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]

Project Management (PRMG)

10 skills practices selected out of
91 overall (10.99%) and 24 in this skill area (41.67%)

@
should this individual purstié
 How can | hire someone to do
the same job as this individual?

* What education/training does
this manager need to become
cyber cognizant and competent?
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Mapping to
industry training

Form Policy (Maturity Level 4)
60.44% of total skills practices

Provide Direction (Maturity Level 3)
12.09% of total skills practices

Build Process/ Procedure (M aturity Level 2)

9.89% of total skills practices

e MGT433: Managing Human Risk

SANS// Individual Cost: 3305 // Monthly Subscription: N/A// Format: Live Online, 2 days// Type:
Certificate

MGT514: Security Strate A ICS Cybersecurity 301 V/L
SANS// Individual Cost: 7785 // Mo o
Certificate

SANS// Individual Cost: 7785 // Monthly Subscription: N/ A
Certificate

Cybersecurity for Managers: A Playbook
MIT // Individual Cost: 2800 // Monthly Subscription: N/A // Format: Online, 6 Weeks, 4-6 hours per
week // Type: Certificate

OV
MGT516: Managing Security Vulnerabilities: Enterprise and Cloud (‘* Wik
SANS// Individual Cost: 7785 // Monthly Subscription: N/A// Format: In Person or Live Online, 5 Procurement's i(ﬁw
Days// Type: Certificate edX // Individual Cost: i
MGT525: Managing Cybersecurity Initiatives and Effective Communication Type: Certificate

SANS// Individual Cost: 7785 // Monthly Subscription: N/ A // Format: In Person, 5 Days// Type:

Cyber Security Training for Managers and the Boardroom. Course 2050

Learning Tree// Individual Cost: Call for Prices// Monthly Subscription: N/A// Format: Online
Interactive Seminar, < 8 hours// Type: Probably but it doesn't specifically say.

LEG523: Law of Data Security and Investigations

SANS// Individual Cost: 7215 // Monthly Subscription: N/A // Format: Online // Type: Certificate
Cybersecurity Management

INFOSEC// Individual Cost: N/A // Monthly Subscription: $299/yr // Format: 13 hours. Self-guided //
Type: Certificate
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MGMT Module Deliverables and Benefits

N S D lierabl
-l @Q - ‘ : Targeted competency roadmap for each
i? f/()na/ icte /7 faf. apping based

. individual. More efficient use of organizational

resources spent.
Responsibility/duty-basee
decomposition for each indiv

Management personnel job role and skill

ency. Organization management roles
'('Q o provide insight into proper
-.,n Jucation and training.

d’ » 2mains

| A | . .
y 'u ﬁ\‘lb > C iLLOS ( ", tlonal
resource L'*'311’3‘/0 2 3

Increased awarene n /

management roles and re (")l }b
establishing and maintaining a Se

Tailored education and training
recommendations

Management security program roles and
responsibilities analysis

%‘/’um
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ber-CHAMP®© Summary

7‘/,,

— Adjust curricula
— Create and apply apprenticeships
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B

perKnights — Collaborative Framework

eeeeeee

Ways to use CyberKnights
Recruit

» Assess

Inventory skills resources

|dentify skills gap

P arch external/internal talent

\

l}'@ l aining
1S/ <'4!“.
it T?‘)L?

CyberKnights connects all stakeholders and workforce development objectives with thece
foundation lexicon of the NICE Framework, customizable across industries.

IDAHO NATIONAL LABORATORY
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berKnights Portal

Collect and Operate and
Operate . Maintain

Oversee and Securely Protect and
Govern Provision Defend
b b

Categories

High-level way to sort Work Roles into related areas. Includes
Securely Provision, Operate and Maintain, Oversee and Govern,

Protect and Defend, Analyze, Collect and Operate, and Investigate

Work Roles

A grouping of work for which someone is responsible or

accountable. Consist of Tasks that constitute the work to be done..

ledge of network &s TCFIIF, i Domain N ystem (DNS).

A mechanism for organizations to assess learners. Consist of TKS
statements that define the area of work. May be additive to Work Roles.

Task Statements
Define the work to be done

E Competencies E—

Knowledge Statements
Define what someone must know to complete a Task.
634
Skill Statements

Define what someone must be able to do to complete a Task. 377
{OM) Operate and Maintsin () JOMOTA-D02) Dats Analyst

(OMKNMG-001) Knowsdge Mansger @

{OMMNET-001) Network Oparations Specialis )

{OM-ETS-001) Technical Suppart Specialist @y

(@ 30144) SKil in corading physical and technical prablems that impact
(@ (50151) SKil in troutleshoaiing failed system companents (1., serves)

() (50153) Skl n isentitying and anticipating system(szruer performancs. suailsbility, capacity. of configurstion

O N ONA 5




berKnights — Individuals

ioners/employees/apprentices
e k| I IS pO I‘tf0| |O Personality Assessment using the "Big-Five"
M) eS/Oppo rtu n ItIeS . Opgnness mea|:19 the tgndency to pe informed, creative, insightful, "Big Fi“en Pememges

curious, and having a variety of experience.

« Conscientiousness means the tendency to show self-discipline, act 100 ‘

l { e . n needs dutifully, and aim for achievement. It means planned rather than
Personal .

d Io My Work Roles Alignment

fduals/ j ]

Technical suppon specialist 21/30 Yes
ort to who need i utilizing client-level f and software in

Mot e et et e L S,

Technical Support Specialist 2130 Yes
Provides technical support to customers who need assistance utilizing client-level hardware and software in

accordance with orap gani; process components (ie., Master Incident Management Plan,
when applicable).

Search:

Description K&Ss.

ers server architecture, administration, storage, security, networking, troubleshooting as well as disaster recovery. 2l

astrates you have the advanced technical skills and knowledge to implement, monitor and adrminister IT infrastructure using security best practices, 21/ 21
ished by the cybersecurity experts at (ISC)=

a 3 ation security skills. It shows employers and peers you have the advanced technical skills and knowledge necessary for n/a
Competenc. E = a a he SDLC using best practices, policies and procedures established by the cybersecurity experts at (ISC)%.

Mentorship

fing and analyzing security solutions. It also shows you excel at giving risk-based guidance to n/z
NICE Framework

ion security programs. You also demonstrate deep /2

K0053

Certification Certified CY Gl Es a hical principles to 0/
Forensics 2 hility ecurity
Professional dist

Kona Certification  1SACA Certified inRiskand ~ Gertified in Risk d

Information Systems  information systems coi
Control

COLLEQE UNVERSITY

Certification  EC Council EC-Council Certified A Certified Ethical Hacker is a
Ethical Hacker knnw\eage and tools as a mal

k0224 O nefwork secu
®Yes T

Securityf] CIS A ("SM n -

Cyber Ranges Certifications Education Work ‘ Abilities - " Advanced 16/38 ‘

K0194

Employer
[ [ ] .

Experience/ Vocabulary
Internal Training

IDAHO NATIONAL LABORATORY




berKnights — Employers

ad inventory workforce skills/capabilities
om all NICE perspectives
Ve

FFFFFF

L 1]
@ Confidential

Save as
Certifications
42%
Security+
Ax
—9%

Hetwork+
Certified Information

Systems Security

Professional
CySA+
4

CompTIA ISR

AAAAAAAA s %

ssssssss .
s -

E;curigﬂ. CISA (LSM.,L m

Cyber Ranges Certifications Education Internal Training/
Work Experience
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erKnights — Educators

By (’CyberKnlghts‘ Hep-  FAQs  Resources

Course K&Ss

Institution: CK University

Institution: GK University

search:

Total

Course Description KeSs
oductory lass to persistent threats and methods used by bad acters and nation states. 78

anniver (CUSA+) ie an IT winrfarne rartifiertinn thet mnnlise hehauinrnl analtiee ta natwnrke and deviree 1n nreuent datert and camhnt eukarear it thrante

State

Industry

NE Finance and Insurance (NAICS 52) 8 K00D1

CompTIA

ADVANCED
SECURITY

Beeuin CISA. O

NE Finance and Insurance (NAICS 52) 8 K0002

Employer NE Finance and Insurance (NAICS 52) 8 K0003  Knowledge of laws, regulations, policie’

NE Finance and Insurance (NAICS 52) 8 K0004  Knowledge of cybersecurity and privacy principles.

NE Finance and Insurance (NAICS 52) 8 K0005 Knowledge of cyber threats and vulnerabilities. j
o - . Remove
Cyber Ranges Certifications Courses/ Work Experience NE  Finance and Insurance (NAICS 52) 8 KOO06  Knowledge of specific operational Impaets of eybersecurity lapses.
Curriculum _ _ Fomoe |
NE Finance and Insurance (NAICS 52) B KOOBO  Knowledge of operating systems. :]
Remove
NE Finance and Insurance (NAICS 52) B K054  Knowledge of supply chain risk management standards, processes, and practices. —_—
2 Next
NE Finance and Insurance (NAICS 52) B K0260  Knowledge of Persenally Identifiable Information (PIl) data security standards.
NE Finance and Insurance (NAICS 52) 5 K0261 Knowledge of Payment Card Industry (PCI) data security standards.

State Industry Positions K&Ss Description

Showing 1to 10 of 1,972 entries
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Battelle Energy Alliance manages Tech Company for the U.S. Department of Energy’s Office of Nuclea
Energy.
Tech Company is the nation’s center for nuclear energy research and development, and also performs
research
in each of DOE’s strategic goal areas: energy, national security, science and the environment.




