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Project Overview

®* FUNDING 2-yvear S2M 6-States Distributed Teams

®* OBJECTIVE, Scope, Stakeholders
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®* Top Cybersecurity Experts perform 2-year pilot
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 Size Training and Education Prog

e Detect capabilities through Technology Roae
* Seeing the unseen, anticipating future events

* Analyze stakeholders' ability to respond
* Relevancy, position, influence, salience
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7 Promote Key
/s Enhance Recommendations

Promote involvement of power authorities.
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K
D AQ e & C S Increase tailored tabletop exercises.
VA Urjp,, —
n g ag e _J/ Address critieal 'nfrastructure vulnerabilities with

technology roadmap

Enhance academic-industry-government partnerships
Wa across regions

Engade emergency management, firstresponders and

j I n n ovate the State,and Naiional"Guara

Innovate and escalaie cducation for the workforce
using cooperative learning models

— U se Use successful state models as'exaniplées
P ra Cti ce Practice continuous Improvement.




Roles, objectives, tool, scenario

rhl.s /s
l y
Tabletops | : ( ‘ . .

Examine understanding,
protocols,
Simulation activity of a . critical thinking through
hypothetical cyberattack ECLS

Data, Feedback, Insights SWOT: Strengths, Weakness,
Opportunities, Threats



Tabletop Montana
Governor engagement with

head of National Guard,
University of Montana.

Participants: 20 of the 26

Tabletops
WA/ID - Interstate and

Intrastate EMT and P-SAPS
wWSu

CO - Electric Grid Profile,

electric distribution University Colorado,

poperatives Colorado Springs

Colorado River Basin in
contrast to Bonneville
Power Authority.

Planning

Dr. Endicott-Popovsky
formed Pacific NW
Collaboratory

Hawaii delivered lessons
learned and set standards

NSA Data Sensitivity, NUARI
Decide Platform, CyberEd

Four tabletops chosen, MT, . Booz Allen President of
CO, 1D, WA Security, First Responders planning




 All state tabletops effective
 All regional tabletops needed
 Readiness is strong, awareness is limited
* Deeper relationships with BPA and WAPA

needed

« Leverage existing models (HI)

*OCC_ Oregon Cybersecurity Center



* Prioritize and address critical infre

vulnerabilities immediately

outset

« Develop resiliency and cooperative learning in

the workforce

 Tailor tabletops for each state and run again
« Leverage the Pacific Northwest Collaboratory




Rationale
* Unprecedented insigh
« Creates increased adversarial €
 Identifies strategic significant

Action Plan
 Review classification framework
 Tallor security protocoils:

advanced encryption, restricted access control, Al enhanced monitoring

 Educate the stakeholders
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Planning Timeline Milestones

IPM1 1 and IPM 2 MPM MSEL Sync FPM
EX—8to 11 weeks EX—7 weeks EX— 4 weseks EX -2 wesks
EX — 18 to 14 weeks EX — 12 wesks EX— 8 weeks EX - 3 weseks
EX —52 to 36 weeks EX — 24 wesks EX— 10 weeks EX - 4 weeks

Final Planning Meeting
Mid Planning Meeting * Initial review in DECIDE
; Oped scenario and event list » Exercise Evaluation Review
* Introductions j * Final document/material approval
* Program Background I? * |dentified issues resolved
» Commit to an Exercise Eﬂ
+ Initial Design Document i

(IDD) review

* Task assignments and logistical
elements confirmed
Exercise and training day invites

Initial Call A A
igita
Kick Off Initial Planning Meeting 1 —Exercise Overview =€
* Introduce Planning Team = Clearly defined objectives and aligned capabilities L1
+ Review the IDD = Initial capability targets and critical tasks g ‘-"’ f“'*
* Assess scope of exercise * Exercise Evaluation g [ L
* Discovery questions = List of participating organizations and extent of play * Revisions of dra
= |dentification and availability of all source documents based documentatio
» Refined exercise planning timeline * Exercise Evaluation Targets
Touchpoint meetings will Initial Planning Meeting 2 — Transition to * Timeline for completion
be held between these Planning
milestone meetings at = Scenario variables (threat, scope, venue, conditions)
agreed upon intervals to « Exercise structure and schedule
support overall planning = Exercise staffing/ Identification of subject-matter experts
progression. = Exercise logistics

TJECIDE

PLATFORM




TTX End-to-end Process

T -Planning and Design (Pre-TTX]

PROCESS - TTX Execution

QUTPUT - Findings, risk, recomrmendations (Pest-TTX)

.| 1 Scopeana
A * b
|
. 3. Identify Basic 7. Capture | Findings related to business
U P o "mu foom T |cyber readiness
- ~ |
9 4 Business and technology cyber
I: . 9. Determine I risks
cybeer Risks and
% Recommandatic —I—‘ Recommendations for control
L . at enhancements
|
Action plan to drive change
Infermation on past failures, | ol
incidents, audit findings, 2. Within
E strategies, and maturity of | idantify failure -y .
E controls, threat surfaces, —* and collect 3
'_; threat actors, correlated relevant data to ot -
o incidents from various | support TTX
o« industries.
= | 6. e
= | Hot.
| 9
E Requirements related to |
o business need including areas d
= of concern, potential known | | .
g vulnerabilities, business | I
o challenges and inefficiencies
E (krvowm) | |
1 T
£ | |
@
: | |
c
@ Requirements far Facilitation I 8. Collect and
g Requirements for Evaluation > T ;
LU Iinforrmation
= Metrics
=
| |
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;7”: etop versus Roadmap

Pr,

"o/ RONb Run by technology roadmap experts

Simulatec exé ’m:’@ im : g n ethods to coordinate technological
Son. 07, Mginvesiments |
Uses hypothetical cyber-a \"uau e eiature process analysis
i ') -~
v
Operational focus on protection, detection and , nagement pe ive
= v . “

Technology Roadmap

response

Game scenarios for action response

Conducted on site with stakeholders







Develop project

Sponsor team
approve project
plan.

\_

scope and timeline.

Sponsor Team to
define their priority
research areas in
reference to agency
strategies and begin
to identify critical

J

Drivers within these
research areas.

ﬂ%eglonal IT Executlve\

Research Timeline |

Workshops 2
and 3
Portland OR

‘ \.'C'Curlljl Ull/en

Drivers and
Gaps that exist in mee
those drivers:

= Other strategic and
\ “big-picture” experts

art_lcu 2 L.Jib(a

= Senior leadership l
= Senior-level operational needed
managers characteristiCS

f =
o 18 55
10 (T 23

= Engineers
= Operators

Oq( I/U 07

= Researchers
= Academics
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Figure 3. Average Annualized Cost of Cyber Crime by

Industry Sector in 2015 ($ millions)

Financial Services
Energy & Utilities
Defense &
Technology
Communications
Services
Transportation

Retail

T 528,33

N $27.62
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(4]

Ransomware & Energy Sector

Mail Server: Web Server:
Outbound Logs Access to Davice Technical Manuals

Uti Plag'Crtice
Role in America’s
Energy Security

(1]

FIGURET
Average annual cost
{2018 total = US$13.0 million
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Business
disruption

“Snapshot.” Accessed: Jan. 02, 2023. [Online]. Available: https://www.energy.gov/ceser/office-cybersecurity-energy-security-and-emergency-response

“Nicol - 2021 - The Ransomware Threat to Energy-Delivery Systems.pdf.”

“Accenture-2019-Cost-of-Cybercrime-Study-Final.pdf.”

B. Walker, “DOE Multiyear Plan for Energy Sector Cybersecurity _0.pdf,” 2018.



Demand Response

Research Area : TECh nOlogy Area Titl e Technology Roadmap

Roadmap:

Drivers: Critical factors that influence organizational decisions, Increase What are the
operations, and strategic plans, i.e., existing or pending regulations and processing

; .
h I S market conditions, consumer behavior, organizational goals efficiency
\/ Dr
Y, Sep
l On Bar Ia orte hat stand in the way of A potato peeling
a/ C IO ! machine that is

Yoo,

C[‘ .
Technology Characteristics: Specific tech : !jj el hat are the
las v ]

model, system, etc., that are necessary to overcome €
be included in the technology roadmap these wi
Commercially Available but facing technical barriers needing te
addressed; or Commercially Unavailable and needing to be developed.

reasons to change?

than existing

Wa 8 technologies

Capability Gaps

Technology
Characteristics

csearc!
R&D Programs: Descriptions of programs to generate new ideas for Produce thinner u’t , !
products and services, develop models and prototypes, evaluate these in cutting blades 2 s JET
) laboratory settings, demonstrate them in the field, and conduct using the most to develop
E engineering and production analyses to deliver the needed Technology appropriate type technologica
S Characteristics. The generic abbreviation “R&D” is to be understood as of metal o 2
a including, when appropriate, design, deployment, and demonstration in solutions:
g pprop § gn, ploy d ACME, Inc.
addition to research and development.

- Driver - Commercially Available Technology - Existing R&D Program or Project

- Capability Gap - Commercially Unavailable Technology - R&D Program Requirement



Function Function Category

Unique Unique
Identifier Identifier

ID.AM

Category

Asset Management

|ID_BE

Business Environment

|ID.G‘I.|"

Governance

‘IDRA

Risk Assessment

Risk Management Strategy

Supply Chain Risk Management

Identity Management and Access Control

bavareness and Training

csses and Procedures

Response Planning

Communications

Analysis

Mitigation

Improvements

Recover |pcRp

Recovery Planning

Improvements

Communications

Portland State

Hatfield School of Government




PNW Electric System: Ransomware Technology Roadmap and State
: ) 2 School of Government
Functions and Category: Identify

Now - 12 months




il. DETECT (5/7)

B =i fir Program o Fropect




Roadmap Area :

C AR s O

V. RECOVER (1/10)

Tachnology Roadmap
PNW Power Grid-Ransomwarne
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Decision MdKing
Model (ABDM)
For Oregon
Stakeholders




.. , Portland State
Agent-Based Stakeholder Bargaining for Decision Making Hatfield School of Governrment
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Kewv.Questions for Date Collection

NO SOME GOOD ENOUGH FULL REFORM
REFORM REFORM REFORM



How: Drilling Down into
Stakeholder Dynamics

s expected to change position?

a"/ :

\ ome and what degree of

co I:S@C U[‘ . gll/e
% What are the pe¢ / @/' E~

desired level of reform

¢ &

NO REFORM SOME REFORM GOOD ENOUGH FULL REFORM
REFORM

|



Two years of a face-to-face discussion with
representatives of high-tech companies, PG&E,
BPA, NW Natural, Umatilla Electric Cooperative,
Avangrid, FBI, CISA, State of Oregon CIO, CISO,
echnology Association of Oregon, Nike, PSU,
ty of Oregon, Oregon State University,
unity College, Portland
hemeketa Community
echnology, elected
;, '- ~ 1e Oregon

, Ure pciation
/ ofOregon Cc chi 7 :

of Oregon, and K1 0/'
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Issues: A
Major
Initiative

Oregon Cybersecurity Center of Excellence

stakeholders

State Legislature
Governor

PsSU

osu

uo

Private Sector TAD

ISSUE 2: Funding

veto Power
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0 no funding

80
100
10
10
10
10
10
10

30 One time limited funding

60 One time full funding
100 Fund in perpetuity

issuel

"

salience

90
90
95
95
95
95
85
80
95
95

issue?

30
30
100
100
100
B0
B0
B0
100
100

salience

95
95
90
90
90
85
85
85
90
90
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ALUANCE okta  FE:RTINET
EBoveu @ vmware
& Deloitte. @ —

/
¢® STAKEHOLDERS COMNM ) : . & = I,I(i @ B Microsoft
CHALLENGES — NOT JUS SOLUTIONS
INFRASTRUCTURE.

UNIVERSITY OF ’A

LCOG

LINK OREGON

CYBERSECURITY CENTER OF EXCELLENCE.

®* PSU’s Cybersecurity & Cyber Defense Policy Center is
identified as the administrative home.

®* PSU Receives an NSF Innovative Engine Phase | Grant for
two-years to establish a coalition of industry-university-
government partnership for the future SmartGrid.

Coatact: Nolan Pleze, League of Oregon Cities, mplese(@orcities org.
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Roadmap,
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Anf' ke onsultants to focus and lead efforts
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Policy, investment, regional
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* Detected capabilities through Technology :
Roadmaps

* Analyze stakeholders' ability to respond
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